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I

THE U ITE D TAT E DISTRICT CO URT FOR THE
EASTE RN DISTRICT OF VIRGINIA
Alexandria Division

UN ITED T AT E OF AMERICA
v.

CRIMJNAL NO.: 1:18-CR-111

JULIAN PAUL ASSANGE,
Defenda nt.

AFFIDAVIT I SUPPORT OF REQUEST FOR
EXTRADITIO OF JULIAN PAULASSA GE
I, Kellen S. Dwyer. being duly sworn, depose and state:

l.

I am a citizen of the United States. I make this affidavit in support of the request of

the United States of America to the United K ingdom of Great Britain and Northern Ireland for the
extradition o f Julian Paul Assange ("A SANG E..) who is be lieved to be a citizen of Australia and
Ecuador.
2.

I received a Juris Doctor degree from Yale University in 2009. I am currently a

member of the Bar of the District of Columbia, having been admitted in 2012. From 2009 to 2010,
I served as a law clerk to Judge Kenneth M. Karas on the United

tates District Court for the

Southern District of ew York. From 2010 to 20 1 l. I served as a law clerk for Judge Diarmuid F.
O 'Scannlain on the Un ited States Court of Appeals for the Ninth Circui t. Since 2014, I have been
employed by the U.S . Department of Justice as an Assistant

nited States Attorney in the Eastern

District of Virginia. My duties include the prosecution of persons charged with v iolations of the
criminal laws of the United tales, including laws prohibiting computer intrusion and mishandl ing
of national security information. Based on my training and experience,

r am

an expert in the

criminal laws and procedures of the United tales.
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3.

In the course of my duties as an Assistant United States Attorney, I have become

famitliar with the evidence and charges in the case of United States v. .Julian Assange, Case Number
I: 18-C R-111 , pending in the United States District Court for the Eastern District of Virginia. This

affidavit does not detail all of the evidence against ASSANGE th at is known to me, but only the
evidence necessary to establish a basis for the extradition request. l have confirmed the facts of
this affidavit with agents of the Federal Bureau of Investigation (FBI) who are assigned to
investigate this matter.

SUMMARY OF THE CASE
4.

These charges are the result of an FBI investigation into a conspiracy to commit

computer hacking, as well as to otherwise unlawfully obtain and disclose classified information inc luding information that endangered human sources - by the website "WikiLeaks" and
ASSANGE. its founder and leader. Wik.iLeaks is a website that solicits and publishes documents
tbat have been stolen, obtained by illegal computer hacking, disclosed in violation of law, or
otherwise obtained illegally. In at least one instance, ASSA GE agreed to assist a member of the
U. . Army in committing an unlawful computer intrusion in order to further their scheme to steal
classified documents from the United States and publish them via Wik.iLeaks. In addition,
ASSANGE did in fact publish classified documents that were stolen from the United States via
WikiLeaks, knowing that the documents were unlawfully obtained classified documents relating
to security, intelligence, defense and international relations of the United States of America,
including documents containing the unredacted names of people who provided intelligence to the
Unit,ed States and its al lies. By outing these human sources, many of whom li ved in warzones or
undc-r repressive regimes, ASSANGE created a grave and imminent risk that the innocent people
he named would suffer serious physical harm and/or arbitrary detention. The disclosure of these
class,ified documents was damaging to the work of the security and intell igence services of the
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United States of America; it damaged the capability of the anned forces of the United States of
America to carry out their tasks; and endangered the interests of the United States of America
abroad; and ASSANGE knew publishing them on the Internet would be so damaging.
SUMMARY OF THE FACTS OF THE CASE
INTRODUCTION
5.

These charges relate to one of the largest compromises of classified information in

the history of the United States. Between in or around January 2010 and May 2010, Chelsea
Manning, then known as Bradley Manning, an intelligence analyst serving in the U. S. Army,
downloaded a vast amount of classified documents. These documents included four, nearly
complete and largely classified databases with approximately 90,000 Afghanistan war-related
significant activity reports, 400,000 Iraq war-related significant activity repo1ts, 800 Guantanamo
Bay detainee assessment briefs, and 250,000 U.S. State Department cables. They also included
Iraq war rules of engagement files. Manning provided these records to Wik.iLeaks, a website
founded and led by ASSA GE. On its website, WikiLeaks expressly solicited c lassified
info1mation for public release. WikiLeaks publicly released many of these classified documents in
2010 and 20 11. Many remain on the WikiLeaks website.
6.

The evidence shows that ASSANGE agreed with Manning to obtain receive. and

communicate some o f the classified materials discussed above- namely, Guantanamo Bay
detainee assessment briefs, U.S. State Department cables, and Iraq war rules of engagement files.
With regard to these sets of classified documents, ASSANGE also ( 1) encouraged and caused
Manning to illegall y obtain the documents so that Manning could provide them to ASSANGE; (2)
illegally obtained and received the documents knowing that they had been and would be obtained
and handled contrary to law; and (3) encouraged and caused Manning to illegally communicate,
deliver, and h·ansmit the documents to ASSANGE.
3
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7.

The evidence also shows that, in the course of the above activities, ASSANGE

agreed with Manning in March 20 10 to crack a password hash stored on United States Department
of Defense computers connected to the Secret Internet Protocol Network, a United States
government network used for classified documents and communications. At the time ASSANGE
agreed with Manning lo crack the password hash, Manning had already provided WikiLeaks wi1h
hundreds of thousands of downloaded classified documents, including the Afghanistan war-related
significant activity reports and Iraq war-related significant activity reports. Had ASSANGE and
Manning been able to crack the password hash, Manning may have been able to log onto classified
computers under a usemame that did not belong to her. making it more difficult for investigators
to identify Manning as the source of disclosures of classified information to ASSANGE and
WikiLeaks. By taking steps to crack the password hash, ASSANGE was also attempting to
illegall y obtain and receive classified information.
8.

Separate from the conduct described in the previous two paragraphs, ASSANGE

also illegally communicated to the public Afghanistan war-related significant activity reports, Iraq
war- re lated significant activity reports, and U.S. State Department cables containing names of
human sources who provided information to U.S. and coalition forces and to U.S. diplomats.
ASSANGE communicated these documents to the public by publishing them on the Internet via
WikiiLeaks, thereby creating a grave and imminent ri sk that the human sources he named would
suffer serious physical ham1 and/or arbitrary detention. AS SAN GE knew the disclosure of these
classified documents would be damaging to the work of the security and intelligence services of
the United States of America. These disclosures damaged the capability of the armed forces of the
Unit,ed States of America to carry out their tasks; and endangered the interests of the United States
of America abroad. Manning, a U.S. citi zen and member of the U . . Am1y, as part of the
conspiracy, attempted to gain unauthorized access to Department of Defense computers located in
4
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the United States of America, and did transfer classified documents from those computers to
persons not authorized to receive them. Further, the classified information published by
ASSA GE was publ ished in the United States of America and elsewhere through the internet and
downloaded in the United States of America and elsewhere.
A. United States Law Regard ing the Protection of Classified Information
9.

United

tates Executive Order

o. 13526 and its predecessor orders define the

classification levels assigned to classified information. Under the Executive Order, information
may be c lassified as "Secret'· if its unauthorized disclosure reasonably could be expected to cause
serious damage 10 the national securi ty, and information may be classified as "Confidential" if its
unauthorized disclosure reasonably could be expected to cause damage to the national security.
Further under the Executive Order, classifi,ed information can generally only be disclosed to those
persons who have been granted an appropriate level of Uni ted States govem ment security
clearance and possess a need to know the classified information in connection to their official
duties.
10.

At no point was ASSA GE a citizen of the United States, nor did he hold a United

States security clearance or otherwise have authorization to receive, possess, or communicate
class.i fied information.
B. ASSANGE and WikiLeaks Repeatedly Encouraged Sources with Access to Classified
Info rmation to Steal and Provide it to WikiLeaks so that W ikiLeaks Could Disclose
It.
11.

AS SAN GE is the public face of "Wik.iLeaks," a website he founded with others as

an '·i ntell igence agency of the people." To obtain information to release on the WikiLeaks website,
ASSA GE encouraged sources to (i) circumvent legal safeguards on information; (ii) provide that
protected in formation to WikiLeaks for public dissemination; and (iii) continue the pattern of
illegall y procuring and providing protected in formation to WikiLeaks for distribution to the publ ic.

5
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12.

WikiLeaks's website explicitly solicited restricted materia ls, and until September

20 I 0, ·'classified" materials. As the website then-stated, ·'WikiLeaks accepts classified, censored.
or otherwise restricted material of political, diplomatic, or ethical significance:· 1
13.

ASSANGE personally and publicly promoted Wi.kiLeaks to e ncourage those with

access to protected in fonnation, including class ified information. to pro ide it to WikiLeaks for
public disclosure. For example. in December 2009. ASSANGE and a WikiLeaks affi liate gave a
presentation at the 26th Chaos Communication Congress (26C3), descri bed by its website as an
annual conference attended by the hacker community and others that is hosted by the Chaos
Computer Club (CCC), which was video recorded and posted onJine. ln the presentation,
WikiLeaks described itself as the "leading disclosure portal for classified, restricted, or legally
threatened publicati ons.'·
14.

To further encourage the disc losure of protected information. including classified

information, the Wi.kiLeaks website posted a detailed list of "The Most Wanted Leaks of 2009,"
organized by country, and stated that documents or materials nominated to the list must " [b]e likely
to have political, diplomatic, ethical or historical impact on release and be plausibly obtainable to a
well-motivated insider or outsider."
15.

As of

ovember 2009, WikiLeaks's '·Most Wanted Leaks" for the United States

included the followin g:

1

A ll dates in this a ffidavit are approximate. tatements in this affidavit about information or
statements that are now or once were on the WikiLeaks website are based on personal observation of
that website by FBJ agents investigating thi s matter and/or records obtained from the lnternet Archive
company' s " Wayback Machine."' The Jnternet Archive is a website that provides free access to a
digital library of internet sites. It has partnered with and received support from various institutions,
including the U.S. Library of Congress. The "Wayback Machine" is a service maintained by the
Jnte rnet Achieve Company, which allows users to see the content of a URL (i.e. , a website address) at
a time in the past, even if that content is no longer currently on the website. Evidence obtained from
the Wayback machine has been deemed reliable by U.S. courts and has been adm itted as evidence in
U.S. criminal trials.
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a

··Bulk Databases.'· including an encyclopedia used by the United tates intelligence
community, called ·'[ntellipedia;" the unclassified, but non-public, Central
lntelligence Agency (CIA) Open Source Center database; and

b.

"Military and Intelligence" documents, including documents that the list described
as classified up to the 'ECRET level, for example, " Iraq and Afghanistan Rules of
Engagement 2007-2009 ( ECRET);" operating and interrogation procedures at
Guantanamo Bay,

uba; documents relating to Guantanamo detainees; ClA

detainee interrogation videos; and information about certain weapons systems.
16.

The evidence gathered in the course of the investigation shows that ASSANGE

intended the "Most Wanted Leaks" list to encourage and cause individuals to illegally obtain and
disclose protected information, including classified information, to WikiLeaks contrary to law. For
example, in 2009, ASSANGE spoke at the "Hack in the Box Security Conference·• in Malaysia. ln a
video recording of that speech, A

A GE referenced the conference's "capture the flag" hacking

contest and noted that WikiLeaks had its own list of ··flags· that it wanted captured-

namely, the

list of "Most Wanted Leaks" posted on the WikiLeaks website. ASSANGE encouraged people to
search for the list and for those with access to obtain and give to WikiLeaks information responsive
to that Iist.
C. Chelsea Manning Responded to A A GE's Solicitation and Stole Classified
Documents from the nited tate .
17.

Chelsea Manning was an intelligence anal yst in the United tates Army who was

deployed to Forward Operating Base I Jammer (FOB Hammer) in Iraq.
18.

According to records from the U.S. Department ofDefensc ("'U.S. DoD"), Manning

held a "Top Secret" security clearance, and signed a classified information nondisclosure
agreement, acknowledging that the unauthorized disclosure or retention or negligent handling of
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classified information could cause irreparable tnJury to the United States or be used to the
advantage of a foreign nation.
19.

According to forensic evidence obtained from U.S. DoD comp uters, beginning in

at least November 2009, Manning responded to ASSANGE's solicitation of classified information
made through the Wik.iLeaks website. For example, Wik.iLeaks's "Military and Intelli gence'·
"Most Wanted Leaks" category, as described above, solicited ClA detainee interrogation videos.
On November 28, 2009, according to forensic evidence obtained from U.S. DoD computers,
Manning

searched

"Intelink,"

a

classified

U.S.

DoD

network

search

engine,

for

"retention+of+interrogation+videos.'· The next day. Manning searched the classified network for
"detainee+abuse," which was consistent with the "Most Wanted Leaks' request for "Detainee
abuse photos wi thheld by the Obama administration" under Wik.iLeaks's "Military and
lnte lJjgence·· category.
20.

On November 30, 2009, according to forensic evidence obtained from Manning's

personal computer and external hard drive that was seized from her living quarters at the time of
her arrest (hereinafter "Manning's personal computer"), Manning saved a text fi le entitled "WLpress.tx t" to her external hard drive and to an encrypted container on her computer. The file stated,
"You can currently contact our investigations edi tor directly in Iceland +3 54 862 3481; 24 hour
service; ask for 'Julian Assange. ,., Similarly, on December 8, 2009, according to forensic evidence
obtained from U.S. DoD computers Manning ran several searches on lntelink relating to
Guantanamo Bay detainee operations, interrogations, and standard operating procedures or
" SOPs." These search terms were yet again consistent with WikiLeaks's "Most Wanted Leaks."
which sought Guantanamo Bay operating and interrogation SOPs wider the ·•Military and
Intelligence" category.

8

010

21.

Between. in or around January 20 I 0 and May 20 10, according to forensic evidence

obtained from U.S. DoD computers and Manning' s own admission at her court martial, consistent
with WikiLeaks's "Most Wanted

Leaks" solicitation of bulk databases and military and

intelligence categories, Manning downloaded fow- nearl y complete databases from departments
and agencies of the Uniited States. These databases contained approximately 90,000 Afghanistan
war-related significant activity reports, 400,000 Iraq war-related significant activities reports, 800
Guantanamo Bay detainee assessment briefs and 250,000 U.S. Department of State cables.
According to U.S . DoD records and the markings on the documents themselves, the United States
had classified many of these records up to the SECRET level pursuant to Executive Order No.
13526 or its predecessor orders. Manning nevertheless provided the documents to WikiLcaks, so
that WikiLeaks could publicly disclose them on its website.
22.

On or about May 27, 20 I 0, Manning was taken into military custody at FOB

Hammer in Iraq. Manning was charged in a military court with 22 violations of the Unifonn Code
of Military Justice (UCMJ). These charges included aiding the enemy, in violation ofUCMJ Art.
I 04, and sixteen violations of Title I 8 of the United States Code, which is incorporated by UCMJ
Art. 134, including violations of Sections 641 (theft or conversion of government prope11y), 793
(unlawful gathering or transmission of national defense information) and I 030 (computer
intrusion). On July 30, 2013. Manning was convicted of th1e bulk of these charges, including
unlawful gathering or transmi ssion of national defense info rmation, computer intrusion, and theft
of government property. Manning was acquitted of aiding the enemy.
23.

Also on or about May 27, 20 10, the U .. Army seized Manning's personal

computer from her living quarters at FOB Hammer and conducted a forensic examination pursuant
to a search and seizure authorization issued by a military magistrate judge. The forensic
examination of that computer revealed that Manning had been exchanging instant message
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communications for months us ing the instant message service Jabber with a person using the
Jabber account pressass:ociation(@jabber.ccc.de. In this affidavit, I will refer to these
communications as '' the Jabber Communications." For the reasons stated in Section H below, the
evidence demonstrates that the person using pressassociation(@jabber.ccc.de was ASSANGE.
Therefore, in this affidavit, I refer to the person using pressassociation@ jabber.ccc.de account as
·'ASSANGE.'.
D. AS ANGE Encouraged Manning To Continue Her Theft ofCla sified Documents
and Agreed To Help Her Crack a Password Hash tt() a Military Computer.
24.

During large portions of the same time period (between

ovember 2009, when

Manning first became iinterested in WikiLeaks, through her arrest on or about May 27, 20 10),
according to the Jabber Communications and other forensic evidence obtained from Manning·s
personal computer, Manning was in direct contact with ASSA GE, who encouraged Manni ng to
steal classified docwnents from the United States and unlawfully disclose that information to
Wik.iLeaks.
25.

In furtherance of this scheme, according to the Jabber Communications,

ASSA GE agreed to assist Manning in cracking a password hash stored on United States
Department of Defense computers connected to the Secret Internet Protocol Network ("SJPRNet"),
a United

tales government network used for classified documents and communications, as

designated according to Executive Order
26.

o. I 3526 or its predecessor orders.

As background. a U. . Army forensic expert provided the fo llowing information

about how a Microsoft Windows operating system circa 20 10 stored passwords. Windows did not
store users passwords in plain text for security reasons. In stead. the computer stores passwords as
''hash values." When a user creates a password for the relevant usemame. the password passes
through a mathematical algorithm , which creates a "hash value·' for the password. Essentially, the
10
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creation of the hash vallue is a fonn of encryption for storing the password. The hash value- not
the plain text of the password-is then stored on the computer. As additional security, the computer
does not store the full hash value in one location. Instead, the hash value for that username is
broken into two parts. One part is stored in the Security Accounts Manager ("SAM") database as
the SAM registry fil e. The SAM file in a Windows operating system keeps usernames and parts
of the password hash associated with the username. The other part of the password hash is stored
in the "system file.'· To obtain the full hash value associated with the password, one needs the parts
from the SAM file and the system file. Finally, as further securi ty. Windows locks the SAM file
and system file. Only users with administrative level privileges can access the SAM and system
files.
27.

Manning, who had access to U.S. DoD computers in connection with her duties as

an intelligence analyst, was also using the computers to download classified records to transmit to
WikiLeaks, according to forens ic records from U.S. DoD computers and from Manning' s
admissions at her court martial. Army regulations prohibited Manning from attempting to bypass
or circumvent security mechanisms on Government-provided information systems and from
sharing personal accounts and authenticators, such as passwords.
28.

The Jabber Communications show that on or about March 8, 2010, after ASSANGE

indicated he was '·good·,· at ·'bash-cracking" and that he had a type of tool used to crack Microso ft
password hashes, Manning provided ASSANGE with an alphanumeric stting. A U.S. Army
forensic expert subsequently examined the STPRNet computers used by Manning and detennined
that the alphanumeric string that Manning sent to AS ANGE to crack was identical to a password
hash stored on the SAM registry fil e of a STPRNet computer used by Manning that was associated
with an account that was not assign ed to any specific user.
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29.

According to a U.S. Am1y forensic expe1i, had Manning retrieved the full password

hash for tha t account (that is, the hash from the SAM file and the system file) and had ASSANGE
and Manning successfully cracked it, Manning may have been able to log onto SIPRNet computers
under a username that did not belong to her. Such a measure would have made it more difficult
for investigators to identify Manning as the source of disclosures of classified information.

30.

Based on forensic evidence from U.S. DoD computers and Manning's personal

computer, as well as Manning's admissions at her court martial, prior to the formation of the
password-cracking agreement, Manning had already provided WikiLeaks with hundreds of
thousands of documents classified up to the , ECRET level that she downloaded from departments
and agencies of the United States, including the Afghanistan war-related significant activity reports
and Jraq war-related s ignificant activity reports.

31.

Based on the Jabber Communications, it is clear that ASSANGE knew, understood,

and ful ly anticipated that Manning was taking and il legally providing WikiLeaks with classified
records containjng national defense information of the Uruted States that she was obtaining from
classified databases, and was knowingly receiving s uch classified records from Manning for the
purpose of publicly disclosing them on the WikiLeaks website. Such knowledge and intent is clear
from the fol lowing Jabber Communications:
a

On March 7, 20 10, Manning askedASSANGE how valuable the Guantanamo Bay
detainee assessment briefs would be. After confirmmg that AS SAN GE thought they
had value, on March 8. 2010, Manning told A SA GE that she was '·throwing
everything [she had) on JTF GTMO [Joint Task Force. Guantanamo] at [Assange]
now." ASSANGE responded, "ok, great! "

b.

Also on March 8, 20 I 0. when Manning brought up the ·

osc:· meaning the C IA

Open Source Center, ASSANGE replied. "that's something we want to mine entirely,
12
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btw," wh ich was consistent with WikiLeaks's list of"Most Wanted Leaks," described
above, that solicited "the complete CIA Open Source Center analytical database," an
unclassified (but non-public) database.
c.

Also on March l 0, 2010, Manning told AS SAN GE in reference to the Guantanamo
Bay detainee assessment bri,efs that "after this upload that's all I really have got
left. · In response to this statement, which indicated that Manning had no more
classified documents to unlawfully disclose, ASSANGE replied, "curious eyes never
run dry in my experience." On March 10, 2010, ASSANGE told Manning that there
was '·a usemame in the GITMO docs." Manning told ASSANGE, '·any usemames
should probably be filtered, period." Manning asked AS ANGE whether there was
"anything useful in there." ASSANGE responded, in part, that "these sorts of things
are always motivating to other sources too." ASSANGE stated, ·'GITMO=bad,
leakers=enemy of GITMO, leakers=good .. . Hence the feeling is people can give
us stuff for anything not as 'dangerous as gitmo' on the one hand, and on the other,
for people who know more, there' s a desire to eclipse.•· Manning replied, ·'true. I' ve
crossed a lot of those ' danger' zones, so I' m comfortable."

d

ln addition, based on Manning·s Jabber Communications with ASSANGE and
admissions Manning made at her court material , prior to her password-cracking
agreement with AS SAN GE, Manning used a Secure File Transfer Protocol (' SFTP")
connection to transmit the Detainee Assessment briefs to a cloud drop box operated
by WikiLeaks, into a specific d irectory that WikiLeaks had designated for her use.
32.

Accordingly, it is clear that ASSANGE entered into the password-cracking

agreement with Manning for the purpose of assisting and joining Manning's ongoing efforts to
steal classified documents from U.S. government computers.
13
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E. At ASSANGE's Direction and Agreement, Manning Continued to Steal Classified
Documents and Provide Them to ASSANGE.
33.

According to forensic evidence obtained from U.S. DoD computer and Manning's

personal computer, as well as Manning's admissions made at her court ma1tiaJ, fo llowing
ASSANGE's "curious eyes never run dry" comment, on or about March 22, 20 I 0, consistent with
WikiLeaks's "Most Wanted Leaks·· sol icitation of '·Iraq and Afghanistan U.S. Army Rules of
Engagement 2007-2009 ( ECRET),'. as described above. Manning downloaded multiple Iraq
rules of engagement files from her SfPRNet computer and burned these files to a C D, and provided
them to ASSANGE and WikiLeaks.
34.

On April 5, 2010, WikiLeaks released on its website the rules of engagement files

that Manning provided. rt entitled four of the documents as follows: " US Rules of Engagement for
Iraq: 2007 flowchart." ·' US Rules of Engagement for Iraq; Refcard 2007.'" ·'US Rules of
E ngagement for Lraq, March 2001: · and

·•u

Rules of Engagement for lraq.

ov. 2006.'" All of

these docwnems had been classified as SECRET, except for the ·'U.S. Rules of Engagement for
Iraq; Refcard 2007," which was uncla sifted but for official use only.
35.

T he rules of engagement files delineated the circumstances and limitations under

which United States forces would initiate or continue combat engagement upon encountering other
forces. WikiLeaks·s disclosw-e of this information would al low enemy forces in Iraq to anticipate
certain actions or responses by U.S. armed forces and to carry out more effective attacks.
36.

Further, according to forensic evidence obtained from U.. DoD computer and

Manning's personal computer, as well as Manning's admissions made at her court martial.
following ASSA GE' S ·'curious eyes never run dry" comment, and consistent with WikiLeaks·s
solicitation of bulk databases and classified materials of diplomatic significance, as described
abo e, between on or about March 28, 20 10, and April 9. 20 10, Manning used a United States
14
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Department of Defense computer to download over 250,000 U.S. Department of State cables,
which were classified up to the SECRET level. Manni ng subsequently uploaded these cables to
ASSA GE and WikiLeaks through an SFTP connection to a cloud drop box operated by
WikiLeaks, into a directory that WikiLeak s had designated for Manning's use. /\SSANGE and
WikiLeaks later disclosed those over 250,000 State Department cables to the public in unredacted
form.
37.

At the time that ASSANGE agreed to receive and received from Manning the

classified Guantanamo Bay detainee assessment briefs, the U.S. Department of State Cables, and
the Iraq rules of engagement fi les, A SANGE knew that Manning had unlawfully obtained and
disclosed or would unlawfully disclose such documents. This conclusion is based, among other
evidence, not only on the fact that ASSANGE already received thousands of military-related
documents classified up to the

ECRET level from Manning, but also on the Jabber

Communications which show that Manning and ASSA GE chatted about military jargon, made
references suggesting that Manning was a government or military source, discussed the
' ·releasability'· of ce1tain informat ion by A SA GE, discussed measures to prevent the discovery
of Manning as ASSANGE's source, such as clearing logs and use of a "cryptophone;'' and
discussed a code phrase to use if something went wrong.

F. ASSANGE Revealed the ames of Human Sources and Created a Grave and
Imminent Risk to Human Life.
38.

Also following Manning's arrest, during 2010 and 201 1. ASSANGE published via

the WikiLeaks website the documents classified up to the SECRET level that he had obtained
from Manning, including approximately 75,000 Afghanistan war-related significant activity
reports, 400,000 Iraq war-related significant activity reports, 800 Guantanamo Bay detainee
assessment briefs and 250.000 U.S. Department of Slate cables.
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39.

The s ignificant activity reports from the Afghanistan and Iraq wars that AS SAN GE

published included names of local Afghans and Iraqis who had prov ided information to U.S. and
coalition forces. The State Department cables that Wiki Leaks published included names of persons
throughout the world who provided informatio n to the U.S . government in circumstances in which
they could reasonably expect that their identi ties would be kept confidential. These sources
included journalists. religious leaders. human rights advocates, and political dissidents who were
living in repressive regimes and reported to the United States the abuses of their own government,
and the political conditions within their countries, at g reat risk to their own safety. According to
information provided by people with expertise in military, intelligence, and diplomatic matters, as
well as individuals with expert knowledge of the political conditions and governing regimes of the
countries in which some of these sources were located, by publishing these documents without
redacting the human sources' names or other identifying information, ASSANGE created a grave
and imminent risk that the innocent people he named would suffer serious physical harm and/or
arbitrary detention.
40.

On May 2, 20 11 , United States armed forces raided the compound of Osama bin

Laden in Abbottabad, Pakistan. During the raid, they collected a number of items of digital media,
which included the fo llowing: (I) a letter from bin Laden lo another member of the terrorist
organization al-Qaeda in which bin Laden requested that the member gather the DoD material
posted to Wiki Leaks. (2) a letter from that same member of al-Qaeda to bin Laden with information
from the Afghanistan War Documents provided by Manning to WikiLeaks and released by
WikiLeaks, and (3) Department of State information provided by Manning to WikiLeaks and
released by WikiLeaks. The information published by ASSANGE was useful to an enemy of the
United States of Arnetica.

16

018

41.

The fo ll!owi ng are examples of significant acti vity reports related to the

Afghanistan and Iraq wars that ASSANGE published without redacting the names of human
sources who were vulnerable to retribution by the Taliban in Afghanistan or the insurgencyin
Iraq:
a

Classified! Document C I was a 2007 threat report containing details of a planned
anti-coalition attack at a specific location in Afghanistan. Classified Document C I
named the local human source who reported the planned attack. Classified Document
C I was classified at the SECRET level.

b.

Classified. D ocument C2 was a 2009 threat report identifying a person who supplied
weapons at a specific location Ln Afghanistan. Classified Document C2 named the
local human source who reported information. Classified Document C2 was
classified at the SECRET level.

c.

Classified Document D 1 was a 2009 report discussing an improvised explosive
device (IED) attack in Iraq. C lassified Document D I named loca l human sources
who provided information on the attack. Classifi ed Document DI was classified at
the ECR.ET level.

d

Classified Document D2 was a 2008 report that named a local person in Iraq who
had twned in weapons to coalition forces and had been threatened afterward.
Classified. Document D2 was classified at the SECRET level.

42.

The following are examples of State Department cables that ASSP\NGE published

without redacting the nam es of human sources who were v ulnerable to retribution.
a

Classified! Document Al was a 2009 State Department cable discussing a political
situation in Iran. Classified Document Al named a human source of information
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located in lran and indicated that the source's identity needed to be protected.
Classified Document A 1 was classified at the SECRET level.
b.

Classified Document A2 was a 2009 State Department cable discussing political
dynamics in Iran. Classified Document A2 named a human source of infom1ation
who regularly traveled to lran and indicated that the source's identity needed to be
protected. Classified Document A2 was classified at the SECRET level.

c.

Classified Document A3 was a 2009

late Department cable di scussing issues

related to ethnic conflict in China. Classified Document A3 named a hum an source
of information located in China and indicated that the source's identity needed to be
protected. Classified Document A3 was classified at the ECRET level.
d

Classified Document A4 was a 2009 State Department cable discussing relations
between Iran and Syria. Classified Document A4 named human sources of
information located in Syria and indicated that the sources' identities needed to be
protected. Classified Document A4 was c lassified at the SECRET level.
Classified Document J\S was a 20 I O State Department cable discussing human rights
issues in Syria. Classified Document AS named a human source of information
located in Syria and indicated that the source's identity needed to be protected.
Classified Document AS was classified at the SECRET level.

43.

Although the charged crimes do not require the United States to prove that

WikiLeaks disclosures caused actual harm

lO

named sources, it is worth noting the fo llowing. Upon

learning that WikiLeaks had possession of classified documents stolen from the United States, the
United States government devoted enormous resources to identifying people who would be put at
risk if and when WikiLeaks outed them as being sources for the United States. The United States
identified hundreds of at-risk and potentially at-risk people and made effo1is to warn these
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people. Upon being warned, a number of these people expressed rear of retribution and were
relocated from their countries with the assistance of the United States. Some people deemed at risk
cou ld not be located. Other at-risk people were not warned because the United States assessed that
the act or warning might draw further attention to their relationship with the United States and thus
put them in more danger. The United States is aware of sources w hose unredacted names and/or
other identifying information was contained in classified documents published by WikiLeaks who
subsequently disappeared, although the United States cannot prove at this point that their
disappearance was the result of being outed by WikiLeaks.

G. ASSANGE Knew that the Dissemination of the Names of Sources Endangered
Those Individuals.
44.

In a recorded interview given at the Frontline Club in London in August 20 I 0,

ASSANGE called it " regrettable"' that sources disclosed by WikiLeaks '·may face some threat as
a result." But. in the same interview ASSA GE insisted that "we are not obligated to protect other
people' s sources, military sources or spy organization sources, except from lmjust retri bution,"
adding that in general ..there are numerous cases where people sell information or frame others or
are engaged in genuinely traitorous behavior and actually that is something for the public to know
about:· A SANGE also knew that his publication of the

tate Department cables endangered

sources whom he named as having provided information to the State Department. In a letter dated
November 27, 2010 from the State Department"s legal adviser to ASSANGE and his counsel,
ASSANGE was informed, among other things, that publication of the State Department cables
would " [p]lace at risk the lives of countless innocent individuals-from j ournalists to human rights
activists and bloggers to soldiers to individuals providing infonnation to further peace and
security." Prior to his publication of the unredacted State Department cables, A SAN GE claimed
that he intended ·' to gradually roll [the cables] out in a safe way" by partnering with mainstream
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media outlets and '·reading through every single cable and redacting identities accordingly.'·
Nonetheless, whi le ASSANGE and WikiLeaks published some of the cables in redacted form
beginning in November 20 I 0, they published over 250,000 cables in September 201 1, in
unredacted form, that is, without redacting the names of the human sources.
45.

On July 30, 20 10, the New York Times published an article entitled "Taliban Study

WikiLeaks to Hunt Informants:· The article stated that, after the release of the Afghanistan war
significant activity reports, a member of the Taliban contacted the New York Times and stated,
·'Weare studying the report. We knew about the spies and people who collaborate with U.S . forces.
We will investigate through our own secret service whether the people mentioned are really spies
working for the U . . If they are U.S. spies, then we will know how to punish them." When
confronted about such reports in a recorded interview with 60 Minutes, ASSANGE said, "The
Taliban is not a coherent outfit, but we don' t say that it is absolutely impossible that anything we
ever publi sh will ever result in ham1- we cannot say that:·
H. Evidence th at ASSANGE Used pressassociation@ jabber.ccc.de To Communicate
With Manning.
46.

A forensic examination of Manning's computer showed that Manning herself

assigned the name ''Julian Assange" to the pressassociation(@.jabber.ccc.de account on Manning's
"buddy list" on Adi um. an instant messaging platform that can be used to communicate via Jabber.
Manning told the court martia l that Manning exchanged text messages with the person using this
jabber account often for an hour or more, for months, on nearly a daily basis. As summarized
below, Manning's belief that Julian Assange used pressassociation@ jabber.ccc.de is corroborated.
47.

First, in June 20 11 , the FBI interviewed U.S. Person No. 1 ("U !''). a woman who

met ASSANGE in December 2009 in Berlin, Germany. According to USl , ASSANGE and US !
exchanged email addresses at this time and began communicating via email and became
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romantical ly involved. Eventually, ASSANGE and US I began using the Jabber instant messaging
to

service

communicate.

According

to

US l ,

ASSA GE

used

the

Jabber

account

pressassociatio n@ jabber.ccc.de to communicate with US I via Jabber. US 1 said that AS SAN GE
used pressassociation@ jabber.ccc.de until the summer of 20 I Oto communicate with US I .
48.

Second, in August and

eptember 201 1, the FBI interviewed an Iceland person

("Iceland I··). Although Iceland I has been convicted of criminal activity and therefore should be
viewed cautiously, Iceland I did. in fact. work extensively with AS A GE and Wikileaks in
Iceland. Iceland 1 told the FBI that ASSA GE used ··pressassociation" as one of his online
nicknames. Iceland I further provided the FBI with what purported to be text messages that
Iceland! exchanged with the pressassociatio n(ci), jabber.ccc.de account in June 2010; those
messages identify the user of pressassociation@ jabber.ccc.de account as Julian Assange.

PROCEDURAL HISTORY O.F THE CASE
The Charging Process
49.

Under the laws of the U nited tales, a criminal prosecution may be commenced by

the tiling of a criminal complaint in a United States District Court. A criminal complaint is a
w ritten statement of essential facts constituting an offense charged and is made under oath before
a U nited

tates Magistrate Judge. A criminal complaint must establish that probable cause exists

to believe that an offense has been committed and that the defendant named in the complaint
committed it. If satisfied that the complaint sets forth a sufficient factual basis to establish probable
cause, the United States Magistrate Judge orders the issuance of a warrant fo r the arrest of the
defendant named in the compla int.
50.

Under U .S. law. a criminal case may also be initiated against an individual by the

fi ling o f an lndictmenl. An Indictment is a fo1mal accusation or charging docum ent issued by a
grand jury, which is a part of the judicial branch of the U.S. government. A grand j ury consists of
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16 to 23 citizens impaneled to review evidence of crimes presented to it by U.S. law enforcement
authorities. Each member of the grand jury must review the evidence presented and determine
whether there is sufficient evidence, referred to as ·'probable cause,"' to believe that a crime has
been committed and that the defendant committed the crime. Jf at least 12 jurors find that the
evidence they have reviewed provides probable cause to believe that a particular person committed
the crime, the grand jury may return an indictment. An indictment is a forma l written accusation
that charges the particular person, now a defendant, with a crime, identifies the specific laws that
the defendant is accused of v iolating, and specifies the date and place where the charged crime
occurred.
51.

The grand jury initiates the criminal prosecution when it fil es the indictment v.~lh

the United States Di strict Court. Thereafter, th e c lerk of the court, at the direction of a United
States District Judge or Magistrate Judge, nonnally issues a warrant for the defendant's arrest.
52.

If add itional evidence is presented to a grand j ury as to a defendant against whom

an indictment has already been returned. the grand jury may return a superseding indictment usi ng
the same procedure as is used with an original indictment. In such instance, the superseding
indictment may take the place of the previous indictment. If still more evidence is presented to a
grand jury after a s uperseding indictment has been returned, the grand jury may return a second
superseding indictment that takes the place of the earlier superseding indictment. A watTant for the
defendant's arrest may issue, but need not issue, from a superseding indictment, or second
superseding indictment, by using the same procedure as is used to issue an arrest warrant on an
origina l indictment. It is common in the United States to start a criminal case by fil ing a criminal
complaint, then subsequently charge the same crime by way of indictment, and then later charge
the same defendant with additional crimes in a superseding indi ctment, as occurred in this case.
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The Cbari:es and Pertinent U.S. Law
53.

On December 2 1, 2017. a federal magistrate judge in Alexandria, Virginia, issued

a criminal complaint, bearing case number 1: l 7-mj-611 , charging ASSANGE with conspiracy, in
violation of Title 18, United States Code, Section 371, which is punishable by a maximum
penalty of 5 years' imprisonment. The objects of the charged conspiracy were unlawful
computer intrusion, in violation of Title 18, United States Code, Section I 030(a)( I) and (2).

54.

On March 6, 2018, a federal grand jury in Alexandria, Virginia returned an

Indictment, bearing case number l : 18-CR-111 , charging ASSANGE w ith conspiracy, in violation
ofTitle 18, United States Code, Section 37 1, which is punishable by a maximum penalty of 5 years'
imprisonment. The objects of the charged conspiracy were unlawful computer intrnsion, in
violation of Title 18, Un ited States Code, Section 1030(a)( I) and (2).
55.

On May 23, 20 19, a federal grand jury in Alexandria, Virginia returned a

Superseding Indictment, also bearing case number 1: 18-CR- I I I , charging ASSANGE with the
following crimes:
a Count One: Conspiracy To Obtain, Receive, and Disclose National Defense

lnfonnation, in violation of Title 18, United States Code, Section 793(g), which
punishable by a max.imwn penalty of 10 years' imprisonment;
b. Counts Two through Four: Unauthorized Obtaining of National Defense
Information, in violation of Title 18, United States Code, Section 793(b), which is
punishable by a maximum penalty of 10 years· imprisonment;
c.

Counts Five through Eight: Unauthorized Obtaining and Receiving of National
Defense Infonnation, in violation of T itle 18, United States Code, Section 793(c),
which is punishable by a maximum penalty of IO years' imprisonment ;

d Counts Nine through Eleven: Unauthorized Disclosure of
23
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Infonnal1ion. in violation of Title 18, United States Code, Section 793(d), which is
punishable by a maximum penalty of l O years imprisonment;
e. Counts Twelve through Fourteen: Unauthorized D isclosure of National Defense
lnformatiion, in violation of Title I 8, United States Code, Section 793(e), which is
punishable by a maximum penalty of 10 years' imprisonment;

f Counts Fifteen through Seventeen: Unauthoriz1ed Disclosure of National Defense
lnformati.on, in violation of Title 18. United States Code, Section 793(e), which is
punishable by a rnaximwn penalty of 10 years' imprisonment;
g. Count E ighteen: Conspiracy to Commit Comp1Uter Intrusion, in violation of
Title I 8, United States Code, Sections 371 and I 030, which is punishable by a
maximum penalty of 5 years' imprisonment.
56.

It is the practice in the United States District Court for the Eastern District of

Virginia for the Clerk of Court to retain the originals of all indictments. It is also the practice in the
United States District Court for the Eastern District of Virginia. not to make publicly available the
signed version of the indictment. Rather, for the protection of the grand jury foreperson, an
unsigned copy of the indictment is entered on the Court' s docket as part of the oflicial record of
the case. Therefore, r have obtained a copy of the Superseding l ndictment (Case No. I : 18-CR-l 11)
and attached it to thi s affidavit as Exhibit 1.
57.

On May 23, 2019, the United States Cou1t for thie Eastern District of Virginia issued

an arrest warrant for ASSANGE for the offenses charged in the Superseding Indictment. It is the
practice in the United States District Court for the Eastern District of Virginia for the Clerk of
Court to retain the original an·est warrants. Therefore, 1 have obtained a copy of the arrest warrant
and attached it to this affidavit as Exhibit 2.
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58.

The United States requests the extradi tion of ASSA G E fo r all the offenses charged

in the Superseding Indictment. Each count charges a separate offense. Each offense is punishable
under a statute that (1) was the duly enacted law of the Unj ted States at the time the offense was
committed, (2) was the duly enacted law of the United States at the time the Superseding
Indictment was filed, and (3) is currently in effect. Each offense is a felony offense puni shable
under Uruted States law by mo re than one year of imprisonment. I have attached copies of the
pe11inent secti ons of these statutes and the applicable penalty provisions to this affidavit as Exhibit
3.

Count I: Conspiracy to Obtain, Receive, and Disclose
National Defense Information
59.

Count One of the Superseding Indictment charges ASSANGE with Conspiracy to

Obtain. Recei ve. and Di sclose

ational Defense Information, in violation of T itle 18, U nited States

Code, Section 793(g). U nder U nited States law, a conspiracy is simply an agreement to commit o ne
o r more ·'substantive" criminal offenses. referred to as the purpose or obj ects of the conspiracy. The
agreement on which the conspiracy is based need not be expressed in wri ting or in words, but may
be simply a tacit understanding by two or more persons to do something illegal. Conspirators enter
into a partnership for a criminal purpose in which each member or participant becomes a partner or
agent o f every other member. A person may become a mem ber of a conspiracy without full
knowledge of all of the details of the unlawful scheme or the identities of all the other mem bers of the
conspiracy. If a person has an understanding of the unlawful nature of a plan and knowingly and
will fully agrees to it, joining in the plan . he is guilty o f conspiracy even though he did not participate
before and may play only a minor part. A conspirator can be held criminally responsible for all
reasonably foreseeable actions undertaken by other conspirators in furtherance of the criminal
partnership.
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60.

Moreover, because of this partnership, statements made by a conspirator in the

course of and while he is a member of the criminal conspiracy are admissible in evidence not only
against that conspirator, but also against all other members of the conspiracy. This is so because,
as stated earlier, a conspirator acts as an agent or representative of the other conspirators when he
is acting in furtherance of their illegal scheme. Therefore, statements of conspirators made in
furtherance of the conspiracy may be deemed to be the statements of all conspirators. The crime
of conspiracy is an independent offense, separate and distinct from the commission of any speci fie
"substantive crimes.'· Consequently, a conspirator can be foun d guilty of the crime of conspiracy
to commit an offense even where the substantive crime that was the purpose of the conspiracy is
not committed or even attempted. The Congress of the United tates has deemed it appropriate to
make conspiracy, standing alone, a separate crime, even if the conspiracy is not successful, because
collective criminal planning poses a greater threat to the public: safety and welfare than individual
conduct and increases the likelihood of success of a particular c riminal venture.
61.

In thi s instance, the objective of the conspiracy charged in Count 1 of the

Superseding Indictment was to obtain. receive, and disclose national defense information, in
violation of Title 18, United States Code, Section 793(b)-( e). The relevant sections of that statute
are included in Exhibit 3.
62.

In order to convict ASSANGE of Conspiracy To Obtain, Receive, and Disclose

National Defense Information, in violation of Title 18, United

tates Code, Section 793(g), the

United States must provie:
a

ASSANGE entered into an agreement with one or more persons to accomplish at
least one of the illegal objectives charged in the superseding indictment; here, to
obtain, receive, and disclose national defense information without authorization;

b.

ASSANGE knew the unlawful purposes of this agreement;
26
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c.

ASSANGE knowingly became a member of the conspiracy to commit at least one
of the underlying offenses; and
ASSANGE or another co-conspirator committed at least one overt act in furtherance

d

of the conspiracy.
An overt act is any action taken to further an obj ective of the conspiracy. T he

63.

government is not required to prove that the defendant personally did one of the overt acts. ln
add ition, the overt act itself does not have to be unlawful, but may appear totally innocent and
legal. A lawful act may be an element of a conspiracy if it was done for the purpose of carrying
o ut the conspiracy. As detailed in the uperseding Indictment. the United States will establish that
begi nning in at least 2009, ASSANGE conspired with Manning in order to unlawfully receive
classified documents stolen from the United
c lassified documents from the United

tales. ASSANGE encouraged Manning to steal

tates and to provide them to ASSANGE and WikiLeaks

and agreed to assist Manning in cracking a password hash stored on United States Department of
Defense computers con11ected to S IPRNet, a United States government network used for classified
documents and communications.
A l trial, the evidence in support of Count 1 wi ll include, but wi ll not be limited to.

64.
the following:
a

forensic evidence recovered from Manning's personal and government computers,
including classified information that Manning searched for and downloaded from
U.S. government computers, as well as electronic messages Manning sent to and
received from ASSANGE using her personal computer:
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b.

tatements made by Manning under oath during her court martial, as well as
electronic messages and other statements that Manning made to others in
furtherance of and within the scope of the conspiracy;

c.

Testimony from former members and affiliates of WikiLeaks;

d

Documents and other materials obtained from the WikiLeaks website, as well as
evidence from Internet Archive·s ·'Wayback Machine,'" which shows infonnation
that was once on the WikiLeaks website;
AS A GE"s own public statements and Tweets from the official WikiLeaks

e.

account; and
Testimony from individuals with knowledge and expertise in the United !ates

f

military, diplomatic, and intelligence fields.

Co unts 2 - 4: Unauthorized Obtaining of National Oefense Information

65.

Counts Two through Four of the Superseding Indictment charge ASSANGE with

aiding and abetting the Unauthorized Obtaining of ational Defense Information, in violatio n
of Title I 8. United States Code, ection 793(b) and 2. Title I 8, U nited States Code, section 2,
provides that a person who aids and abets or causes the commission of a crime -- in this instance
the receipt of national defense information -- is as guilty as the person who actually perfom1s
the crim inaJ act.
66.
a

In order to convict ASS

GE of these charges, the United States must prove:

A nother person, namely, Manning, copied, took, made. or obtained. or attempted to
copy, take, make. or obtain any sketch, photograph. photographic negative.
blueprint. p lan, map, model, instrument, appliance. document, writing, or note of
any1hing connected wi th the U.S. national defense:
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b.

Manning did so for the purpose of obtaining information respecting the national
defense; and
Manning did so with intent or reason to believe that the information was to be

c.

used to the injury of the United latcs or to the advantage of any foreign nation.
67.

Because Counts Two through Four charge ASSANGE with aiding and abetting or

causing Manning·s crimes, rather than committing the crimes himself as a principal, the
government must prove the fo llowing in addition to proving that Manning committed the
elements of the crime as stated above:
ASSA GE aided. abetted. counseled. commanded. induced or procured the

a

commission of the offense: or

b.

ASSANGE willfully caused an act to be done which if directly performed by him
or another would constitute the commission of the offense.

68.

As alleged in the Superseding Indictment. the United States will establish that.

between on or about

ovember 2009 and May 27, 20 10, ASSA GE knowingly and unlawfully

obtained and aided, abetted. counseled, induced, procured and willfully caused Manning to obtain
documents, writings, and notes connected with the national defeose, for the purpose of obtaining
infom1ation respecting the national defense, and with reason to believe that the information was to
be used to the injury of the United States or the advantage of any foreign nation. As stated in the
uperseding Indictment, the speci fie sets of documents that ASSANGE is charged with aiding and
abetting the unlawful obtaining of are detainee assessment briefs related to detainees who were
held at Guantanamo Bay c lassified up to the ··Secret" level (Count 2), U. . Department of State
cables classified up to the ··Secret.. level (Count 3). and Iraq rules of engagement files classified
up to the ··Secret'' level ( ount 4 ).
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69.

At trial, the evidence in support of Counts Two through Four will inc lude, but will

not be limited to. the fo llowing:
Forensic evidence recovered from Manning·s personal and government computers.

a

includi ng classified information that Manning searched for and downloaded from
U.S. government computers, as well as e lectronic messages Manning sent to and
received from ASSANGE us ing her personal computer;
tatements made by Manning under oath during her court martial, as well as

b.

electronic messages and other statements that Manning made to others in
furtherance of and within the scope of the conspiracy;
c.

Testimony from former members and affil iates of WikiLeaks;

d

Documents and other materials obta ined from the WikiLeaks website, as well as
evidence from Internet Archive s ·'Wayback Machine,·' which shows information
that was once on the WikiLeaks website;
A SANGE's own public statements and Tweets from the official WikiLeaks

e.

account: and
Testimony from individua ls with knowledge and expertise in the United States

[

military, diplomatic. and intelligence fi elds.
Counts 5-8: Unauthorized Obtaining and Receiving of National Defcnse Information
70.

Counts Six through Eight of the Superseding Indictment charge A SANGE with

Unauthorized Obtaining and Receiving of ational Defense Information, in violation of Title 18.
United States Code, Sect ion 793(c) and 2. In order to convict ASSANGE of these charges, the
United tales must prove:
a

A

ANGE received or obtained, or agreed or attempted to receive or obtain any

document, writing, code book, signal book, sketch . photograph, photographic
30
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negative, blueprint. plan. map. model, instrwnent, appliance, or note. connected to
the national defense;

b.

ASSANGE acted with the purpose of obtaining information respecting the
national defense; and
ASSANGE, at the time of receipt, knew or had reason to believe that such

c.

information was or will be obtained, taken, made or disposed of by any person
contrary to law.
71.

Count 5 of the

uperseding Indictment charges A

A GE with Attempted

Unauthorized Obtaining and Receiving of ational Defense lnfonnation, in violation of T itle 18,
United States Code, Section 793(c). In order to carry its burden of proof for an attempted crime,
the United tates must prove beyond a reasonable doubt:
ASSANGE intended to commit the crime charged, here. Unauthorized Obtaining

a

and Receiving of ational Defense Information. as defined above: and

b.

ASSANGE took a substantial step towards completion of the cri me that strongly
corroborates the intent.

72.

As detailed in the Superseding Indictment, the government's evidence will establish

that, between in or about November 2009 and May 27, 20 I 0, AS A GE knowingly and
unlawfully received and obtained. and at1empted to receive and obtain. documents, writings, and
notes connected with the national defense for the purpose of obtaining information respecting the
national defense, knowing and having reason to believe, at the t ime that he received and obtained
them, that such materials had been and would be obtained, taken, made, and disposed of by a
person contrary to law. As stated in the Superseding Indictment, the specific sets of documents
that ASSA GE is charged with knowingly receiving and obtaining are detainee assessment briefs
related to detainees who were held at Guantanamo Bay classified up to the ·' ccret'· level (Count
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6): U.S. Department of State cables classified up to the "Secret"' level (Count 7), and lraq rules of
engagement files classified up to the "Secret'' level (Count 8). A

A GE is also charged with

attempting to obtain classified documents stored on SIPRNet (Count 5), based on his attempt to
crack a SIP RNet password hash, as stated in paragraphs 24 through 32 above.
73.

At trial, the evidence in support of Counts 5 through 8 wi ll include, but will not be

limited to, the following:
a

Forensic evidence recovered from Manni.ng' s personal and government computers,
including classified information that Manning searched for and downloaded from
U.S. government computers. as well as electronic messages Manning sent to and
received from ASSANGE using her personal computer;

b.

Statements made by Manning under oath during her court martial, as well as
electronic messages and other statements that Manning made to others i.n
furtherance of and within the scope of the conspiracy;

c.

Testimony from former members and affiliates of WikiLeaks;

d

Documents and other materials obtained from the Wi kiLeaks website, as well
as evidence from Internet Archi ve' s "Wayback Machine," which shows
information that was once on the Wi.k.iLeaks website;

e.

ASSANGE's own public statements and Tweets from the official WikiLeaks
account; and

[

Testimony from individuals with knowledge and expertise in the United
States mil itary, diplomatic, and intelligence fi elds.
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Counts 9-11: nauthorized Disclosure of
National Defense Info rmation
74.

Counts N ine through Eleven of the

uperseding indictment charge ASSA GE

with aiding and abetting the Unauthorized Disclosure of

ational Defense Information, in

violatio n of Title 18, United States Code, ections 793(d) and 2. In order to convict AS A GE
of these charges, the United States must prove:
Another person, namely, Manning, had lawful possession of, access to, control

a

over, or was entrusted with any document relating to the national defense;
Manning communicated deli ered. or transmitted (or attempted or caused to be

b.

communicated. delivered. or transmitted) the document to any person not entitled
to receive nt; and
Manning did so will fully.

c.

75.

Because Counts Nine through Eleven charge ASSANGE with aiding andabet1ing

or causing Manning's crimes, rather than committing the crimes himself as a principal, the
government must prove the following in additio n to proving that Manning committed the
e lements of the crime as stated above:
A

a

A GE aided, abetted, counseled. commanded. induced or procured tJ1e

commission of the offense; or
b.

AS ANGE willfully caused an act to be done which if directly performed by him
or another person would constitute the commission of the offense.

76.

As detailed in the Superseding Indictment, the United States will establish that

between in o r about November 2009 and in or about May 20 I 0, ASSANGE aided. abetted,
counselcd, induced, procured and willfully caused Manning, who had lawful possession of, access
to. and control over documents relating to the national defense- namely, detainee assessment
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briefs classified up to the SECRET level related to detainees who were held at Guantanamo Bay
(Cow1t 9); U. . Department of State cables classified up to th,e SECRET level (Count I 0); lraq
rules of engagement files classified up to the ECRET level (Count 11 ) -to communicate, deliver,
and transmit the documents to AS A GE, a person not entitled to receive them.

77.

At trial, the evidence in support of Counts 9 through 11 will include, but wi ll not

be limited to, the following:
a

Forensic evidence recovered from Manning's personal and government computers.
including classified information that Manning searched for and downloaded from
U.. government computers. as well as electronic messages Manning sent to and
received from ASSANGE using her personal computer:

b.

Statements made by Manning under oath during her court martial, as well as
electTOnic messages and other statements that Manning made to others in
furtherance of and with in the scope of the conspiracy;

c.

Testimony from former members and affiliates of WikiLeaks;

d

Documents and other materials obtained from the W ikiLeaks website, as well as
evidence from Internet Archive's '·Wayback Machine,'" which shows information
that was once on the WikiLeaks website:

e.

ASS

GE's own public statements and Tweets from the official WikiLeaks

account; and

E

Testimony from individuals with knowledge and expertise in the United States
military, diplomatic, and intelligence fields.
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Counts 12-14: Unauthorized

Disclosure of ational Defense information
78.

Counts Twelve through Fourteen of the Superseding Indictment charge AS SAN GE

with aiding and abettjng the Unauthorized Disclosure of Nati onal Defense Information, in
violation of Title 18, Unjted States Code, Sections 793(e) and 2. In order to convict ASSANGE of
these charges, the United States must prove:
Another person. nan,cly, lanning. had unauthorized possession of. access to.

a

control over, any document relating to the national defense;
Manning communicated, delivered, or transmitted (or attempted or caused to be

b.

communicated, delivered, or transmitted) the document to any person not entitled
to receive it; and
c.

Manning did so willfull y.

d

Because Counts Twelve through Fourteen charge A

GE with aiding and

abetting or causing Manning's crimes, rather than committing the crimes himself
as a principal. the government must prove the following in addition to proving
that Manning committed the elements of the crime as stated above:
ASSANGE aided, abetted, counseled, commanded, induced or procured the

e.

commission of the offense: or
ASSANGE will folly caused an act to be done which if directly perfonned by him

[

or another would constitute the commission of the offense.
79.

As detailed in the

upcrseding Indictment, the United

tates will establish that

between in or about November 2009 and in or about May 20 10, ASSANGE aided, abetted,
counseled, induced, procured and wi ll fu lly caused Manning, who had unauthorized possession of,
access to. and control over documents relating to the national dcfense-namely, detainee
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assessment briefs classified up to the SECRET level related to detainees who were held at
Guantanamo Bay (Count 12); U. . Department of State cables classified up to the SECRET level
(Count 13); lraq rules of engagement files classified up to the SECRET level (Count 14)- to
communicate. deliver, and transmit the documents to ASSANGE, a person not entitled to receive
them .
80.

At trial , the evidence in support of Counts Twelve through Fourteen will include,

but will not be limited to, the fo llowing:
a

Forensic evidence recovered from Manning" s personal and government computers,
including classified information that Manning searched for and downloaded from
U.S. government computers, as well as electroni c messages Manning sent to and
received from ASS

b.

GE using her personal computer;

Statements made by Manning under oath during her court martial, as well as
electronic messages and other statements that Manning made to o thers in
furtherance of and within the scope of the conspiracy:

c.

Testimony from fo1mer members and affi liates ofWikiLeaks

d

Documents and other materials obtained from the WikiLeaks website, as well as
evidence from internet Archive's ··Wayback Machine;· w hich shows information
that was once o n the WikiLeaks website;

e.

ASSANGE' s own public statem ents and Tweets from the official W ikiLeaks
account; and

(

Testimony from individuals with k11owledge and expertise in the United States
military, diplom atic, and intelligence fields.
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Counts 1581.

17:

Unauthorized Disclosure of ational Defense lnformation

Counts Fifteen through Se enteen of the

uperseding Indictment charge

ASSANGE with Unauthorized Disclosure of National Defense In formation, in v iolation of Title
18. Uni ted States Code, Section 793(e). In order to convict ASSANGE of these charges, the United
States must prove
ASSANGE, without authorization, had possession of, access to, or control over

a

any document relating to the national defense;
ASSANGE communicated, delivered, or transmitted (or attempted or caused to be

b.

communi1cated, delivered, or transmitted) the document to any person not entitled
to receive it, or retained the above material and failed to deli ver it to the officer or
employee of the United States entitled to receive it; and
A SA GE did so willfully.

c.

82.

To prove Counts Fifteen and Sixteen of the Superseding Indictment, the United

States will establish that in or around July 2010. A

GE through WikiLeaks published

Afghanistan war-related significant activity reports and Iraq war-related s ignificant activity reports
that were stolen from the United States describing information that U.S. and coalition forces had
received, including information from local Afghans and Iraqis. These reports contained the names,
and in some cases information about the locations. of local Afghans and Lraqis who had provided
information to American and coalition forces. The evidence at trial will show that, by publ ishing
these documents without redacting the source's names or other identifying information of the
sources. A SA GE created a grave and imminent risk that the sources he named would suffer serious
physical harm and/or arbitrary detention.
83.

To prove Count eventeen of the uperseding Indictment. the United States will
GE through WikiLeaks publi hed diplomatic

establi h that in or around September 20 11 , AS
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cables that were stolen fro m the U .. Department of State. These cables, which were generally
written from State department employees living abroad to U.S. government o ffi cials in the United
tales, contained the names of hundreds of innocent people who provided in formation to the
!ates government. These sources included j ournalists, religious leaders, h uman rights

Uni ted

advocates, and political di ssidents who were living in repressive regimes and reported to the United
tates the abuses of their own government at great risk to their own safety. By pub!ishing the names
of these vulnerable people, A SA GE outed them to their own governments and potentially put
them in grave and immediate risk of being unj ustly jailed, physicall y assaulted. or worse. At the
time he published the wnredacted names of the State Department's sources, A SANGE was aware
that doing so would cause serious risk to innocent human life.
84.

At trial, the evidence in s upport of Counts 15 through 17 will include, but will not

be limited to, the following:
a

Forensic evidence recovered from Manning' s personal and government computers.
including classified information that Manning searched for and downloaded from
U .. government computers, as well as electronic messages Manning sent to and
received from ASSANGE using her personal computer;

b.

Statemen1ls made by Manning under oath during her court martial. as well as
e lectronic messages and other statements that Manning made to others in
furtherance of and within the scope of the conspiracy:

c.

Testimony from former members and affiliates of WikiLeaks:

d.

Documents and other materials obtained from the WikiLeaks website, as well as
evidence from Internet A rchive' s "Wayback Machine," which shows information
that was once on the WikiLeaks website:
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e.

ASSANGE's own public statements and Tweets from the official WikiLeaks
account; and
Testimony from individuals with knowledge and expertise in the United States

£

military. diplomatic, and intelligence fields.

Count 18: Conspiracy to Commit Computer lntru ion
85.

Count Eighteen of the uperseding indictment charges AS A GE with conspiracy,

in violation of Title 18, United tates Code, Section 371. The objects of the conspiracy charged in
Count Eighteen are to knowingly access a computer, without authorizati on and exceeding
authorized access
a

to obtain information that has been determined by the United States Government
pursuant to an Executive order and statute to require protection against unauthorized
disclosure for reasons of national defense and foreign relations. namely, documents
relating to the national dcfense classified up to the ··Secret.. level, with reason to
believe that such information so obtained could be used to the injury of the United
States and the advantage of any foreign nation, and to willfully communicate, deli ver.
transmjt, and cause to be communicated, deli vered. or transmi tted the same. to any
person not entitled to receive it. and willfully retain the same and fail to deliver it to
the officer or employee entitled to receive ir- and

b.

to intentionally access a computer, without authorization and exceeding authorized
tates in

access, to obtain infom1ation from a department and agency of the

nited

furtherance of a cri minal act in violation of the laws of the United

tales, that is. a

violation of Title 18, United States Code, Sections 641 , 793(c), and 793(e). Title 18.
United States Code,

ection 641 makes it a crime to knowingly receive stolen

property of the United tales with intent to convert it to one' s own use or gain.
39
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86.

In order to convict ASSANGE of conspiracy, in violation of T itle 18 United States

Code. ection 371 , the United States must establish that:
ASSANGE entered into an agreement with one or more persons to accomplish an

a

illegal objective as charged in the superseding indictment; here, to commit an
unlawful computer intrusion:
b.

ASSANGE knew the unlawful purposes of this agreement:

c.

ASSANGE knowingly became a member of the conspiracy to commit at least one
of the underlying offenses: and
ASSANGE or another co-conspirator committed at least one overt act in furtherance

d

of the conspiracy.
87.

As detailed in the Superseding lndictment, the United tatcs will establish that in

or around March 20 10, A SA GE agreed to assist Manning in cracking a password hash stored
on United States Department of Defense computers connected to

IPRNet. a United

tates

government network used for classified documents and communications. Cracking the password
hash would have allowed Manning to log onto the computers under a username that did not belong
to her. Such a measure would have made it more difficult for investigators to identify Manning as
the source of disclosures of classified information. The evidence will show that, at the time he
entered into this agreement. ASSANG E knew that Manning was providing WikiLeaks with
classified records containing national defense information of the United tates and that the purpose
of A

A GE·s password hash-cracking agreement with Manning was to enable Manning to

continue to steal classifi ed documents from the United States to provide to ASSANGE with less
risk of being detected by the United tales.
88.

At tria l, the evidence in support of Count Eighteen will include, but will not be

limited to. the following:
40
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a

Forensic evidence recovered from Manning·s personal and government computers,
including classified information that Manning searched for and downloaded from
U.S. government computers, as well as electronic messages Manning sent to and
received from A SAN GE using her personal computer;

b.

Statements made by Manning under oath during h er court martial, as well as
electronic messages and other statements that Manning made to others in
furtherance of and within the scope of the conspiracy:

c.

Testimo ny from former members and affiliates of WikiLeaks;

d

Documents and other materia ls obtained from the WikiLeaks website, as well as
evidence from lntemet Archive's " Wayback Machine," which shows information
that was once on the WikiLeaks website:

e.

ASSA GE ·s own public statements and Tweets from the official WikiLeaks
account:

r:

Testimony from individuals with knm ledge and expertise in the United tates
military, diplomatic, and intelligence fields; and
Testimony from indi viduals with knowledge and expertise in the fi eld of
computer forens ics and specifically with knowledge o f access controls used to
protect and store login credentials for computer systems and with the too ls and
language used by malicious actors to gain unauthorized access to computer
systems.
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IDENTIFICATION INFORMATIO
89.

Julian Paul ASSANGE (Family name at birth, Julian Paul Hawkins) is believed to

be a citizen of Australia and Ecuador. born on July 3, 197 1, in Townsville, Australia. He is a
white male. approximately 189 centimeters (6 feet 2 inches) tall. with white hair and blue eyes.
A copy of a photograph of AS SAN GE, which has been verified to be accurate by an FBJ agent
familiar with ASSANGE's appearance, is attached as Exhibit 4 .

SURRENDER OF PROPERTY
90.

Pursuant to Article 16 of the Annex to the U.S.- UK Extradition Instrument, it is

requested that any items relevant to the charged offenses and found in ASSANGE's possession at
the time of his arrest, such as computers, cell phones, electronic memory devices, and personal
papers, be delivered to the United States if he is found to be extraditable.

SUPPLEME TING THE REQUEST
91.

Should the British authorities decide this matter requires further information in

order to reach a deci sion on extradition. 1 request the opportunity to present supplemental
materials, pursuant to Article 10 of the U. .-U.K. Extradition Treaty. prior to the rendering of the
decision.
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92.

This affidavit was sworn to before a United States Magistrate Judge legally

authorized to administer an oath for this purpose. I have thoroughly reviewed this affidavit and the
attachments thereto, and attest that this evidence indicates that ASSANGE is guilty of the offenses
charged in the superseding indictment.

Assistant United States Attorney
Office of the United States Attorney
Sworn and subscribed before me
this
<;,1..1-. day of June 20 19

~

'

The Hn notablc l van D. Davis
United tatcs Ma~trate Jvdge
Ea.stern uistrictof Yrrgi~
UN1TED STATES OE A.MERICA
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LIST OF EXHIBITS
EXHIBIT 1:

Copy of Superseding Indictment, Case No: 1 :18-CR-I 11, dated May 23, 2019

EXIDBIT 2:

Copy of AITest Wan·ant for JULIAN PAUL ASSANGE, dated May 23, 2019

EXIDBIT3:

Relevant portions of statutes ci ted in Superseding Indictment

EXHIBIT 4:

Photograph of JULIAN PAVLASSANGE
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IN THE UNITED STATES DISTRICT COURT FOR

H

EASTERN DISTRICT OF VIRGINIA
Alexandria Division

UNITED STATES OF AMERICA

CLERK, U.S. DISTRICT COURT .,:.:
' ··
ALEXANDRIA. VIRGINIA

Criminal No. l :18-cr-111 (CMH)
Count 1: 18 U.S.C. § 793(g)
Conspiracy To Receive National Defense
Information

v.

JULIAN PAUL ASSANGE,

Counts 2-4: 18 U.S.C. § 793(b) and 2
Obtaining National Defense Information

Defendant.

Counts 5-8: 18 U.S.C. § 793(c) and 2
Obtaining National Defense Information
Counts 9-11: 18 U.S.C. § 793(d) and 2
Disclosure of National Defense Information
Counts 12-14: 18 U.S.C. § 793(e) and 2
Disclosure of National Defense Information
Counts 15-17: 18 U.S.C. § 793(e)
Disclosure ofNational Defense Information
Count 18: 18 U.S.C. §§ 371 and 1030
Conspiracy To Commit Computer Intrusion

SUPERSEDING INDICTMENT
May 2019 Term - at Alexandria, Virginia
THE GRAND JURY CHARGES THAT:
GENERAL ALLEGATIONS
At times material to this Superseding Indictment:
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A. ASSANGE and WikiLeaks Repeatedly Encouraged Sources with Access to Classified
Information to Steal and Provide It to WikiLeaks to Disclose.

1.

JULIAN PAUL ASSANGE ("ASSANGE") is the public face of "WikiLeaks," a

website he founded with others as an "intelligence agency of the people." To obtain information
to release on the WikiLeaks website, ASSANGE encouraged sources to (i) circumvent legal
safeguards on information; (ii) provide that protected information to WikiLeaks for public
dissemination; and (iii) continue the pattern of illegally procuring and providing protected
information to WikiLeaks for distribution to the public.
2.

ASSANGE and WikiLeaks have repeatedly sought, obtained, and disseminated

information that the United States classified due to the serious risk that unauthorized disclosure
could harm the national security of the United States. WikiLeaks's website explicitly solicited
1
censored, otherwise restricted, and until September 20 I 0, "classified" materials. As the website

then-stated, "WikiLeaks accepts classified, censored, or otherwise restricted material ofpolitical,
diplomatic, or ethical significance." 2

3.

ASSANGE personally and publicly promoted WikiLeaks to encourage those with

access to protected information, including classified information, to provide it to WikiLeaks for
public disclosure. For example, in December 2009, ASSANGE and a WikiLeaks affiliate gave a
presentation at the 26th Chaos Communication Congress (26C3), described by the website as an
annual conference attended by the hacker community and others that is hosted by the Chaos

When the Grand Jury alleges in this Superseding Indictment that an event occurred on a
particular date, the Grand Jury means to convey that the event was alleged to occur "on or about"
that date.
One month later, the WikiLeaks website not only deleted the term "classified" from the list of
materials it would accept, but also included the following disclaimer: "WikiLeaks accepts a range
of material, but we do not solicit it."

2

2
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Computer Club (CCC), which its website purports is ''Europe's largest association of hackers."
During that presentation, WikiLeaks described itself as the "leading disclosure portal for classified,
restricted or legally threatened publications."
4.

To further encourage the disclosure of protected information, including classified

information, the WikiLeaks website posted a detailed list of"The Most Wanted Leaks of 2009,"
organized by country, and stated that documents or materials nominated to the list must "[b]e likely
to have political, diplomatic, ethical or historical impact on release ... and be plausibly obtainable
to a well-motivated insider or outsider."
5.

As of November 2009, WikiLeaks's "Most Wanted Leaks" for the United States

included the following:
a.

" Bulk Databases," including an encyclopedia used by the United States intelligence
community, called "Intellipedia;" the unclassified, but non-public, CIA Open
Source Center database; and

b.

"Military and Intelligence" documents, including documents that the list described
as classified up to the SECRET level, for example, " Iraq and Afghanistan Rules of
Engagement 2007-2009 (SECRET);" operating and interrogation procedures at
Guantanamo Bay, Cuba; documents relating to Guantanamo detainees; CIA
detainee interrogation videos; and information about certain weapons systems.

6.

ASSANGE intended the " Most Wanted Leaks" list to encourage and cause

individuals to illegally obtain and disclose protected information, including classified information,
to WikiLeaks contrary to law. For example, in 2009, ASSANGE spoke at the " Hack in the Box
Security Conference" in Malaysia. ASSANGE referenced the conference's "capture the flag"
backing contest and noted that WikiLeaks had its own list of "flags" that it wanted captured-

3
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namely, the list of"Most Wanted Leaks" posted on the WikiLeaks ~ebsite. He encouraged people
to search for the list and for those with access to obtain and give to WikiLeaks information
responsive to that list.
7.

ASSANGE designed WikiLeaks to focus on information, restricted from public

disclosure by law, precisely because of the value of that information. Therefore, he predicated his
and WikiLeaks's success in part upon encouraging sources with access to such information to
violate legal obligations and provide that information for WikiLeaks to disclose.

B. Chelsea Manning Responded to ASSANGE'S Solicitation and Stole Classified
Documents from the United States.
8.

Chelsea Manning, formerly known as Bradley Manning, was an intelligence analyst

in the United States Army who was deployed to Forward Operating Base Hammer in Iraq.
9.

Manning held a "Top Secret" security clearance, and signed a classified

information nondisclosure agreement, acknowledging that the unauthorized disclosure or retention
or negligent handling of classified information could cause irreparable injury to the United States
or be used to the advantage of a foreign nation.
10.

Beginning by at least November 2009, Manning responded to ASSANGE's

solicitation of classified information made through the WikiLeaks website.

For example,

WikiLeaks's "Military and Intelligence" "Most Wanted Leaks" category, as described in
paragraphs 4-5, solicited CIA detainee interrogation videos. On November 28, 2009, Manning in
turn

searched

the

classified

network

search

engine,

"Intel ink,"

for

"retention+of+interrogation+videos." The next day, Manning searched the classified network for
"detainee+abuse," which was consistent with the "Most Wanted Leaks" request for "Detainee
abuse photos withheld by the Obama administration" under WikiLeaks's "Military and
Intelligence" category.

4
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11.

On November 30, 2009, Manning saved a text file entitled "wl-press.txt" to her

external hard drive and to an encrypted container on heF computer. The file stated, "You can
currently contact our investigations editor directly in Iceland +354 862 3481; 24 hour service; ask
for' Julian Assange."' Similarly, on December 8, 2009, Manning ran several searches on Intelink
relating to Guantanamo Bay detainee operations, interrogations, and standard operating procedures
or "SOPs." These search tenns were yet again consistent with WikiLeaks's "Most Wanted Leaks,"
which sought Guantanarno Bay operating and interrogation SOPs under the "Military and
Intelligence" category.
12.

Between in or around January 2010 a,nd May 2010, consistent with WikiLeaks's

"Most Wanted Leaks" solicitation of bulk databases and military and intelligence categories,
Manning downloaded four nearly complete databases from departments and agencies of the United
States. These databases contained approximately 90,000 Afghanistan war-related significant
activity reports, 400,000 Iraq war-related significant activities reports, 800 Guantanarno Bay
detainee assessment briefs, and 250,000 U.S. Department of State cables. The United States had
classified many of these records up to the SECRET level pursuant to Executive Order No. 13526
or its predecessor orders. Manning nevertheless provided the documents to WikiLeaks, so that
WikiLeaks could publicly disclose them on its website.
13.

Manning was arrested on or about May 27, 2010. The "Most Wanted Leaks" posted

on the WikiLeaks website in May 2010 no longer contained the "Military and Intelligence"
category.

5
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C. ASSANGE Encouraged Manning to Continue Her Theft of Classified Documents and
Agreed to Help Her Crack a Password Hash to a Military Computer.

14.

During large portions of the same time period (between November 2009, when

Manning first became interested in WilciLeaks, through her arrest on or about May 27, 2010),
Manning was in direct contact with ASSANGE, who encouraged Manning to steal classified
documents from the United States and unlawfully disclose that information to WikiLeaks.
15.

In furtherance of this scheme, ASSANGE agreed to assist Manning in cracking a

password hash stored on United States Department ofDefense computers connected to the Secret
Internet Protocol Network, a United States government network used for classified documents and
communications, as designated according to Executive Order No. I 3526 or its predecessor orders.
16.

Manning, who had access to the computers in connection with her duties as an

intelligence analyst, was also using the computers to download classified records to transmit to
WikiLeaks. Army regulations prohibited Manning from attempting to bypass or circumvent
security mechanisms on Government-provided infonnation systems and from sharing personal
accounts and authenticators, such as passwords.
17.

The portion of the password hash Manning gave to ASSANGE to crack was stored

as a "hash value" in a computer file that was accessible only by users with administrative-level
privileges. Manning did not have administrative-level privileges, and used special software,
namely a Linux operating system, to access the computer file and obtain the portion of the
password provided to ASSANGE.
18.

Had Manning retrieved the full password hash and had ASSANGE and Manning

successfully cracked it, Manning may have been able to log onto computers under a usemame that
did not belong to her. Such a measure would have made it more difficult for investigators to
identify Manning as the source of disclosures of classified information.

6
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19..

Prior to the formation of the password-cracking agreement, Manning had already

provided WikiLeaks with hundreds of thousands of documents classified up to the SECRET level
that she downloaded from departments and agencies of the United States, including the
Afghanistan war-related significant activity reports and Iraq war-related significant activity
reports.
20.

At the time he entered into this agreement, ASSANGE knew, understood, and fully

anticipated that Manning was taking and illegally providing WikiLeaks with classified records
containing national defense information of the United States that she was obtaining from classified
databases. ASSANGE was knowingly receiving such classified records from Manning for the
purpose of publicly disclosing them on the WikiLeaks website.
21.

For example, on March 7, 2010, Manning asked ASSANGE bow valuable the

Guantanamo Bay detainee assessment briefs would be. After confirming that ASSANGE thought
they bad value, on March 8, 2010, Manning told ASSANGE that she was "throwing everything
[she bad] on JTF GTMO [Joint Task Force, Guantanamo] at [Assange] now." ASSANGE
responded, "ok, great!" When Manning brought up the "osc," meaning the CIA Open Source
Center, ASSANGE replied, "that's something we want to mine entirely, btw," which was
consistent with WikiLeaks' s list of "Most Wanted Leaks," described in paragraphs 4-5, that
solicited "the complete CIA Open Source Center analytical database," an unclassified (but nonpublic) database. Manning later told ASSANGE in reference to the Guantanamo Bay detainee
assessment briefs that "after this upload, thats all i really have got left." In response to this
statement, which indicated that Manning had no more classified documents to unlawfully disclose,
ASSANGE replied, "curious eyes never run dry in my experience." ASSANGE intended his

7
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statement to encourage Manning to continue her theft of classified documents from the United
States and to continue the unlawful disclosure of those documents to ASSANGE and WikiLeaks.
22.

Manning used a Secure File Transfer Protocol ("SFTP") connection to transmit the

Detainee Assessment briefs to a cloud drop box operated by WikiLeaks, with an X diiectory that
WikiLeaks had designated for her use.
23.

Two days later, ASSANGE told Manning that there was "a usemarne in the gitmo

docs." Manning told ASSANGE, "any usemames should probably be filtered, period.'' Manning
asked ASSANGE whether there was "anything useful in there." ASSANGE responded, in part,
that "these sorts of things are always motivating to other sources too." ASSANGE stated,
"gitmo=bad, leakers=enemy of gitrno, leakers=good . . . Hence the feeling is people can give us
stuff for anything not as 'dangerous as gitmo' on the one hand, and on the other, for people who
know more, there's a desire to eclipse." Manning replied, "true. ive crossed a lot of those 'danger'
zones, so im comfortable."
D. At ASSANGE's Direction and Agreement, Manning Continued to Steal Classified
Documents and Provide Them to ASSANGE.
24.

Following ASSANGE's "curious eyes never run dry" comment, on or about March

22, 2010, consistent with WikiLeaks's "Most Wanted Leaks" solicitation of"lraq and Afghanistan
US Army Rules of Engagement 2007-2009 (SECRET)," as described in paragraphs 4-5, Manning
downloaded multiple Iraq rules of engagement files from her Secret Internet Protocol Network
computer and burned these files to a CD, and provided them to ASSANGE and WikiLeaks.
25.

On April 5, 2010, WikiLeaks released on its website the rules of engagement files

that Manning provided. It entitled four of the documents as follows: "US Rules of Engagement
for Iraq; 2007 flowchart," "US Rules of Engagement for Iraq; Refcard 2007," "US Rules of
Engagement for Iraq, March 2007," and _"US Rules of Engagement for Iraq, Nov 2006." AH of

8
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these documents had been classified as SECRET, except for the "US Rules of Engagement for
Iraq; Refcard 2007," which was unclassified but for official use only.
26.

The rules of engagement files delineated the circumstances and limitations under

which United States forces would initiate or continue combat engagement upon encountering other
forces. WikiLeaks' s disclosure of this information would allow enemy forces in Iraq and
elsewhere to anticipate certain actions or responses by U.S. armed forces and to carry out more
effective attacks.
27.

Further, following ASSANGE's "curious eyes never run dry" comment, and

consistent with WikiLeaks's solicitation of bulk databases and classified materials of diplomatic
significance, as described in paragraphs 2, 4-5, between on or about March 28, 2010, and April 9,
2010, Manning used a United States Department ofDefense computer to download over 250,000
U.S. Department of State cables, which were classified up to the SECRET level. Manning
subsequently uploaded these cables to ASSANGE and WikiLeaks through an SFTP connection to
a cloud drop box operated by WikiLeaks, with an X directory that WikiLeaks had designated for
Manning's use. ASSANGE and WikiLeaks later disclosed them to the public.
28.

At the time ASSANGE agreed to receive and received from Manning the classified

Guantanamo Bay detainee assessment briefs, the U.S. Department of State Cables, and the Iraq
rules of engagement files, ASSANGE knew that Manning had unlawfully obtained and disclosed
or would unlawfully disclose such documents. For example, not only had ASSANGE already
received thousands of military-related documents classified up to the SECRET level from
Manning, but Manning and ASSANGE also chatted about military jargon and references to current
events in Iraq, which showed that Manning was a government or military source; the
"releasability" of certain information by ASSANGE; measures to prevent the discovery of

9
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Manning as ASSANGE's source, such as clearing logs and use of a "cryptophone;" and a code
phrase to use if something went wrong.

E. ASSANGE, WikiLeaks Affiliates, and Manning Shared the Common Objective to
Subvert Lawful Restrictions on Classified Information and to Publicly Disseminate
it.
29.

ASSANGE, Manning, and others shared the objective to further the mission of

Wik.iLeaks, as an "intelligence agency of the people," to subvert lawful measures imposed by the
United States government to safeguard and secure classified information, in order to disclose that
information to the public and inspire others with access to do the same.
30.

Manning and ASSANGE discussed this shared philosophy. For example, when

Manning said, "i told you before, government/organizations cant control information ... the harder
they try, the more violently the information wants to get out," ASSANGE replied, "restrict supply

= value

increases, yes." Further, when Manning said, "its like you're the first 'Intelligence

Agency' for the general public," ASSANGE replied, that is how the original Wik.iLeaks had
described itself.
31.

Even after Manning's arrest on or about May 27, 2010, ASSANGE and others

endeavored to fulfill this mission of WikiLeaks to publish the classified documents that Manning
had disclosed by threatening to disclose additional information that would be even more damaging
to the U nited States and its allies if anything should happen to WikiLeaks or AS SAN GE to prevent
dissemination.
32.

On August 20, 20 10, for instance, Wik.iLeaks tweeted that it had distributed an

encrypted '"insurance' file" to over 100,000 people and referred to the file and the people who
downloaded it as "our big guns in defeating prior restraint."
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33.

ASSANGE spoke about the purpose of this "insurance file," stating that it contained

information that WikilLeaks intended to publish in the future but without "hann minimization,"
that is to say, without redactions of things, like names of confidential informants, that could put
lives at risk. When asked how these insurance files could be used to prevent "prior restraint and
other legal threats," ASSANGE responded that WikiLeaks routinely "distributed encrypted
backups of material we have yet to release. And that means all we have to do is release the
password to that material and it's instantly available. Now of course, we don't like to do that,
because there is various harm minimization procedures to go through."

But, ASSANGE

continued, the insurance file is a "precaution□ to make sure that sort of material [the data in
WikiLeaks's possession] is not going to disappear from history, regardless of the sort of threats to
this organization."
34.

Similarly, on August 17, 2013, WikiLeaks posted on its Facebook account:

"WikiLeaks releases encrypted versions of upcoming publication data ('insurance') from time to
time to nullify attempts at prior restraint." The post also provided links to previous insurance files
and asked readers to "please mirror" the links, meaning to post the links on other websites to help
increase the number of times the files are downloaded.

F. ASSANGE Revealed the Names of Human Sources and Created a Grave and
Imminent Rislk to Human Life.
35.

Also following Manning's arrest, during 2010 and 2011 , ASSANGE published via

the WikiLeaks website the documents classified up to the SECRET level that he had obtained
from Manning, as described in paragraphs 12, 21, and 27, including approximately 75,000
Afghanistan war-related significant activity reports, 400,000 Iraq war-related significant activities
reports, 800 Guantanamo Bay detainee assessment briefs, and 250,000 U.S. Depautrnent of State
cables.
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36.

The significant activity reports from the Afghanistan and Iraq wars that ASSANGE

published included names of local Afghans and Iraqis who had provided information to U.S. and
coalition forces.

The State Department cables that WikiLeaks published included names of

persons throughout the world who provided information to the U.S. government in circumstances
in which they could reasonably expect that their identities would be kept confidential. These
sources included jownalists, religious leaders, human rights advocates, and political dissidents
who were living in repressive regimes and reported to the United States the abuses of their own
government, and the political conditions within their countries, at great risk to their own safety.
By publishing these documents without redacting the human sources' names or other identifying
information, ASSANGE created a grave and imminent risk that the innocent people be named
would suffer serious physical harm and/or arbitrary detention.
37.

On May 2, 2011, United States armed forces raided the compound of Osama bin

Laden in Abbottal;>ad, Pakistan. During the raid, they collected a number of items of digital media,
which included the following: (1) a letter from bin Laden to another member of the terrorist
organization al-Qaeda in which bin Laden requested that the member gather the DoD material
posted to WikiLeaks, (2) a letter from that same member of al-Qaeda to Bin Laden with
iiµ"onnation from the Afghanistan War Documents provided by Manning to WikiLeaks and
released by WikiLeaks, and (3) Department of State information provided by Manning to
WikiLeaks and released by WikiLeaks.
38.

Paragraphs 39 and 40 contain examples of a few of the documents ASSANGE

published that contained the unredacted names of human sources.

These are not the only

documents that WikiLeaks published containing the names of sources, nor the only documents that
put innocent people in grave danger simply because they provided information to the United States.
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39.

The following are examples of significant activity reports related to the Afghanistan

and Iraq wars that ASSANGE published without redacting the names of human sources who were
vulnerable to retribution by the Taliban in Afghanistan or the insurgency in Iraq:
a. Classified Document Cl was a 2007 threat report containing details of a planned
anti-coalition attack at a specific location in Afghanistan. Classified Document Cl
named the local human sourc~ who reported the planned attack.

Classified

Document C 1 was classified at the SECRET level.
b. Classified Document C2 was a 2009 threat report identifying a person who supplied
weapons at a specific location in Afghanistan. Classified Document C2 named the
local human source who reported information.

Classified Document C2 was

classified at the SECRET level.
c. Classified Document DI was a 2009 report discussing an improvised explosive
device (IED) attack in Iraq. Classified Document D1 named local human sources
who provided information on the attack. Classified Document Dl was classified at
the SECRET level.
d . Classified Document D2 was a 2008 report that named a local person in Iraq who
had turned in weapons to coalition forces and had been threatened afterward.
Classified Document D2 was classified at the SECRET level.
40.

The following are examples of State Department cables that AS SANGE published

without redacting the names of human sources who were vulnerable to retribution.
a. Classified Document Al was a 2009-State Department cable discussing a political
situation in Iran. Classified Document A 1 named a human source of information
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located in Iran and indicated that the source's identity needed to be protected.
Classified Document Al was classified at the SECRET level.
b. Classified Docwnent A2 was a 2009 State Department cable discussing political
dynamics in Iran. Classified Document A2 named a human source of information
who regularly traveled to Iran and indicated that the source's identity needed to be
protected. Classified Docwnent A2 was classified at the SECRET level.
c. Classified Docwnent A3 was a 2009 State Department cable discussing issues
related to ethnic conflict in China. Classified Document A3 named a human source
of information located in China and indicated that the source's identity needed to
be protected. Classified Document A3 was classified at the SECRET level.
d. Classified Document A4 was a 2009 State Department cable discussing relations
between Iran and Syria.

Classified Document A4 named human sources of

information located in Syria and indicated that the sources' identities needed to be
protected. Classified Document A4 was classified at the SECRET level.
e. Classified Document AS was a 20 I0 State Department cable discussing human
rights issues in Syria.

Classified Document AS named a human source of

information located in Syria and indicated that the source' s identity needed to be
protected. Classified Document AS was classified at the SECRET level.
G. ASSANGE Knew that the Dissemination of the Names of Individual Sources
Endangered Those Individuals.

41.

ASSANGE knew that his publication of Afghanistan and Iraq war-related

significant activity reports endangered sources, whom he named as having provided information
to U.S. and coalition forces .
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42.

In an interview in August 2010, ASSANGE called it "regrettable" that sources

disclosed by WikiLeaks "may face some threat as a result." But, in the same interview, ASSANGE
insisted that "we are not obligated to protect other people's sources, military sources or spy
organization sources, except from unjust retribution," adding that in general "there are numerous
cases where people sell information ... or frame others or are engaged in genuinely traitorous
behavior and actually that is something for the public to know about."
43.

ASSANGE also knew that his publication of the State Department cables

endangered sources whom he named as having provided information to the State Department. In
a letter dated November 27, 2010 from the State Department's legal adviser to ASSANGE and his
counsel, AS SANGE was informed, among other things, that publication of the State Department
cables· would "[p]lace: at risk the lives of COUJ.1tless innocent individuals--frorn journalists to
human rights activists and bloggers to soldiers to individuals providing information to further
peace and security."

Prior to his publication of the unredacted State Department cables,

ASSANGE claimed that he intended "to gradually roll [the cables] out in a ·safe way" by partnering
with mainstream media outlets and "reading through every single cable and redacting identities
accordingly." Nonetheless, while ASSANGE and WikiLeak.s published some of the cables in
redacted form beginning in November 20 I0, they published over 250,000 cables in September
2011 , in unredacted form, that is, without redact~g the names of the human sourcies.
44.

On July 30, 2010, the New York Times published an article entitled "Taliban Study

WikiLeaks to Hunt Informants." The article stated that, after the release of the Afghanistan war
significant activity reports, a member of the Taliban contacted the New York Times and stated,
"We are studying the report. We knew about the spies and people who collaborate with U.S.
forces. We will investigate through our own secret service whether the people mentioned are really
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spies working for the U.S. If they are U.S. spies, then we know how to punish them." When
confronted about such reports, AS SANGE said, "The Taliban is not a coherent outfit, but we don't
say that it is absolutely impossible that anything we ever publish will ever result in harm- we
cannot say that."

H. United States Law to Protect Classified Information
45.

Executive Order No. 13526 and its predecessor orders define the classification

levels assigned to classified information.

Under the Executive Order, information may be

classified as "Secret" if its unauthorized disclosure reasonably could be expected to cause serious
damage to the national security, and information may be classified as "Confidential" if its
unauthorized disclosure reasonably could be expected to cause damage to the national security.
Further, under the Executive Order, classified information can generally only be disclosed to those
persons who have been granted an appropriate level of United States government security
clearance and possess a need to know the classified information in connection to their official
duties.
46.

At no point was ASSANGE a citizen of the United States, nor did he hold a United

S~tes security clearance or otherwise have authorization to receive, possess, or communicate
classified information.
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COUNT I
(Conspiracy to Obtain, Receive, and Disclose National Defense Information)
A. The general allegations of this Superseding Indictment are re-alleged and incorporated
into this Count as though fully set forth herein.
B.

Between in or about November 2009 and continuing until at least September 2011,

in an offense begun and committed outside of the jurisdiction of any particular state or district of
the United States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the
Eastern District of Virginia, knowingly and unlawfully conspired with other co-conspirators,
known and unknown to the Grand Jury, to commit the following offenses against the United States:
1. To obtain docwnents, writings, and notes connected with the national defense,
for the purpose of obtaining information respecting the national defense--namely, detainee
assessment briefs related to detainees who were held at Guantanamo Bay, U.S. State
Department cables, and Iraq rules of engagement files classified up to 'the SECRET
level-and with reason to believe that the information was to be used to the injury of the
United States or the advantage of any foreign nation, in violation of Title 18, United States
Code, Section 793(b);
2. To receive and obtain documents, writings, and notes connected with the
national defense--namely, detainee assessment briefs related to detainees who were held
at Guantanamo Bay, U.S. State Department cables, Iraq rules of engagement files, and
information stored on the Secret Internet Protocol Network classified up to the SECRET
level- for the purpose of obtaining information respecting the national defense, and
knowing and with reason to believe at the time such materials are obtained, they had been
and would be taken, obtained, and disposed of by a person contrary to the provisions of
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Chapter 37 of Title 18 of the United States Code, in violation of Title 18, United States
Code, Section 793(c);
3. To willfully communicate documents relating to the national defense-namel y,
detainee assessment briefs related to detainees who were held at Guantanamo Bay, U.S.
State Departmen, cables, Iraq rules of engagement files, and documents contaming the
names of individuals in Afghanistan, Iraq, and elsewhere around the world, who risked
their safety and freedom by providing information to the United States and our allies, which
were classified up to the SECRET level-from persons having lawful possession of or
access to such documents, to persons not entitled to receive them, in violation of Title 18,
United States Code, Section 793(d); and
4. To willfully communicate documents relating to the national defense--name ly,
(i) for Manning to communicate to ASSANGE the detainee assessment briefs related to
detainees who were held at Guantauamo Bay, U.S. State Department cables, and Iraq rules
of engagement files classified up to the SECRET level, and (ii) for ASSANGE to
communicate documents classified up to the SECRET level containing the names of
individuals in Afghanistan, Iraq, and elsewhere around the world, who risked their safety
and freedom by providing information to the United States and our allies to the public-

·

from persons in unauthorized possession of sµch documents to persons not entitled to
receive them in violation of Title 18, United States Code, Section 793(e).
C.

In furtherance of the conspiracy, and to accomplish its objects, the defendant and his

conspirators committed overt acts including, but not limited to, those described in the General
Al legations Section of this Indictment.
(All in violation of Title 18, United States Code, Section 793(g))
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COUNT2
(Unauthorized Obtaining of National Defense Information)
(Detainee Assessment Briefs)
A. The general allegations of this Superseding Indictment are re-alleged and incorporated
into this Count as though fully set forth herein.
B. Between in or about November 2009 and in or about May 2010, in an offense begun
and committed outside of the jurisdiction of any particular state or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, and others unknown to the Grand Jury, knowingly and unlawfully obtained and aided,
abetted, counseled, induced, procured and willfully caused Manning to obtain documents,
writings, and notes connected with the national defense, for the purpose of obtaining information
respecting the national defense-name ly, detainee assessment briefs classified up to the SECRET
level related to detainees who were held at Guantanamo Bay-and with reason to believe that the
information was to be used to the injury of1the United States or the advantage of any foreign nation.

(All in violation of Title 18., United States Code, Sections 793(b) and 2)
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COUNT3
(Unauthorized Obtaining of National Defense Information)
(State Department Cables)
A. The general allegations ofthis Superseding lndic_tment are re-alleged and incorporated
into this Count as though fully set forth herein.
B. Between in or about November 2009 and in or about May 2010, in an offense begun
and committed outside of the jurisdiction of any particular state or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of'
Virginia, and ·o thers unknown to the Grand Jury, knowingly and unlawfully obtained and aided,
abetted, counseled, induced, procured and willfully caused Manning to obtain documents,
writings, and notes connected with the national defense, for the purpose of obtaining information
respecting the national defense-name ly, U.S. Department of State cables classified up to the

SECRET level-and with reason to believe that the information was to be used to the injury of
the United States or the advantage of any foreign nation.

(All in violation of Title 18, United States Code, Sections 793(b) and 2)
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COUNT4
(Unauthorized Obtaining of National Defense Information)
(Iraq Rules of Engagement Files)
A. The general allegations of this Superseding Indictment are re-alleged and incorporated

into this Count as though fully set forth herein.
B. Between in or about November 2009 and in or about May 2010, in an offense begun
and committed outside of the jurisdiction of any particular state or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, and others unknown to the Grand Jury, knowingly and unlawfully obtained and aided,
abetted, counseled, induced, procured and willfully caused Manning to obtain documents,
writings, and notes connected with the national defense, for the purpose of obtaining information
respecting the national defense-name ly., Iraq rules of engagement files classified up to the
SECRET level-and with reason to believe that the information was to be used to the injury of
the United States or the advantage of any foreign nation.

(AU in violation of Title 18, United States Code, Sections 793(b) and 2)
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COUNTS
(Attempted Unauthorized Obtaining and Receiving of National Defense Information)
A. The general allegations of this Superseding Indictment are re-alleged and incorporated
into this Count as though fully set forth herein.
B. Between in or about November 2009 and in or about May 2010, in an offense begun
and committed outside of the jurisdiction of any particular state or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, and others unknown to the Grand Jury, knowingly and unlawfully attempted to receive
and obtain documents, writings, and notes connected with the national defense-namely,
information stored on the Secret Internet Protocol Network classified up to the SECRET levelfor the purpose of obtaining information respecting the national defense, knowing and having
reason to believe, at the time that he attempted to receive and obtain them, that such materials
would be obtained, taken, made, and disposed ofby a person contrary to the provisions of Chapter
37 ofTitle 18 of the United States Code.

(All in violation of Title 18, United States· Code, Sections 793(c) and 2)
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COUNT 6
(Unauthorized Obtaining and Receiving of National Defense Information)
(Detainee Assessment Briefs)
A. The general allegations of this Superseding Indictment are re-alleged and incorporated

into this Count as though ful ly set forth herein.
B. Between in or about November 2009 and in or about May 2010, in an offense begun
and committed outside of the jurisdiction of any particular state or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, knowingly and unlawfully received and obtained documents, writings, and notes
connected with the national defense--name ly, detainee assessment briefs classified up to the

SECRET level related to detainees who were held at Guantanarno Bay- for the purpose of
obtaining information respecting the national defense, knowing and having reason to believe, at
the time that he received and obtained them, that such materials had been and would be obtained,
taken, made, and disposed of by a person contrary to the provisions of Chapter 37 of Title 18 of
the United States Code.

(All in violation of Title 18, United States Code, Sections 793 (c) and 2)
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COUNT7
(Unauthorized Obtaining and Receiving of National Defense Information)
(State Department Cables)
A. The general. allegations of this Superseding Indictment are re-alleged arnd incorporated
into this Count as though fully set forth herein.
B. Between in or about November 2009 and in or about May 2010, in an offense begun
and committed outside of the jurisdiction of any particular state or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, knowingly and unlawfully received and obtained documents, writings, and notes
connected with the national defense--name ly, U.S. Department of State cables classified up to the

SECRET level-for the purpose of obtaining information respecting the national defense,
knowing and having reason to believe, at the time that he received and obtained them, that such
materials had been and would be obtained, taken, made, and disposed of by a person contrary to
the provisions of Chapter 37 ofTitle 18 of the United States Code.

(All in violation of Title 18, United States Code, Sections 793(c) and 2)
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COUNTS
(Unauthorized Obtaining and Receiving of National Defense Information)
(Iraq Rules of Engagement Files)
A. The general allegations of this Superseding Indictment are re-alleged and incorporated

into this Count as though fully set forth herein.
B. Between in or about November 2009 and in or about May 2010, in an offense begun
and committed outside of the jurisdiction of any particular state or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, knowingly and unlawfully received and obtained documents, writings, and notes
connected with the national defense-naniely, Iraq rules of engagement files classified up to the
SECRET level- for the purpose of obtaining information respecting the national defense,

knowing and having reason to believe, at the time that he received and obtained' them, that such
materials had been and would be obtained, taken, made, and disposed of by a person contrary to
the provisions of Chapter 37 of Title 18 of the United States Code.

(All in violation of Title 18, United States Code, Sections 793(c) and 2)
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COUNT9
(Unauthorized Disclosure of National Defense Information)
(Detainee Assessment Briefs)
A. The general allegations of this Superseding Indictment are re-alleged and incorporated

into this Count as though fully set forth herein.
B. Between in or about November 2009 and in or about May 2010, in an offense begun
and committed outside of the jurisdiction of any particular state or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, and others unknown to the Grand Jury, aided, abetted, counseled, induced, procured and
willfully caused Manning, who had lawful possession of, access to, and control over documents
relating to the national defense--name ly, detainee assessment briefs classified up to the SECRET
level related to detainees who were held at Guantanarno Bay-to communicate, deliver, and
transmit the documents to ASSANGE, a person not entitled to receive them.

(All in violation of Title 18, United States Code, Sections 793(d) and 2)
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COUNTl0
(Unauthorized Disclosure of National Defense information)
(State Department Cables)
A. The general allegations of this Superseding Indictment are re-alleged and incorporated

into this Count as though fully set forth herein.
B. Between in or about November 2009 and in or about May 2010, in an offense begun
and committed outside of the jurisdiction of any particular state or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, and others unknown to the Grand Jury, aided, abetted, counseled, induced, procured and
willfully caused Manning, who had lawful possession of, access to, and control over documents
relating to the national defense--namely, U.S. Department of State cables classified up to the
SECRET level-to communicate, deliver, and transmit the documents to ASSAl~GE, a person

not entitled to receive them.

(All in violation of Title 18, United States Code, Sections 793(d) and 2)
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COUNT 11
(Unauthorized Disclosure of National Defense Information)
(Iraq Rules of Engagement Files)
A. The general allegations of this Superseding Indictment are re-alleged and incorporated
into this Count as though fully set forth herein.
B . Between in or about November 2009 and in or about May 2010, in an offense begun
and committed outside of the jurisdiction of any particular state or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, and others unknown to the Grand Jury, aided, abetted, counseled, induced, procured and
willfully caused Manning, who had lawful possession of, access to, and control over documents
relating to the national defense--namely, Iraq rules of engagement files classified up to the

SECRET level-to communicate, deliver, and transmit the documents to ASSANGE, a person
not entitled to receive them.

(All in violation of Title 18, United States Code, Sections 793(d) and 2)
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COUNT12
(Unauthorized Disclosure of National Defense Information)
(Detainee Assessment Briefs)

A. The general allegations of this Superseding Indictment are re-alleged and incorporated
into this Count as though fully set forth herein.
B. Between in or about November 2009 and in or about May 2010, in an offense begun
and committed outside of the jurisdiction of any particular state or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, and others unknown to the Grand Jury, aided, abetted, counseled, induced, procured and
willfully caused Manning, who had unauthorized possession of, access to, and control over
documents relating to the national defense--name ly, detainee assessment briefs classified up to
the SECRET level related to detainees who were held at Guantanamo Bay-to communicate,
deliver, and transmit the documents to ASSANGE, a person not entitled to receive them.

(All in violation ofTitle 18, United States Code, Sections 793(e) and 2)
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COUNT13
(Unauthorized Disclosure of National Defense Information)
(State Department Cables)
A. The general allegations of this Superseding Indictment are re-alleged and incorporated

into this Count as though fully set forth herein.
B. Between in or about November 2009 and in or about May 2010, in an offense begun
and committed outside of the jurisdiction of any particular state or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, and others unknown to the Grand Jury, aided, abetted, counseled, induced, procured and
willfully caused Manning, who had unauthorized possession of, access to, and control over
documents relating to the national defense-narnely, U.S. Department of State cables classified
up to the SECRET level- to communicate, deliver, and transmit the documents to ASSANGE, a
person not entitled to receive them.

(All in violation of Title 18, United States Code, Sections 793(e) and 2)
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COUNT14
(Unauthorized Disclosuie of National Defense Infonnation)
(Iraq Rules of Engagement Files)
A. The general allegations of this Superseding Indictment are re-alleged and incorporated
into this Count as though fully set forth herein.
B. Between in or about November 2009 and in or about May 20 l 0, in an offense begun
and committed outside of the jurisdiction of any particular state or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, and others unknown to the Grand Jury, aided, abetted, counseled, induced, procmed and
willfully caused Manning, who had unauthorized possession of, access to, and control over
documents relating to the national defense-name ly, Iraq rules of engagement files classified up
to the SECRET level- to communicate, deliver, and transmit the documents to ASSANGE, a
person not entitled to receive them.

(All in violation of Title 18, United States Code, Sections 793(e) and 2)
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COUNTIS
(Unauthorized Disclosure of National Defense Information)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
B.

From in or about July 2010 and continuing until at least the time of this Superseding

Indictment, in an offense begun and committed outside of the jurisdiction of any particular state
or district of the United States, the defendant, JULIAN PAUL ASSANGE, who will be first
brought to the Eastern District of Virginia, having unauthorized possession of, access to, and
control over documents relating to the national defense, willfully and unlawfully caused and
attempted to cause such materials to be communicated, delivered, and transmitted to persons not
entitled to receive them.
C.

Specifically, as alleged above, ASSANGE, having unauthorized possession of

significant activity reports, classified up to the SECRET level, from the Afghanistan war
containing the names of individuals, who risked their safety and freedom by providing information
to the United States and our allies, communicated the documents containing names of those
sources to all the world by publishing them on the Internet.

(All in violation ofTitle 18, United States Code, Section 793(e))
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COUNT1 6
(Unauthorized Disclosure of National Defense Information)
A.

The general allegations of this Superseding Indictment are re-aUeged and

incorporated into this Count as though fully set forth herein.
B.

From in or about July 2010 and continuing until at least the time of this Superseding

Indictment, in an offense begun and committed outside of the jurisdiction of any particular state
or district of the United States, the defendant, JULIAN PAUL ASSANGE, w~o will be first
brought to the Eastern District of Virginia, having unauthorized possession of, access to, and
control over documents relating to the national defense, willfully and unlawfully caused and
attempted to cause such materials to be communicat ed, delivered, and transmitted to persons not
entitled to receive them.
C.

Specifically, as alleged above, ASSANGE, having unauthorized possession of

significant activity reports, classified up to the SECRET level, from the Iraq war containing the
names of individuals, who risked their safety and freedom by providing information to the United
States and our allies, communicated the documents containing names of those sources to all the
world by publishing them on the Internet.

(All in violation of Title 18, United States Code, Section 793(e))
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COUNT17
(Unauthorized Disclosure of National Defense Information)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
B.

From in or about July 2010 and continuing until at least the time of this Superseding

Indictment, in an offense.begun and committed outside of the jurisdiction of any particular state
or district of the United States, the defendant, JULIAN PAUL ASSANGE, who will be first
brought to the Eastern District of Virginia, having unauthorized possession of, access to, and
control over documents relating to the national defense, willfully and unlawfully caused and
attempted to cause such materials to be communicated, delivered, and transmitted to persons not
entitled to receive them.
C.

Specifically, as alleged above, ASSANGE, having unauthorized possession of State

Department cables, classified up to the SECRET level, containing the names of individuals, who
risked their safety and freedom by providing information to the United States and our allies,
communicated the documents containing names of those sources to all the world by publishing
them on the Internet.

(All in violation ofTitle 18, United States Code, Section 793(e))
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COUNTIS
(Conspiracy to Commit Computer Intrusion)
I.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
2.

Beginning on or about March 2, 2010, and continuing thereafter until·on or about

March 10, 2010, the exact date being wt.known to the Grand Jury, in an offense begun and
committed outside of the jurisdiction of any particular State or district of the United States, the
defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, did knowingly and unlawfully conspire with others known and unknown to the Grand

Jury to commit offenses against the United States, to wit:
(A)

to knowingly access a computer, without authorization and exceeding

authorized access, to obtain information that has been determined by the United States
Government pursuant to an Executive order and statute to require protection against
unauthorized disclosure for reasons of national defense and foreign relations, namely,
documents relating to the national defense classified up to the SECRET level, with reason
to believe that such information so obtained could be used to the injury of the United States
and the advantage of any foreign nation, and to will.fully communicate, deliver, transmit,
and cause to be communicated, delivered, or transmitted the same, to any person not
entitled to receive iJ, and willfully retain the same and fail to deliver it to the officer or
employee entitled to receive it; and
(B)

to intentionally access a computer, without authorization and exceeding

authorized access, to obtain information from a department and agency of the United States
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in furtherance of a criminal act in violation of the laws of the United States, that is, a
violation of Title 18, United States Code, Sections 641, 793(c), and 793(e).
PURPOSE AND OBJECT OF THE CONSPIRACY
The primary purpose of the conspiracy was to facilitate Manning's acquisition and
transmission of classified infonnation related to the national defense of the United States so that
WikiLeaks could publicly disseminate the information on its website.
MANNERS AND MEANS OF THE CONSPIRACY
ASSANGE and his conspirators used the following ways, manners and means, among
others, to carry out this purpose:
I.

It was part of the conspiracy that ASSANGE and Manning used the "Jabber" online

chat service to collaborate on the acquisition and dissemination of the classified records, and to
enter into the agreement to crack the password hash stored on United States Department of Defense
computers connected to the Secret Internet Protocol Network.
2.

It was part of the conspiracy that ASSANGE and Manning took measures to

conceal Manning as the source of the disclosure of classified records to WikiLeaks, including by
removing usemames from the disclosed information and deleting chat logs between ASSANGE
and Manning.
3.

It was _part of the conspiracy that ASSANGE encouraged Manning to provide

information and records from departments and agencies of the United States.
4.

It was part of the conspiracy that ASSANGE and Manning used a special folder on

a cloud drop box of WikiLeaks to transmit classified records containing information related to the
national defense of the United States.
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ACTS IN FURTHERANCE OF THE CONSPIRACY

. In order to farther the goals and purposes of the conspiJ:acy, ASSANGE and his
· conspirators committed overt acts, including, but not limited to, _tjie following:
I:

.On or about March 2, 2010, Manning copied a Linux operating system to a CD, to

allow Man,n.ing to access a United States Department of _Defense computer file that was accessible
only to users with administrative~level privileges. ..
j

2.

On

pr

about March 8, 2010, Manning provided ASSANGE with pai:t of a password .

hash stored on United States Dep~ent of Defense computers connected to the Secret Internet
Protocol Network

3.

Op. or about March 10, 2010, ASSANGE requested more information from

Manning related to th,e password hash. ASSANGE indicated that he had been trying to crack the
password hash by stating that he had "no luck so far."

(All in violation of Title 18, Uni~ States Code, Sections 371, 1030(a)(l), 1030(a)(2),
1030(c)(2)(B)(ii).) ·
·

FOREPERSON

G. Zachary.Terwilliger · ,
United States-A i t o ~ _
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.
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acyoherty-M cCormit k
First Assistant United States Attorney
·
Kellen S. Dwyer .
Thomas W. Traxler
Go!dori Krom.berg
Assistant United States Attorneys

Matthew Walczewski
Nicholas Hunter
Trial.Attorneys, National Securicy Division
U.S. Department of Justice
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Julian Paul Assange a/k/a
Julian Paul Hawkins
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Any authorized law enforcement officer

YOU ARE COMMANDEI!) to arrest and bring before a United States magistrate j udge without unnecessary delay
/name ofperson to be arrested)

Julian P'aul Assange a/k/a Julian Paul Hawkins

who is accused of an offense or violation based on the fo llowing document filedl with the court:

:::J Indictment

~ Superseding Indictment

:J Probation Violation Petition

0 lnfonnation

0 Su1perseding Information

0 Supervised Release Violation Petition

0 V iolation Notice

O Complaint
O Order of the Court

This offense is briefly described as follows:
Obtaining and disclosing national defense information, and conspiring to do so, in violation of 18 U.S.C. §§ 793 and 2;
Violating 18 U.S.C . § 371 by conspiring to (1) access a computer, without autha,rization and exceeding authorized access, to
obtain classified national defense information in violation or 18 U.S .C. 1030(a)(1 ); and (2) access a computer, without
authorization and exceeding authorized access, to obtain information from a department or agency of the United States in
furtherance of a criminal act in violation of 18 U.S.C. § 1030(a)(2), (c)(2)(B)(ii).

---- i1..,

l

/swing o 1cer 's s ignature

City and state:

Alexandria. Virginia

Return
T his warrant w
at (c11)• and state)

Date:

OTICE. BEFORE ARREST VALi
THROUGH NGIC. ORIGINAL
,,r:," RY U.S. M

Primed ,.;;;;;-;;;,d title -

-- -- - -
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Presidential Executive Order 13.526
Sec. 1.2. Classification Levels.
(a) Information may be classified at one of the following three levels:
(I) "Top Secret•· shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause exceptionally grave damage to the national
security that the original classification authority is able to identify or describe.
(2) " Secret" shall be applied to information, the unauthorized d isclosure of which
reasonably could be expected to cause serious damage to the national secw-ity that the
original classification authority is able to identify or describe.
(3) "Confidential" shall be applied to information, the unauthorized disclosure of
which reasonably could be expected to cause damage to the national security that the
original classification authority is able to identify or describe.
(b) Except as otherwise provided by statute, no other terms shall be used to
identify United States classified infomiation.
(c) If there is significant doubt about the appropriate level of
classification, it shall be classified at the lower level.

T itle 18, U.S . Code. Section 2 - Aiding and Abetting
(a) Whoever commits an offense against the United States or aids, abets, counsels,
commands, induces or procures its commission, is punishable as a principal.
(b) Whoever willfully causes an act to be done which if directly performed by him or
another would be an offense against the United States, is punishable as a principal.
Title 18, U.S. Code. Section 37 1 -

Conspiracy agai nst the United States

If two or more persons conspire either to commit any offense against the United States, or
to defraud the United States, or any agency thereof in any manner or for any purpose, and
one or more of s uch persons do any act to effect the object of the conspiracy, each shall
be fined under this title or imprisoned not more than five years, or both.

Jf, however, the offense, the commission of which is the object of the conspiracy, is a
misdemeanor on ly, the punishment for such conspiracy shall not exceed the maximum
punislu11ent provided for such misdemeanor.
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Title 18. U.S. Code. Section 64 1 -

Unlawful Receipt of Stolen Government Property

Whoever embezzles, steals. purloins. or knowingly converts to his use or the use of
another, or without authority, sells, conveys or d isposes of any record, voucher, money, or
thing of value of the United States or of any department or agency thereof. or any
property made or being made under contract for the United States or any department or
agency thereof; or
Whoever receives, conceals, or retains the same with intent to convert it to his use or
gain, knowing it to have been embezzled, stolen. purloined or convertedShall be fined under this title or imprisoned not more than ten years. or both; but if the
value of such property in the aggregate, combining amounts from all the counts for which
the defendant is convicted in a single case, does not exceed the sum or$ I ,000. he shall be
fined under this title or imprisoned not more than one year. or both.
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Title 18, U.S. Code. Section 793 Dcfense Information

Unauthorized Receipt. Retention, and Disclosure of National

(a) Whoever, for the purpose of obtaining information respecting the national defense
with intent or reason to believe that the infom1ation is to be used to the injury of the
United tates, or to the advantage of any foreign nation, goes upon, enters, flies over, or
otherwise obtains information concerning any vessel, aircraft, work of defense, navy
yard, naval station, submarine base. fueling station, fort, battery, torpedo station,
dockyard, canal, railroad, arsenal, camp, factory, mine, telegraph, telephone, wireless, or
signal station, building, office. research laboratory or station or other place connected
with the national defensc owned or constructed, or in progress of construction by the
United States or under the control of the United States, or of any of its officers,
departments, or agencies. or within the exclusive jurisdiction of the United States, or any
place in which any vessel. aircraft. arms, munitions. or other materials or instruments for
use in time of war are being made, prepared, repaired, stored, or are the subject of
research or development, under any contract or agreement with the United States, or any
department or agency thereof, or with any person on behalf of the United States, or
otherwise on behalf of the United States, or any prohibited place so designated by the
President by proclamation in time of war or in case of national emergency in which
anything for the use of the Army, 1avy, or Air Force is being prepared or constructed or
stored, information as to which prohibited place the President has determined would be
prejudicial to the national defense; or
(b) Whoever, for the purpose aforesaid, and with like intent or reason to believe. copies,
takes, makes. or obtains, or attempts to copy, take, make, or obtain, any sketch.
photograph, photographic negative, blueprint, plan, map, model, instrument. appliance,
document, writing, or note of anything connected with the national defense; or
(c) Whoever, for the purpose aforesaid. receives or obtains or agrees or attempts to
receive or obtain from any person, or from any source whatever, any document, writing,
code book, signal book. sketch, photograph, photographic negative. blueprint. plan, map,
model, instrument, appliance. or note. of anything connected with the national defense,
knowing or having reason to believe, at the time he receives or obtains, or agrees or
attempts to receive or obtain it, that it has been or will be obtained, taken, made, or
disposed of by any person contrary to the provisions of this chapter; or
(d) Whoever lawfully having possession of, access to, control over, or being entrusted
with any document, writing, code book. signal book. sketch, photograph, photographic
negative. blueprint. plan, map, model , instrument. appliance, or note relating to the
national defense, or information relating to the national defense which information the
possessor has reason to believe could be used to the injury of the United tales or to the
advantage of any foreign nation, will fully communicates, delivers. transmits or causes to
be communicated, delivered, or transmitted or attempts to communicate, deliver transmit
or cause to be communicated, de livered or transmitted the same to any person not entitled
lo receive it, or willfully retains the same and fails to deliver it on demand to the officer
or employee of the United tales entitled to receive it; or

091

(e) Whoever hav ing unauthorized possession of, access to, or control over any document,
writing, code book, signal book. sketch, photograph, photographic negati ve. blueprint,
plan, map, mod,el, instrument, appliance, or note relating to the national defense, or
information relating to the national defense which information the possessor has reason to
believe could be used to the injury of the United States or to the advantage of any foreign
natio n, will fully communicates, delivers, transmits or causes to be communicated,
delivered, or transmitted, or attempts to communicate, deliver, transmit or cause to be
communicated, delivered, or transmitted the same to any person no t entitl ed to receive it,
or wi llfully retains the same and fails to deliver it to the o fficer or employee of the U nited
States entitled to receive it; or
(f) Whoever, being entrusted with or having lawful possession or control of any
document, writing. code book, s ignal book, sketch, photograph, photographic negati ve,
blueprint, plan, map, model, instrument, appliance, note, or information, relating to the
national defense. ( 1) thro ugh gross negligence permits the same to be removed from its
proper place of custody or delivered to anyone in violation of his trust, or to be lost,
stolen, abstracted. or destroyed. or (2) having knowledge that the sam e hais been illegally
removed from its proper place of custody o r delivered to anyone in violation of its trnst,
or lost, or stolen. abstracted. or destroyed, and fai ls to make pro mpt report of such loss,
theft, abstraction, or destruction to his superior officerShall be fined under this title or imprisoned not more than ten years, or both.
(g) If two o r mo re persons conspire to violate any of the foregoing pro vis ions of this
section, and one o r more of such persons do any act to effect the object of the conspiracy,
each of the parties to such conspiracy shall be subject to the punishment provided for the
offense which is the object of such consp iracy.

***
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Title 18, U.S. Code. Section I 030 -

Computer Intrusion

(a) Whoever (1) having knowingly accessed a computer without authorization or exceeding
authorized access, and by means of such conduct having obtained information that has
been determined by the United States Government pursuant to an Executive order or
statute to require protection against unauthorized disclosure for reasons of national defense
or foreign relations, or any restricted data, as defined in paragraph y. of section 11 of the
Atomic Energy Act of 1954, with reason to believe that such information so obtained could
be used to the inj ury of the United States, or to the advantage of any foreign nation
will fully communicates, deli vers, transmits, or causes to be communicated, delivered, or
trans mitted, or attempts to communicate, deliver, transmit or cause to be communicated,
delivered, or transmitted the same to any person not entitled to receive it, or wi llfully
retains the same and fail s to deliver it to the officer or employee of the United States
entitled to receive it; [or] (2) intentionally accesses a computer without authorization or
exceeds authorized access, and thereby obtains---(A) information contained in a financial
record of a financial institution, or of a card issuer as defined in section l 602(n) [I ] of title
15, or contained in a fi le of a consumer reporting agency on a consumer, as such terms are
defined in the Fair Credit Reporting Act (15 U.S.C. 168 1 et seq.); (B) information from
any department or agency of the Uni ted States; or (C) information from any protected
computer

***
shall be punished as provided in subsection (c) of this section.

***
(b) Whoever conspires to comm it or attempts to commit an offense under subsection (a) of
this section shall be punished as provided in subsection (c) of thi s section.
(c) The punishment for an offense under subsection (a) or (b) of this section is ... (2)(B) a
fine under this title or imprisonment for not more than 5 years, or both, in the case of an
offense under subsection (a)(2), or an attempt to commit an offense punishable under
this subparagraph, if ... (ii) the offense was committed in furtherance of any criminal or
tortious act in violation of the Constitution or laws of the United States or of any State.
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division
UNITED STATES OF AMERICA
v.
JULIAN PAUL ASSANGE,
Defendant.

)
)
)
)
)
)
)

Criminal No. 1:18cr111

DECLARATION IN SUPPORT OF REQUEST
FOR EXTRADITION OF JULIAN PAUL ASSANGE
I, Gordon D. Kromberg, being duly sworn, depose and state:
1.

I am a citizen of the United States.

2.

I am an Assistant United States Attorney in the Eastern District of Virginia, and

have been so employed since 1991. I received my Bachelor’s degree from Princeton University
in 1979, and a Juris Doctor degree from New York University School of Law in 1982. Before
joining the United States Attorney’s Office, I served as a trial attorney in the United States
Department of Justice, and as a defense attorney in the United States Army’s Judge Advocate
General’s Corps.
3.

My duties as an Assistant United States Attorney include the prosecution of

persons charged with violations of the criminal laws of the United States, including laws
prohibiting computer intrusion and mishandling of national security information. For my work
as an Assistant United States Attorney, I have received various awards, including the Attorney
General’s Award for Excellence in Furthering the Interests of U.S. National Security, and, on
three separate occasions, the FBI Director’s Award for Outstanding Counterterrorism
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Investigation. Based on my training and experience, I am an expert in the criminal laws and
procedures of the United States.
4.

In the course of my duties as an Assistant United States Attorney, I have become

familiar with the evidence and charges in the case of United States v. Julian Paul Assange, Case
Number 1:18-CR-111, pending in the United States District Court for the Eastern District of
Virginia. I make this declaration for the limited purpose of providing additional information
relevant to several objections that Assange has made to the request of the United States for his
extradition. The statements in this declaration are based on my experience, training, and
research, as well as information provided to me by other members of the U.S. government,
including members of the United States Department of Justice, the FBI, and other federal
agencies.
5.

This declaration does not respond to every assertion or allegation made in the

defense case. I understand that a number of these can be answered by reference to matters which
have already been decided as a matter of English extradition law. If I have not addressed a
matter in this declaration, my failure to do so should not be regarded as an acceptance of the
accuracy of such matter.
I. Assange’s Challenges to the Superseding Indictment Lack Merit
A.

6.

The Charges in the Superseding Indictment
Are Based on the Evidence and Rule of Law
Based on the evidence and applicable law, a grand jury found probable cause to

charge Julian Paul Assange for violating United States law. An independent grand jury issued
these charges based on evidence of the following actions that Assange knowingly took, in
committing the charged criminal offenses:

2
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His complicity in illegal acts to obtain or receive voluminous databases of classified
information;
His agreement and attempt to obtain classified information through computer
hacking; and
His publishing certain classified documents that contained the un-redacted names of
innocent people who risked their safety and freedom to provide information to the
United States and its allies, including local Afghans and Iraqis, journalists, religious
leaders, human rights advocates, and political dissidents from repressive regimes.
7.

Contrary to the claims of Cary Shenkman and others, such acts are illegal and not

protected by the U.S. Constitution. There is a “well-established line of decisions holding that
generally applicable laws do not offend the First Amendment simply because their enforcement
against the press has incidental effects on its ability to gather and report the news.” Cohen v.
Cowles Media Co., 501 U.S. 663, 669 (1991). Regardless of whether one considers Assange to
be a journalist, it is well-settled that journalists do not have a First Amendment right to steal or
otherwise unlawfully obtain information. See Bartnicki v. Vopper, 532 U.S. 514, 532 n.19
(2001) (noting that the First Amendment does not protect those who “obtain[] … information
unlawfully”); Cohen, 501 U.S. at 669 (“The press may not with impunity break and enter an
office or dwelling to gather news.”); Branzburg v. Hayes, 408 U.S. 665, 691 (1972) (“It would
be frivolous to assert—and no one does in these cases—that the First Amendment, in the interest
of securing news or otherwise, confers a license on either the reporter or his news sources to
violate valid criminal laws. Although stealing documents or private wiretapping could provide
newsworthy information, neither reporter nor source is immune from conviction for such
conduct, whatever the impact on the flow of news.”); Zemel v. Rusk, 381 U.S. 1, 17 (1965)
(observing that the First Amendment “right to speak and publish does not carry with it the
unrestrained right to gather information,” for example, “the prohibition of unauthorized entry
3

098

into the White House diminishes the citizen’s opportunities to gather information he might find
relevant to his opinion of the way the country is being run, but that does not make entry into the
White House a First Amendment right”). Like Assange, numerous people have been charged in
the United States for conspiracy to commit computer hacking even though they engaged in that
hacking purportedly to obtain newsworthy information or for political purposes. See, e.g.,
United States v. Liverman, 16-cr-313 (E.D. Va. 2016) (defendant sentenced to five years’
imprisonment for conspiring to hack the email account of a former CIA director and causing the
hacked materials to be distributed online, among other crimes); United States v. Hammond, 12cr-185 (S.D.N.Y. 2012) (defendant sentenced to ten years’ imprisonment for conspiring to hack
websites related to U.S. law enforcement and U.S. cybersecurity and intelligence contractors for
the stated purpose of exposing alleged corruption, among other crimes).
8.

Distributing the names of individuals who provide intelligence to the United

States also is not protected speech under the First Amendment. In Haig v. Agee, 453 U.S. 280
(1981), the United States Supreme Court considered the validity of the U.S. State Department's
revocation of the passport of Phillip Agee, a former intelligence officer who engaged in a
campaign to identify and disclose the identities of CIA agents operating abroad. Id. at 283. The
U.S. Supreme Court acknowledged that the “revocation of Agee’s passport rests in part on the
content of his speech: specifically, his repeated disclosures of intelligence operations and names
of intelligence personnel.” Id. at 308. Still, the Supreme Court found that his speech was
“clearly not protected by the Constitution.” Id. For support, the Supreme Court quoted the wellsettled principle that “‘[n]o one would question but that a government might prevent actual
obstruction to its recruiting service or the publication of the sailing dates of transports or the
number and location of troops.’” Id. (quoting Near v. Minnesota, 283 U.S. 697 (1931)). The
4
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Supreme Court added that “[t]he mere fact that Agee is also engaged in criticism of the
Government does not render his conduct beyond the reach of the law.” Id. at 309.
9.

More recently, the U.S. Court of Appeals for the Fourth Circuit upheld the

conviction of a former intelligence officer who willfully caused a reporter to publish information
about an intelligence source. See United States v. Sterling, 860 F.3d 233 (4th Cir. 2017).
Similarly, the U.S. Department of Justice’s Office of Legal Counsel, which issues authoritative
opinions on constitutional questions, has twice determined to be consistent with the First
Amendment proposed legislation (ultimately signed into law as the Intelligence Identities
Protection Act, Title 50, United States Code, Section 3121) criminalizing, in certain
circumstances, the intentional public disclosure of the names of intelligence agents and sources.
These opinions were issued in 1980 and 1981 during two different Presidential administrations,
from rival political parties. Although the Superseding Indictment does not charge Assange under
the Intelligence Identities Protection Act, the Office of Legal Counsel opinions on that act are
relevant here, because they show that the U.S. Department of Justice (along with the U.S.
Congress, and Presidents of the United States of both political parties) has long viewed the
intentional outing of intelligence sources as generally outside the protection of the First
Amendment.
10.

Assange also has alleged that the charges against him are politically motivated.

Defense Summary of Issues ¶¶ 7-9. Prosecutors from the U.S. Department of Justice (i.e.,
federal prosecutors), however, are required to act in a manner free from political bias or
motivation. This is true irrespective of any sentiments or statements made by politicians from
any political party.

5
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11.

The superseding indictment here reflects no such political bias or motivation.

Similar to what I understand to be The Code for Crown Prosecutors, the United States has
publicly promulgated policies and practices to guide prosecution decisions by federal
prosecutors, including whether to seek charges and what charges to seek. These so-called
“Principles of Federal Prosecution” serve two important purposes. See Justice Manual,
Principles of Federal Prosecution, available at https://www.justice.gov/jm/jm-9-27000principles-federal-prosecution (last visited Jan. 8, 2020). The first important purpose is to ensure
“the fair and effective exercise of prosecutorial discretion and responsibility.” Id. § 9-27.001.
The second important purpose is to promote “confidence on the part of the public and individual
defendants that important prosecutorial decisions will be made rationally and objectively on the
merits of each case.” Id. § 9-27.110.
12.

The Principles of Federal Prosecution set forth specific factors that federal

prosecutors may not consider “[i]n determining whether to commence or recommend
prosecution or take other action against a person.” Id. § 9-27.260. Among other impermissible
factors, federal prosecutors are forbidden from considering a person’s “political association,
activities or beliefs,” the prosecutor’s own personal feelings, or the possible effect on the
prosecutor's own personal or professional circumstances. Id.
13.

My colleagues and I take these responsibilities seriously, and the superseding

indictment reflects these principles. As publicly stated by a U.S. Department of Justice official
in announcing the superseding indictment against Assange, “in making any prosecutorial
decision, the United States looks to the principles of federal prosecution, which provide that . . .
[a] determination to prosecute represents a policy judgment that the fundamental interests of
society require the application of federal criminal law to a particular set of circumstances.” See
6

101

U.S. Dep’t of Justice, Remarks from the Briefing Announcing the Superseding Indictment of
Julian Assange, available at https://www.justice.gov/opa/press-release/file/1165636/download
(last visited Jan. 16, 2020) (discussing that the superseding indictment is consistent with the
Justice Manual, Principles of Federal Prosecution, § 9-27.001).
14.

My colleagues and I presented these charges and the evidence that supports them

to a federal grand jury, which found probable cause to proceed: at least 16 grand jurors must
have been present for the vote and at least 12 must have voted in favor.
15.

In the United States, the grand jury, composed of independent citizens, is an

essential component required in the enforcement of its federal criminal laws. The federal
version, enshrined in the Fifth Amendment to the U.S. Constitution, has its origins in English
common law and statutes. “There is every reason to believe that our constitutional grand jury
was intended to operate substantially like its English progenitor. The basic purpose of the
English grand jury was to provide a fair method for instituting criminal proceedings against
persons believed to have committed crimes.” Costello v. United States, 350 U.S. 359, 362
(1956).
16.

The grand jury serves “‘as a means, not only of bringing to trial persons accused

of public offences upon just grounds, but also as a means of protecting the citizen against
unfounded accusation, whether it comes from government, or be prompted by partisan passion or
private enmity.’” United States v. Dionisio, 410 U.S. 1, 17 n.15 (1973) (quoting Ex Parte Bain,
121 U.S. 1, 11 (1887), overruled on other grounds by United States v. Cotton, 535 U.S. 625
(2002)). Like federal prosecutors, grand jurors are bound to examine evidence objectively, and
they take an oath to that effect, one that “binds them to inquire diligently and objectively into all
federal crimes committed within the district about which they have or may obtain evidence, and
7
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to conduct such inquiry without malice, fear, ill will, or other emotion.” Administrative Office
of the United States Courts, Handbook for Federal Grand Jurors 7 (2012),
https://www.uscourts.gov/sites/default/files/grand-handbook.pdf.
17.

In short, the superseding indictment is based on the evidence and the rule of law,

not Assange’s political opinions. If Assange wishes to challenge this, he may do so in the United
States, as further discussed below, by asking an independent court to dismiss the superseding
indictment because of selective prosecution. 1
18.

Assange also has alleged that the superseding indictment is part of some

“escalating public ‘war’” against journalists or publishers. Defense Summary of Issues ¶ 8.
Indeed, Assange asserts that “[a]ll charges seek to criminalise the act of publishing leaked
information.” Defense Summary of Issues ¶ 6. He further asserts that “criminalisation of
journalistic activities,” such as “the public interest in publication” of the “collateral murder
video,” and “conditions in Guantanamo Bay,” “strikes at the very essence of Article 10” of the
European Convention on Human Rights. Defense Summary of Issues ¶ 13. The grand jury,
however, did not charge Assange for passively obtaining or receiving classified information;
neither did it charge him for publishing in bulk hundreds of thousands of these stolen classified
documents.
19.

Rather, the charges against Assange focus on his complicity in Manning’s theft

and unlawful disclosure of national defense information (Counts 1-4, 9-14), his knowing and

1

Assange would need to proceed with any such motion under the U.S. Constitution instead
of the Principles of Federal Prosecution because those principles, and internal office procedures
adopted pursuant to them, are intended solely for the guidance of attorneys for the government.
They are not intended to create a substantive or procedural right or benefit, enforceable at law, and
may not be relied upon by a party to litigation with the United States. See Principles of Federal
Prosecution, supra, § 9-27.150.
8

103

intentional receipt of national defense information from Manning (Counts 6-8), his agreement
with Manning to engage in a conspiracy to commit computer hacking, and his attempt to crack a
password hash to a classified U.S. Department of Defendant account (Counts 5 and 18).
20.

The only instances in which the superseding indictment charges Assange with the

distribution of national security information to the public are explicitly limited to his distribution
of “documents classified up to the SECRET level containing the names of individuals in
Afghanistan, Iraq, and elsewhere around the world, who risked their safety and freedom by
providing information to the United States and our allies to the public.” Superseding Indictment,
Count 1, ¶B(4); see also id., Count 15 ¶C (“Specifically, . . . ASSANGE, having unauthorized
possession of significant activity reports, classified up to the SECRET level, from the
Afghanistan war containing the names of individuals, who risked their safety and freedom by
providing information to the United States and our allies, communicated the documents
containing names of those sources to all the world by publishing them on the Internet.”); id.,
Count 16 ¶C (“Specifically, . . . ASSANGE, having unauthorized possession of significant
activity reports, classified up to the SECRET level, from the Iraq war containing the names of
individuals, who risked their safety and freedom by providing information to the United States
and our allies, communicated the documents containing names of those sources to all the world
by publishing them on the Internet.”); id. Count 17 ¶C (“Specifically, . . . ASSANGE, having
unauthorized possession of State Department cables, classified up to the SECRET level,
containing the names of individuals, who risked their safety and freedom by providing
information to the United States and our allies, communicated the documents containing names
of those sources to all the world by publishing them on the Internet.”).
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21.

In short, Assange was charged for publishing specified classified documents that

contained the un-redacted names of innocent people who risked their safety and freedom to
provide information to the United States and its allies. He was not, for example, charged for
publishing the so-called “Collateral Murder” video that WikiLeaks disclosed in April 2010; in
addition, none of the charges alleges that Assange violated the law by obtaining and releasing
that video, and the superseding indictment does not even mention it.
22.

As publicly stated by another Department of Justice official in announcing the

superseding indictment, “[t]he Department takes seriously the role of journalists in our
democracy . . . and it is not and has never been the Department’s policy to target them for their
reporting. Julian Assange is no journalist. This [is] made plain by the totality of his conduct as
alleged in the indictment – i.e., his conspiring with and assisting a security clearance holder to
acquire classified information, and his publishing the names of human sources. Indeed, no
responsible actor – journalist or otherwise – would purposely publish the names of individuals he
or she knew to be confidential human sources in war zones, exposing them to the gravest of
danger.” See U.S. Dep’t of Justice, Remarks from the Briefing Announcing the Superseding
Indictment of Julian Assange, available at https://www.justice.gov/opa/pressrelease/file/1165636/download (last visited Jan. 16, 2020). As summarized in the next section,
Assange placed these individuals in grave danger.
23.

Assange also has suggested that the addition of a number of new charges against

him in the Superseding Indictment somehow reflects an increased bias against him. That
suggestion is based on a misunderstanding of both the practice and policy of federal prosecutions
in the United States. First, it is quite common for a case to be initially charged with a single
crime, and then followed by one or more superseding indictments that add charges or defendants.
10
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This regular practice permits a case to be initiated with limited evidence, while the investigation
of more complex charges can be more fully investigated. In some cases involving national
security issues, declassification of necessary evidence can be a time-consuming and complex
process which prohibits all charges from being brought at the very outset of the case. Likewise,
once a defendant is charged, additional witnesses may be located or come forward, which
permits additional charges to be brought.
24.

Moreover, the Principles of Federal Prosecution also call for prosecutors to

“charge and pursue the most serious, readily provable offenses.” Justice Manual at 9-27.300. As
additional evidence is gathered and declassified, the Principles counsel the addition of “readily
provable offenses.” While the United States will not waive its deliberative process privilege to
discuss the specific decision-making process in this case, I note that there are many reasons for
adding charges in a superseding indictment which are consistent with the exercise of independent
prosecutorial decision-making in line with the Principles of Federal Prosecution.
B.

25.

Many Individuals Outed By Assange Were Placed
Placed at Grave Risk and Suffered Grave Harm
The significant activity reports from the Afghanistan and Iraq wars that

WikiLeaks published included the names of local Afghans and Iraqis who had provided
information to U.S. and coalition forces. The State Department cables that WikiLeaks published
included the names of persons, throughout the world, who provided information to the U.S.
government in circumstances in which they could reasonably expect that their identities would
be kept confidential. These sources included journalists, religious leaders, human rights
advocates, and political dissidents living in repressive regimes, who, at great risk to their own
safety, reported to the United States the political conditions within their own countries and
abuses of their own governments.
11
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26.

Based on information provided by people with expertise in military, intelligence,

and diplomatic matters, as well as individuals with expert knowledge of the political conditions
and governing regimes of the countries in which some of these sources were located, I know
that, by publishing these documents without redacting the human sources’ names or other
identifying information, Assange created a grave and imminent risk that the innocent people he
named would suffer serious physical harm and/or arbitrary detention.
1. The United States Identified And Attempted to Notify
Hundreds of People Whom Assange Endangered
27.

After WikiLeaks published the Afghanistan significant activity reports on or about

July 25, 2010, the U.S. Department of Defense (“DoD”) established an “Information Review
Task Force,” commonly known as the “IRTF.” The purpose of the IRTF was to conduct a DoD
review of the classified records published by WikiLeaks, as well as classified records obtained
but not yet published by WikiLeaks. Among other things, the IRTF was tasked with reviewing
the records to understand the risks that the disclosure of the records posed to sources named
within them. Over the course of its review, the IRTF identified hundreds of Afghans and Iraqis
whom it assessed were potentially endangered by the publication of the significant activity
reports in unredacted form.
28.

Similarly, upon learning of the compromise of the diplomatic cables described in

paragraph 25, the U.S. Department of State established a “WikiLeaks Persons at Risk Task
Force,” which identified hundreds more individuals who could be endangered if the cables were
published or otherwise disclosed to the governments and/or nonstate actors in the countries
where the individuals resided. The State Department defined “Persons at Risk” as those facing
“death, violence, or incarceration.”
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29.

Both the U.S. Department of Defense and the U.S. Department of State engaged

in extensive efforts to notify sources who were put at risk by the WikiLeaks disclosures. Not all
sources, however, could be notified. Some people deemed at risk could not be located. Other atrisk people were not warned because the United States assessed that the act of warning might
draw further attention to their relationship with the United States and, thus, put them in more
danger. Still other at-risk people were not notified because military officials determined that an
attempt to notify them could present an unacceptable risk of harm to U.S. forces in carrying out
the notification.
2. Individuals Named in Wikileaks Cables Have Been Harassed, Investigated,
Surveilled, Arrested, Disappeared, and/or Forced to Flee Their Homelands
30.

The State Department determined that well over 100 people were placed at risk

from the disclosures. In turn, approximately 50 people sought and received assistance from the
United States. For some of these individuals, the United States assessed that it was necessary
and advisable for them to flee their home countries. The United States assisted in moving some
of these individuals to the United States or to safe third countries. In some instances, the United
States also assisted in moving the spouses and/or families of these individuals to the United
States or to third countries.
31.

All of the individuals who had to flee their homelands because they were

identified by WikiLeaks in State Department cables suffered actual harm attributable to Assange.
Some of these harms are quantifiable, such as losing employment or having assets frozen by the
autocratic regimes from which they fled. Other harms suffered by sources forced to flee are not
easily quantifiable, but are, nonetheless, very real.
32.

The United States also is aware of individuals whose unredacted names and/or

other identifying information were contained in classified documents published by WikiLeaks,
13
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and who subsequently disappeared, although the United States cannot prove at this point that
their disappearance was the result of being outed by WikiLeaks.
33.

The United States also is aware of individuals who were investigated and/or

arrested because they were named in the State Department cables published by WikiLeaks. For
example, according to the Committee To Protect Journalists and media reports, an Ethiopian
journalist was forced to flee Ethiopia after he was interrogated and threatened by Ethiopian
authorities regarding the contents of a cable published by WikiLeaks. According to the
WikiLeaks cable, the Ethiopian journalist had told U.S. diplomats in 2009 that an Ethiopian
government source had told him of a plot to arrest the editors of an Ethiopian publication that
had been critical of the government. According to information the journalist reportedly told the
Committee to Protect Journalists and the BBC, Ethiopian police interrogated him after
WikiLeaks published this cable, and threatened to jail him if he did not reveal his government
source; rather than reveal his source or risk prison, the journalist reportedly fled his country.
34.

The United States also is aware of at least one instance where an individual

named in the State Department cables released by WikiLeaks was subsequently arrested and
detained. In that case, a news organization close to the arresting regime openly stated that the
arrest was based, at least in part, on information revealed by WikiLeaks showing the arrested
individual’s relationship with the State Department.
35.

People named by WikiLeaks as having provided information to the State

Department also reportedly faced threats and harassment by non-state actors. According to
Canada’s Globe and Mail, “[s]ome of China’s top academics and human rights activists are
being attacked as ‘rats’ and ‘spies’ after their names were revealed as U.S. Embassy sources in
the unredacted WikiLeaks cables that have now been posted online.” Mark MacKinnon, Leaked
14
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Cables Spark Witch-Hunt for Chinese ‘Rats,’ Globe and Mail (Sept. 14, 2011),
https://www.theglobeandmail.com/news/world/leaked-cables-spark-witch-hunt-for-chineserats/article594194/. The Globe and Mail further reported that WikiLeaks’ “release of the
previously protected names has sparked an online witch-hunt by Chinese nationalist groups, with
some advocating violence against those now known to have met with U.S. Embassy staff. ‘When
the time comes, they should be arrested and killed,’ reads one typical posting on a prominent
neo-Maoist website.” Id. One Chinese national who was named in the WikiLeaks cables and
consequently fled to the United States reported experiencing harassment from non-state actors.
3. Hostile Foreign Governments, Terrorist Groups, and
Criminal Organizations Have Exploited Wikileaks
Disclosures in Order to Gain Actionable Intelligence
36.

Hostile foreign governments, terrorist groups, and criminal organizations have

exploited WikiLeaks disclosures in order to gain intelligence to be used against the United States
and to be used against foreign nationals who provided assistance to the United States. For
example, on May 2, 2011, United States armed forces raided the compound of Osama bin Laden
in Abbottabad, Pakistan. During the raid, they collected a number of items of digital media,
which included (1) a letter from bin Laden to another member of the terrorist organization alQaeda in which bin Laden requested that the member gather the DoD material posted to
WikiLeaks, (2) a letter from that same member of al- Qaeda to Bin Laden with information from
the Afghanistan War Documents released by WikiLeaks, and (3) Department of State information
released by WikiLeaks.
37.

On July 30, 2010, the New York Times published an article entitled “Taliban

Study WikiLeaks to Hunt Informants.” The article stated that, after the release of the Afghanistan
war significant activity reports, a member of the Taliban contacted the New York Times and
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stated, “We are studying the report. We knew about the spies and people who collaborate with
U.S. forces. We will investigate through our own secret service whether the people mentioned
are really spies working for the U.S. If they are U.S. spies, then we will know how to punish
them.”
38.

In addition, the Department of Justice and the FBI have conducted interviews

with several experts on Syria, Iran, and China. These experts uniformly reported that foreign
intelligence services would have read the WikiLeaks cables to gain actionable intelligence.
4.

39.

Assange Endangered Afghans and Iraqis Who
Provided Information to U.S. and Coalition Forces

The U.S. Department of Defense identified hundreds of Iraqis and Afghans whose

lives and freedom were endangered by Assange’s publication of the unredacted significant
activity reports discussed above. The Superseding Indictment describes a sample of these
significant activity reports as follows:
a. Classified Document Cl was a 2007 threat report containing details of a planned
anti-coalition attack at a specific location in Afghanistan. Classified Document Cl
named the local human source who reported the planned attack. Classified
Document Cl was classified at the SECRET level;
b. Classified Document C2 was a 2009 threat report identifying a person who
supplied weapons at a specific location in Afghanistan. Classified Document C2
named the local human source who reported information. Classified Document
C2 was classified at the SECRET level;
c. Classified Document DI was a 2009 report discussing an improvised explosive
device (IED) attack in Iraq. Classified Document DI named local human sources
who provided information on the attack. Classified Document DI was classified at
the SECRET level; and
d. Classified Document D2 was a 2008 report that named a local person in Iraq who
had turned in weapons to coalition forces and had been threatened afterward.
Classified Document D2 was classified at the SECRET level.
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40.

Assange placed in extreme danger the above-referenced individuals, along with

many other Iraqis and Afghans whom Assange named as having provided information to U.S.
and coalition forces. According to experts with the U.S. Department of Defense, in and around
2010, the Taliban in Afghanistan and the insurgency in Iraq were known to take brutal measures
against Iraqis and Afghans whom they believed (rightly or wrongly) to have collaborated with
U.S. and coalition forces.
41.

According to the State Department’s 2010 Human Rights Report on Afghanistan,

the Taliban continued its “politically-targeted killings” in 2010 and killed numerous Afghan
civilians. On July 18, 2010, “Taliban leader Mullah Omar issued new rules of engagement,
calling on Taliban commanders to capture or kill civilians working for foreign forces or the
government.” In addition, “[t]he media reported that the Taliban issued ‘night letters’ threatening
anyone who made peace with the government, a charge Taliban spokesmen denied,” and “[t]here
were numerous reports of summary justice by the Taliban resulting in extrajudicial executions.”
Moreover, “Media reports and firsthand accounts accused the Taliban of employing torture in
interrogations of persons they accused of supporting coalition forces and the central government.
The Taliban contacted newspapers and television stations in several such cases to claim
responsibility.” And “[i]n areas not under government control, the Taliban enforced a parallel
judicial system. The Taliban issued punishments including beatings, cutting off fingers,
beheadings, hangings, and stonings. On March 9 [2010], the Taliban killed a man for allegedly
spying.” https://2009-2017.state.gov/documents/organization/160445.pdf.
42.

Moreover, as noted above, the Taliban openly stated in July 2010 that it was

reviewing the WikiLeaks publications in order to identify “spies” whom they could “punish.”
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43.

According to the State Department’s 2010 Human Rights Report on Iraq,

“[v]iolence against the civilian population perpetrated by terrorist groups remained a problem
during [2010], and bombings, executions, and killings were regular occurrences throughout all
regions and sectors of society.” In particular, in 2010 Iraq saw “an increase in AQI [al-Qaida in
Iraq] attacks against Sunnis cooperating with the government.” For example, “[o]n April 20,
[2010], gunmen killed five family members, beheading three, of the local anti-AQI militia in
Tarmiyah.” Similarly, “[o]n July 18, [2010], a suicide bomber killed at least 45 anti-al Qaida
Sunni fighters waiting for their paychecks.”
5.

44.

Assange Endangered Many Iranians By Outing Them
As Having Provided Information to the United States

The State Department’s persons-at-risk task force identified many individuals in

Iran whose lives and freedom were endangered by Assange’s publication of the unredacted State
Department cables described above. The Superseding Indictment describes two such cables as
follows:
a. Classified Document Al was a 2009 State Department cable discussing a political
situation in Iran. Classified Document A1 named a human source of information
located in Iran and indicated that the source’s identity needed to be protected.
Classified Document A1 was classified at the SECRET level; and
b. Classified Document A2 was a 2009 State Department cable discussing political
dynamics in Iran. Classified Document A2 named a human source of information
who regularly traveled to Iran and indicated that the source’s identity needed to be
protected. Classified Document A2 was classified at the SECRET level.
45.

Assange placed in extreme danger the above-referenced individuals, along with

many other people located in Iran or who regularly travel to Iran, whom Assange named as
having provided information to U.S. diplomats. According to State Department personnel with
expertise in Iran, the Iranian regime in 2011 and continuing to the present, is repressive. Iranians
who spoke to the United States without authorization faced reprisal.
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46.

According to the State Department’s 2011 Human Rights Report on Iran, “the

government increased its oppression of media and the arts, arresting and imprisoning dozens of
journalists, bloggers, poets, actors, filmmakers, and artists throughout [2011].” This “suppression
and intimidation of voices of opposition continued at a rapid pace at year’s end. The most
egregious human rights problems were the government’s severe limitations on citizens’ right to
peacefully change their government through free and fair elections, restrictions on civil liberties,
and disregard for the sanctity of life through the government's use of arbitrary detention, torture,
and deprivation of life without due process.” In particular, “[s]ecurity forces under the
government’s control committed acts of politically motivated violence and repression, including
torture, beatings, and rape. The government administered severe officially sanctioned
punishments, including amputation and flogging. Security forces arbitrarily arrested and detained
individuals, often holding them incommunicado.”
47.

The State Department further noted that “[t]he UN special rapporteur for human

rights in Iran noted in his October [2011] report that at least 83 persons, including three political
prisoners, were known to have been executed in January alone.” In addition, “[h]uman rights
activists reported that the government executed an average of two persons a day during the first
six months of [2011]” and “exiles and human rights monitors alleged that many persons
supposedly executed for criminal offenses such as narcotics trafficking were actually political
dissidents.” Iranian “law criminalizes dissent and also applies the death penalty to offenses such
as ‘attempts against the security of the state,’ ‘outrage against high-ranking officials,’ ‘enmity
towards god,’ and ‘insults against the memory of Imam Khomeini and against the supreme leader
of the Islamic Republic.’”
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48.

The State Department further reported that in 2011 “[a]rbitrary arrest was a

common practice [in Iran] and was used by authorities to spread fear and deter activities deemed
against the regime.” The State Department relied on a study from International Campaign for
Human Rights in Iran (ICHRI), which concluded that “an estimated 500 persons were arbitrarily
detained [in Iran in 2011] for peaceful activities or the exercise of free expression, and another
500 prisoners of conscience had been sentenced to lengthy prison terms following unfair trials.”
The State Department Human rights report further noted that detainees in Iran face a high risk of
physical violence and abuse while incarcerated.
6.

49.

Assange Endangered Many Chinese Nationals by Outing
Them as Having Provided Information to the United States

The State Department’s persons-at-risk task force identified many individuals in

China whose lives and freedom were endangered by Assange’s publication of the unredacted
State Department cables. The Superseding Indictment describes one of those cables as follows:
Classified Document A3 was a 2009 State Department cable discussing issues
related to ethnic conflict in China. Classified Document A3 named a human source
of information located in China and indicated that the source’s identity needed to
be protected. Classified Document A3 was classified at the SECRET level.
50.

Assange placed in extreme danger the above-referenced individual, along with

many other people in China whom Assange named as having provided information to U.S.
diplomats. According to State Department personnel with expertise in China, the Chinese
regime in 2011 and continuing to the present, is repressive. In addition, the Chinese intelligence
services are vast, well-resourced, and focused on internal dissent, especially dissent from ethnic
and religious minorities in the western provinces. Chinese nationals who spoke to the United
States without authorization faced reprisal.
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51.

According to the State Department's 2011 Human Rights report on China, 2011

saw confirmed “[d]eterioration in key aspects of the country’s human rights situation” where
“[r]epression and coercion, particularly against organizations and individuals involved in rights
advocacy and public interest issues, were routine.” “Efforts to silence political activists and
public interest lawyers were stepped up, and, increasingly, authorities resorted to extralegal
measures including enforced disappearance, ‘soft detention,’ and strict house arrest, including
house arrest of family members, to prevent the public voicing of independent opinions.”
Moreover, “[t]he authorities continued severe cultural and religious repression of ethnic
minorities in Xinjiang Uighur Autonomous Region (XUAR) and Tibetan areas.” The country
also saw “extrajudicial killings, including executions without due process; enforced
disappearance and incommunicado detention, including prolonged illegal detentions at unofficial
holding facilities known as ‘black jails’; torture and coerced confessions of prisoners; detention
and harassment of lawyers, journalists, writers, [and] dissidents.” In particular, the 201l State
Department Human Rights Report on China specified that “[d]uring the year security forces
reportedly committed arbitrary or unlawful killings.”
52.

The State Department further reported that as of 2011, “[t]ens of thousands of

political prisoners remained incarcerated [in China], some in prisons and others in RTL
[Reeducation Through Labor] camps or administrative detention” and that in 2011 “[a]uthorities
arrested persons on allegations of revealing state secrets, subversion, and other crimes as a means
to suppress political dissent and public advocacy.” NGOs estimated that in China in 2011 alone
“approximately 50 human rights activists and lawyers were formally arrested or placed under
extralegal detention, up to 200 people were placed under house arrest, and 15 were charged with
‘inciting subversion of state power.’” The Committee to Protect Journalists reported in 2011 that
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there were at least “27 known journalists imprisoned in [China], 10 were Tibetan and six were
Uighur.” Moreover, “[t]here were widespread reports of activists and petitioners being
committed to mental health facilities and involuntarily subjected to psychiatric treatment for
political reasons.”
53.

The State Department reported that religious and ethnic minority were particularly

vulnerable in China. In 2011, “[t]he government continued to repress Uighurs expressing
peaceful political dissent and independent Muslim religious leaders” and “Uighurs continued to
be sentenced to long prison terms, and in some cases executed without due process, on charges
of separatism and endangering state security.”
54.

The 2011 State Department Human Rights Report on China further noted that

detained political prisoners were at increased risk of violence: “Although ordinary prisoners were
subjects of abuse, political and religious dissidents were singled out for particularly harsh
treatment. In some instances close relatives of dissidents were singled out for abuse”
and “[c]onditions in penal institutions for both political prisoners and criminal offenders were
generally harsh and often degrading.” Indeed, “[b]eating deaths occurred in administrative
detention and RTL facilities” and “[d]etainees reported beatings, sexual assaults, lack of proper
food, and no access to medical care.”
7. Assange Endangered Many Syrians by Outing
Them as Having Provided Information to the United States
55.

The State Department’s persons-at-risk task force identified many individuals in

Syria whose lives and freedom were endangered by Assange’s publication of the unredacted
State Department cables described above. The Superseding Indictment describes two such cables
as follows:
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a. Classified Document A4 was a 2009 State Department cable discussing relations
between Iran and Syria. Classified Document A4 named human sources of
information located in Syria and indicated that the sources’ identities needed to be
protected. Classified Document A4 was classified at the SECRET level; and
b. Classified Document A5 was a 2010 State Department cable discussing human
rights issues in Syria. Classified Document A5 named a human source of
information located in Syria and indicated that the source’s identity needed to be
protected. Classified Document A5 was classified at the SECRET level.
56.

Assange placed in extreme danger the above-referenced individuals, along with

the other Syrians whom Assange named as having provided information to U.S. diplomats.
According to State Department diplomats with expertise in Syria, the Syrian regime in 2011 and
continuing to the present, is repressive. Syrians who spoke to the United States without
authorization faced reprisal.
57.

According to the State Department’s 2011 human rights report on Syria, the

regime used “massive attacks and strategic use of citizen killings as a means of intimidation and
control” over the population. Indeed, in 2011 alone, “there were thousands of reports of arbitrary
or unlawful deprivation of life, many as a result of government actions against peaceful
prodemocracy protesters.” “The vast majority of disappearances reported by activists, human
rights observers, and international NGOs appeared to be politically motivated” as “[t]he regime
targeted critics and antigovernment protesters.”
58.

Those detained in Syria remained in serious physical risk as “[t]he government

also reportedly tortured detainees to death.” In particular, “[a]n August 31 [2011] Amnesty
International (AI) report detailed extrajudicial killings in detention facilities,” and “not[ed] at
least 88 deaths were reported to AI between April 1 and 15 and that there was evidence that
torture caused or contributed to death in at least 52 cases.” In sum, the State Department’s 2011
Human Rights Report for Syria concluded that “[h]arsh and life-threatening prison conditions
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were common, especially after arrests stemming from the protests caused a substantial increase
in the prison and detention center population.”
59.

The State Department 2011 Human Rights Report on Syria further concluded that,

“[o]ther serious problems included disappearances; torture and abuse; poor prison and detention
center conditions; arbitrary arrest and detention; denial of fair public trial; arbitrary interference
with privacy; and lack of press, Internet, and academic freedom.” And, “[a]s in previous years,
government forces [in 2011] detained, arrested, and harassed journalists and other writers for
works deemed critical of the state.”
8.

60.

Assange Endangered Foreign Police and Military Who Received
Counter-Narcotics and Counter-Terrorism Training from the United States

The State Department cables that Assange published in unredacted form contained

hundreds of “Leahy Vetting Requests.” The term “Leahy law” refers to two U.S. statutory
provisions prohibiting the U.S. Government from using funds for assistance to units of foreign
security forces where there is credible information implicating that unit in the commission of
gross violations of human rights. One statutory provision applies to the State Department and
the other applies to the Department of Defense. The State Department Leahy law was made
permanent under section 620M of the Foreign Assistance Act of 1961, 22 U.S.C. § 2378d, see
https://www.state.gov/leahy-fact-sheet/.
61.

In cases where an entire unit is designated to receive assistance, the State

Department vets the unit and the unit’s commander. When an individual security force member is
nominated for U.S. assistance, the State Department vets that individual as well as that
individual's unit. Vetting begins in the unit’s home country, where the U.S. embassy conducts
consular, political, and other security and human rights checks. Frequently, an additional review
is conducted by analysts at the State Department in Washington, D.C. The State Department
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evaluates and assesses available information about the human rights records of the unit and the
individual, reviewing a full spectrum of open source and classified records. See
https://www.state.gov/leahy-fact-sheet/.
62.

As part of the Leahy vetting process, the embassies frequently send cables called

“Leahy Vetting Request” to the State Department in Washington, D.C. WikiLeaks published
many of these “Leahy Vetting Requests” without redaction. Often, these requests were less than
a page and simply provided the full name and personal identifying information of the person
being vetted, including date of birth; gender; military identification number, if applicable; place
of birth; position; and organization. The cables would then note something to the effect that “Post
possesses no credible evidence of gross violations of human rights by the individuals listed
below and requests that the department conduct Leahy vetting check.”
63.

By publishing the names and personal identifying information of particular

individuals who received counter-terrorism and/or counter-narcotics training from the United
States, Assange put those individuals at grave risk.
64.

Indeed, based on information provided to the United States government, the

United States assessed that violent non-state groups have attempted to use WikiLeaks disclosures
to identify and target military and/or police in their country who were engaged in
counter-terrorism and/or counter-narcotics operations.
9. Assange’s Disclosures Caused Harm to the State
Department’s Ability To Report On Human Rights Abuses
65.

At the Manning court martial, Ambassador Michael Kozak, who led the State

Department’s WikiLeaks Person at Risk Task Force, testified that the WikiLeaks disclosures had
caused, and would continue to cause, a chilling effect on dissidents and human rights activists
around the world, making them afraid to report human rights abuses to U.S. embassies.
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Ambassador Kozak reported that WikiLeaks caused incredible harm to “the credibility of the
United States.” He described U.S. diplomats seeking to report on human rights abuses as “in the
same position as newspaper reporters” in that “if you go out and reveal all your sources every
time, not too many people will talk to you.” Ambassador Kozak further testified that the
WikiLeaks disclosures have “meant that some people, some activists in a democracy and human
rights field … are no longer active. So that’s had an obvious effect on those particular countries
where those individuals came from, that you just lost some leaders in that field.” Ambassador
Kozak added that some human rights activists living under repressive regimes have told him
personally that WikiLeaks has made them “nervous” about reporting human rights abuses to the
U.S. embassy in the future. Other State Department personnel similarly reported that the
WikiLeaks disclosures caused a reduced willingness of dissidents and human rights activists in
repressive regimes to report abuses and other valuable information to the United States.
C.
66.

If Assange is Extradited, He Can Challenge the Superseding
Indictment Before Independent Federal Judges and a Jury
The United States established three equal and independent branches of

government to provide a system of checks and balances against unjust decision-making. In the
United States, federal judges (the judicial branch) are nominated by the president (the executive
branch) and confirmed by the Senate (the legislative branch). The Constitution guarantees that
federal judges who have been nominated by the president and confirmed by the Senate “shall
hold their offices during good behavior.” U.S. Const. Art. III, Sec. 1. In practice, this guarantee
provides federal judges with life-tenure, and insulates them from political interference. See
Federalist Paper, No. 78 (A. Hamilton) (“The standard of good behavior for the continuance in
office of the judicial magistracy, is certainly one of the most valuable of the modern
improvements in the practice of government. In a monarchy it is an excellent barrier to the
26

121

despotism of the prince; in a republic it is a no less excellent barrier to the encroachments and
oppressions of the representative body. And it is the best expedient which can be devised in any
government, to secure a steady, upright, and impartial administration of the laws.”). Indeed,
courts in the United States have a long history of independent and impartial decision-making,
dating back to the Supreme Court’s decision in Marbury v. Madison in 1803.
67.

If Assange is extradited, he will have an opportunity to challenge the charges in

the superseding indictment. Any such challenge would be decided by independent federal judges
– first at the trial level, and then upon appeal. Assange would have one appeal as of right, and
other discretionary appeals up to the United States Supreme Court. See Title 28, United Section
Code, Section 1291; U.S. Supreme Court Rule 10.
68.

For example, Assange could file a pre-trial motion to challenge the superseding

indictment on the basis of selective prosecution. To succeed on such a motion, Assange would
have to demonstrate that “the prosecution had a discriminatory effect and that it was motivated
by a discriminatory purpose.” Wayte v. United States, 470 U.S. 598, 608 (1985). Meeting this
heavy burden requires the defendant to establish both (1) that “he has been singled out while
others similarly situated have not been prosecuted; and (2) that the decision to prosecute was
invidious or in bad faith, i.e., based upon such impermissible considerations as race, religion, or
the desire to exercise his constitutional rights.” United States v. Greenwood, 796 F.2d 49, 52 (4th
Cir. 1986).
69.

Assange also would have the opportunity to challenge the superseding indictment

on the basis that his conduct was protected by the free speech provisions of the First Amendment
to the U.S Constitution. Similarly, to the extent Assange believes that Title 18, United States
Code, Sections 793 or 1030 is unconstitutionally vague, as the Shenkman Affidavit appears to
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assert, see Shenkman Aff. ¶¶ 29, 35, 41, he could challenge those laws and their application to
him as “void-for-vagueness” under the Fifth Amendment to the U.S. Constitution. A statute is
unconstitutionally vague if it fails to provide a person of ordinary intelligence fair notice of what
is prohibited, or is so standardless that it authorizes or encourages seriously discriminatory
enforcement.
70.

Assange could assert the above-mentioned arguments in a number of ways. He

could file pre-trial motions with the trial judge, motions following closure of the government’s
direct case at trial, and again following the closure of all evidence in his case. If convicted, he
would have a right to appeal these rulings once as of right to an appellate court as well as
discretionary appeals up to the United States Supreme Court.
71.

To be clear, the United States has arguments against these potential challenges to

the superseding indictment, and does not believe that they would have any merit; otherwise, it
would not have proceeded with the charges. Without binding the United States to any position
here, however, we could advance a number of arguments in response to those challenges. For
example, concerning selective prosecution, the United States could argue that because of
Assange’s unprecedented conduct, there are no other similarly situated individuals, and even if
there were, there was no invidious decision to prosecute. Concerning any First Amendment
challenge, the United States could argue that foreign nationals are not entitled to protections
under the First Amendment, at least as it concerns national defense information, and even were
they so entitled, that Assange’s conduct is unprotected because of his complicity in illegal acts
and in publishing the names of innocent sources to their grave and imminent risk of harm. See
also paragraphs 7-9 (summarizing relevant First Amendment Law). Concerning any void-forvagueness claim, the United States could point out that courts are not to expect statutes to
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provide “[p]erfect clarity and precise guidance.” Williams, 553 U.S. at 304; see also United
States v. Saunders, 828 F.3d 198, 207 (4th Cir. 2016) (“[A] statute need not spell out every
possible factual scenario with ‘celestial precision’ to avoid being struck down on vagueness
grounds.”). Moreover, I am confident that our use of the grand jury in this investigation was
proper, as explained in Section V, below. Regardless of the arguments the United States will
ultimately assert, however, what is important here is that Assange will have an opportunity to
challenge the alleged facts before an independent jury, and challenge the law supporting the
charges in the superseding indictment before independent United States courts. Those courts are
most familiar with the nuances of United States law, and are best suited to address any legal or
constitutional challenges that Assange may have to his prosecution.
II. Any Bias Among Potential Jurors Can Be Ferreted Out Through the
Robust Jury Selection Process Employed in United States Federal Courts
72.

If he is extradited to the United States, Assange will be afforded the right to

require the government to prove the charges against him to a unanimous and impartial jury
beyond a reasonable doubt. Assange has claimed, however, that he will not receive a fair trial in
the U.S. District Court for the Eastern District of Virginia, because of alleged negative statements
about him that have been publically reported and because of the nature of the jury pool in the
Eastern District of Virginia, which is alleged to have a large number of government workers
and/or government contractors. In response, I summarize here some of the rules and procedures
employed by U.S. federal courts to ensure that a potential juror is not influenced by exposure to
pretrial publicity or by the juror's employer.
73.

The Sixth Amendment to the Constitution of the United States guarantees that in

all criminal prosecutions, the defendant shall enjoy the right to trial by an impartial jury. Even
pervasive and adverse pretrial publicity, however, need not lead to an unfair trial. See, e.g.,
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United States v. Skilling, 561 U.S. 368, 384 (2010) (widespread negative coverage about Enron
did not prevent a former Enron executive from receiving a fair trial).
74.

It is not uncommon in the course of voir dire for a venire member to disclose

familiarity with a case by virtue of pre-trial publicity. Indeed, this occurs just as often in locally
notorious cases as in cases of national interest. See, e.g., United States v. John Walker Lindh, 212
F. Supp. 2d 541, 549 (E.D. Va. 2002) (regarding the selection of a jury for an American captured
in Afghanistan fighting for the Taliban). Yet, what ultimately matters to a U.S. judge is not
simply whether a potential juror has heard or read about a case, but whether a prospective “juror
can lay aside his impression or opinion and render a verdict based on the evidence presented in
court.” Irvin v. Dowd, 366 U.S. 717, 722–23 (1961). As the United States Supreme Court stated
in Irvin:
To hold that the mere existence on any notion as to the guilt or innocence
of an accused, without more, is sufficient to rebut the presumption of a
prospective juror’s impartiality would be to establish an impossible
standard. It is sufficient if the juror can lay aside his impression or
opinion and render a verdict based on the evidence presented in court.
Id. at 723.
75.

If Assange is extradited to face trial in the United States, the district judge would

conduct a thorough voir dire of all potential jurors, in the presence of attorneys for both the
government and the defendant, to ensure the selection of a fair and impartial jury that is able to
set aside any pre-conceived notions regarding this case, and to render an impartial verdict based
solely on the evidence presented in the case and the district court’s instructions of law.

Only

those prospective jurors found to be capable of fair and impartial jury service after careful voir
dire will be declared eligible to serve as jurors. See Lindh, 212 F. Supp. 2d at 552. The
defendant can challenge any number of jurors for good cause. Moreover, even if the district court
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judge disagrees that such good cause exists, the defendant will be entitled to challenge ten jurors
without any cause at all (other than race or sex). Flowers v. Mississippi, 139 S. Ct. 2228, 2243
(2019); Fed. R. Crim. P. 24(b)(2). These without cause challenges are known as “peremptory
challenges.”
76.

The U.S. District Court for the Eastern District of Virginia in particular has been

the venue for many high profile criminal trials, including trials of defendants accused of crimes
involving national security. Past experience provides reasonable assurance that a sufficient
number of qualified, impartial jurors would be identified as a result of the voir dire in this case.
See Lindh, 212 F. Supp. 2d at 552. After all, a jury seated in this district refused to return the
death verdict sought by the United States against Zacharias Moussaoui, who pleaded guilty to the
conspiracy to murder thousands of Americans on 9/11, even though as part of that conspiracy, a
hijacked airliner was crashed into the Pentagon, just a few miles away from the very courthouse
in which the jury sat. See United States v. Moussaoui, 591 F.3d 263, 265 (4th Cir. 2010).
77.

Any potential for prejudice in this case is also mitigated by the large size of the

jury pool in Northern Virginia. Mu’Min v. Virginia, 500 U.S. 415, 429 (1991). After all, more
than 1,100,000 people reside in Fairfax County, and Fairfax is but one county in the Alexandria
Division of the Eastern District of Virginia. See Country of Fairfax, Virginia, Demographic
Reports (2019), https://www.fairfaxcounty.gov/demographics/sites/demographics/files/assets/
demographicreports/fullreport.pdf; see also Gentile v. State Bar of Nev., 501 U.S. 1030, 1044
(1991) (noting that there is a reduced likelihood of prejudice where venire was drawn from a
pool of over 600,000 individuals); United States v. Taylor, 942 F.3d 205, 223 (4th Cir. 2019)
(noting that the likelihood of prejudice from extensive pretrial publicity was reduced by the fact
that the City of Baltimore had a population of approximately 620,000).
31

126

78.

All prospective jurors in this case will be questioned carefully as to what they

have seen, read, or heard about the case and whether they have formed any opinions or
impressions. No juror will be qualified to serve unless the district judge is satisfied that the juror
is (i) able to put aside any previously formed opinions or impressions, (ii) prepared to pay careful
and close attention to the evidence as it is presented in the case, and finally (iii) able to render a
fair and impartial verdict, based solely on the evidence adduced at trial and the district court’s
instructions of law. See Lindh, 212 F. Supp. 2d at 549.
79.

The district judge will follow a similar process to determine whether any potential

jurors would be biased based on their employment by the U.S. government or a government
contractor. “A juror employed by the government is not disqualified from a case in which the
government is a party simply by reason of his employment. To challenge for cause, a party must
show 'actual partiality growing out of the nature and circumstances of [the] particular case.'”
United States v. Tibesar, 894 F.2d 317, 319 (8th Cir. 1990) (citations omitted). See Zia Shadows,
L.L.C. v. City of Las Cruces, 829 F.3d 1232, 1246–47 (10th Cir. 2016) (a juror employed by the
government could be disqualified if the juror's answers "establish actual bias").
80.

The district judge will ask questions to ascertain whether any prospective juror’s

employment would render such juror incapable of being fair in a case in which the U.S.
government is a party. Further, the judge will ask questions to determine whether any
prospective juror can put aside pre-existing views about the U.S. government, and decide the
case based purely on the evidence and the instructions from the judge. In any event, if Assange
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believes that a juror determined by the judge to be qualified to serve is, in fact, biased against
him, he can exercise one of his ten peremptory challenges to strike the juror without cause. 2
81.

The particular practices that judges in our district use to select jurors vary, but all

act to ensure that the jurors ultimately selected are able to render a fair and impartial verdict.
For example, in a highly publicized terrorism case in which I was involved, the judge ordered the
parties to submit a proposed jury questionnaire. Four days before jury selection started, the
judge used the submissions of the parties to craft a detailed questionnaire and provide it to an
unusually large jury pool of 120 prospective jurors. Upon the basis of the answers to the
questionnaire and individualized voir dire that occurred over two days, the district judge
ultimately found 27 prospective jurors to be qualified. After the parties exercised peremptory
challenges, a jury of 12 jurors and two alternates were seated to hear the evidence in the case.
III. Conditions of Confinement in the United States
82.

Following extradition, Assange will be brought before a federal magistrate judge

“without unnecessary delay,” which, in practice, typically means the same day as he arrives in
the country, or the following day. See Federal Rule of Criminal Procedure 5(a)(1)(A). At the
initial hearing, the magistrate judge will ensure Assange is represented by counsel, and set a time
for a detention hearing to determine if pretrial detention is lawful and necessary. If Assange is
ordered to be detained, the United States Marshals Service ("USMS") will be responsible for
housing him pre-trial, and, if he is convicted, until he is sentenced. If he is held in custody pretrial, Assange will likely be held in the William G. Truesdale Adult Detention Center (“ADC”) in
Alexandria, Virginia. The ADC houses federal prisoners through a contract with the USMS. In

2

In contrast, in the U.S. District Court for the Eastern District of Virginia, the
government is traditionally only allowed six “peremptory challenges.” See Federal Rule of
Criminal Procedure 24(b)(2).
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2018, the ADC housed an average of 373 inmates in 2018. Of these, roughly one-third were
federal prisoners. The ADC is one of approximately 38 correctional facilities nationwide to be
accredited by the American Correctional Association, the Commission on Accreditation for Law
Enforcement Agencies, and the National Commission on Correctional Health Care.
83.

If and when Assange arrives in the ADC, he will initially be held in the booking

area of the facility. ADC staff will interview Assange to determine where he should be placed in
the ADC. ADC staff will also complete a risk assessment to determine any risks to Assange from
his detention. Using an objective point scale, the ADC staff will make a recommendation about
where Assange should be housed. He will then be assigned to the appropriate housing
unit. There is no solitary confinement in the ADC. The seven housing categories are:
General Population;
Administrative Segregation;
Disciplinary Segregation and Pre-Hearing Segregation (the latter of which is
used for inmates who are charged with but not yet found guilty of violating a
Detention Center rule);
Medical Segregation;
Protective Custody; and
Critical Care Mental Health Unit.
84.

It is possible Assange could be placed in protective custody because of his

notoriety. Protective custody is a classification for inmates who need protection from other
inmates. Inmates in protective custody are not permitted to attend programs with general
population inmates, but they do receive all Detention Center services, unless their presence
causes a safety or security risk to the inmate or the facility.
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85.

It also is possible that Assange could be placed in administrative segregation

status if, for example, he presents a safety risk to himself. For that to happen, the ADC would
have to find that one or more of the following factors was present:
During a prior incarceration, the inmate participated in an incident that posed a
safety or security risk;
The inmate is a safety risk to other inmates, prison staff, or one’s self;
The inmate is a security risk to the ADC;
The ADC staff has concerns about the inmate’s adjustment to incarceration;
The inmate has an extensive criminal history or a serious charge; and/or
The ADC does not have sufficient information about an inmate to make an
informed housing decision because, for example, the inmate does cooperate in the
intake and admission process.
86.

Inmates in administrative segregation are housed in their cells for a maximum of

22 hours per day. They receive breaks according to an established break schedule. The inmates
typically use these breaks to make personal telephone calls and attend to hygiene needs. Inmates
in administrative segregation are able to attend three programs, including programs with general
population inmates, per week. They also receive all ADC services. By contrast, inmates in
protective custody are only permitted to interact with other inmates in protective custody.
Inmates in administrative segregation do not have to choose between receiving their break and
participating in a program. Prison staff assess inmates in administrative segregation or on special
protocols daily. In addition, the ADC’s Inmate Management team meets weekly. The Inmate
Management team comprises members from the following divisions: Security, Medical,
Classification, and Mental Health. The ADC may choose to restrict programs or services if its
staff determines at intake, or at any other time, that participating in a program or receiving a
service poses a safety or security risk.
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87.

Typically, there are several inmates in administrative segregation. Inmates in

administrative segregation are able to speak to one other through the doors and windows of their
cells. Additionally, if it is safe to do so, they may be in a day-room at the same time as other
inmates. Moreover, placement in administrative segregation has no impact on an inmate’s ability
to meet with his or her lawyer.
88.

I am aware that Assange has raised an issue as to his mental health and that it is

anticipated that he will be subject to further medical examination on behalf of the United States.
I will, therefore, describe the general context of the provision of medical care to prisoners in the
ADC.
89.

Like all facilities used by the USMS, the ADC is required to provide full medical

care to prisoners. This care includes medical, dental, and mental health care. Prisoners routinely
receive care for chronic conditions within the ADC. All outside medical care must be preapproved by the USMS, based upon established health standards. In the event of an emergency,
the detention facility must proceed immediately with medical treatment. If necessary, prisoners
in need of urgent care are immediately transported to the hospital.
90.

If necessary, I can provide more detailed information regarding mental health

treatment and suicide prevention protocols at the ADC and in penitentiaries of the United States
Bureau of Prisons (“BOP”). For now, I offer the following general information. At intake in the
ADC, all inmates are assessed for risk of suicide. If the ADC staff determines, at intake or at any
other time, that an inmate poses a risk of suicide, he will be placed in the suicide protocol. The
ADC staff will consider, among other things, any mental health diagnoses and whether an inmate
has communicated suicide concerns verbally or has taken actions consistent with attempting
suicide.
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91.

The suicide protocol is as follows. The inmate is provided a safety smock and a

safety blanket, placed on suicide watch, and evaluated by a mental health professional as soon as
possible. If the inmate communicates a suicide plan or takes actions consistent with attempting
suicide, the case is deemed acute. In acute cases, inmates are watched by a prison staff member
one-on-one and continuously. In non-acute cases, inmates are checked by a prison staff member
every 15 minutes. In both circumstances, inmates also are monitored through cameras.
Prisoners on suicide watch are visited by mental health staff daily, and a psychologist three times
per week. Only a psychologist can remove an inmate from the suicide protocol.
92.

To determine whether the ADC meets basic criteria related to conditions of

confinement and is suitable for use by the USMS, the USMS inspects the ADC annually. The
USMS inspection process includes reviewing the ADC's average detainee population and staffing
data; security; use of force; hygiene and sanitation; availability of medical care; availability of
suicide prevention; and legal access and visitation. The ADC was last inspected by USMS
personnel on August 5, 2019, and found to be in compliance. The Commonwealth of Virginia
also conducts annual inspections of the ADC. The Virginia Department of Corrections last
inspected the ADC from July 23-25, 2019. The Virginia Department of Corrections found the
ADC to be in compliance with its standards. The USMS relies on the Commonwealth’s
inspections, in addition to its own, to determine whether to hold prisoners at the ADC.
93.

During the last inspection period, which began in August 2017, there were no

suicides in the ADC.
94.

Inmate classification decisions are subject to appeal by an inmate. To appeal,

Assange would send an Inmate Request Form to the captain of the Security Division. In
addition, defendants are permitted to raise issues regarding the conditions of their pretrial
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confinement with the district court judge presiding over their criminal case. In sum, there are
procedural protections in place for pretrial detainees.
95.

It is possible that Assange would be subjected to special administrative measures

(“SAMs”) during pretrial detention and, if he is convicted, during any period of incarceration.
See 28 Code of Federal Regulations ("C.F.R.") § 501.2. There are two categories of special
administrative measures, both of which are described in the C.F.R. 28 C.F.R. § 501.2 governs
those measures intended for the protection of national security information, and 28 C.F.R.
§ 501.3 governs those measures based on violence or terrorism concerns. Based on my
knowledge of this case and my experience as a prosecutor, any special administrative measures
imposed in this case would likely be imposed under Section 501.2.
96.

In order for the Attorney General to direct a warden to impose these special

administrative measures, the head of a member agency of the United States intelligence
community must certify that the unauthorized disclosure of classified information would pose a
threat to the national security, and that there is a danger that the inmate will disclose such
information. The special administrative measures must be “reasonably necessary to prevent
disclosure of classified information that would pose a threat to the national security if the inmate
disclosed such information.” Id. In other words, special administrative measures are not
punitive. Rather, they must be tailored to protect the information at issue.
97.

Special administrative measures may include restricting social visits, mail

privileges, phone calls, access to other inmates and to the media, as well as placing an inmate in
administrative segregation. Regulations generally exempt from monitoring correspondence,
calls, and contacts between the inmate and his attorney. The implementing official, at the
direction of the Attorney General, determines the period of time an initial special administrative
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measure is imposed, up to one year. Id. The implementing official may also extend such special
administrative measures in increments of time not to exceed one year. An extension requires,
however, that the intelligence community certifies that there is a continued danger that the
inmate will disclose classified information and that the unauthorized disclosure would pose a
threat to the national security.
98.

The affected inmate will receive written notification of the restrictions imposed

and the basis for these restrictions. The bases set forth in the notification may be described as in
the interest of prison security or safety, national security, or to protect against acts of violence or
terrorism. In addition, the inmate must sign for and receive a copy of the notification. See 28
C.F.R. §§ 501.2(b), 501.3(b). Similar inmate notification and acknowledgment are also required
for a renewal.
99.

An affected inmate may challenge the imposed special administrative measures

through the Administrative Remedy Program, 28 C.F.R. part 542. See 28 C.F.R. §§ 501.2(d),
501.3(e). An inmate who has exhausted all administrative remedies may challenge those special
administrative measures in federal court. Yousef v. Reno, 254 F.3d 1214, 1222 (10th Cir. 2001).
100.

If Assange is convicted, then following his sentencing, the BOP will designate

him to an appropriate facility for service of any sentence of incarceration. The BOP has sole
authority to designate the place of confinement for federal prisoners. See 18 U.S.C. § 3621. By
statute, the BOP is required to consider the type of offense; the length of sentence; the
defendant’s age; the defendant’s release residence; the need for medical or other special
treatment; any placement recommendation made by the court; and guidance issued by the United
States Sentencing Commission. Id. Once a prisoner is designated, the USMS will transport the
prisoner to the designated facility. The USMS will prepare a transportation package that contains
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information regarding the prisoner’s physical and mental health as well as any potential alert
notifications, including suicidal tendencies. Upon arrival at the designated BOP facility, the staff
will conduct an intake screening and obtain the necessary information to further classify the
prisoner, so that he is housed and managed in accordance with BOP guidelines and any special
needs the prisoner may have.
101.

Upon direction of the Attorney General, the Director of the BOP may authorize a

warden to implement special administrative measures. Such measures and processes related to
their implementation are the same as those discussed in the section above regarding pretrial
detention. Even if SAMs are not imposed, existing BOP regulations and policies constrain, to
varying degrees, an inmate’s communications and contacts. Under BOP regulations, all
incoming correspondence potentially is subject to monitoring, 28 C.F.R. § 540.12, as are all
phone calls, 28 C.F.R. § 540.102. All visits also are monitored, although the intensity of the
monitoring depends on the security level of the facility. BOP regulations generally exempt from
monitoring correspondence, calls, and person contacts between the inmate and his attorney.
102.

Not all inmates who are under special administrative measures are housed at the

Administrative Maximum Security United States Penitentiary (“ADX”), although many are. For
example, prisoners under SAMs may be housed at a medical facility if necessary. There also may
be other circumstances that result in a prisoner subject to such special administrative measures
being housed at a facility other than ADX.
103.

If he is sentenced to a period of incarceration, it is possible that Assange will be

placed under special administrative measures for at least a portion of his sentence. As outlined
above, such measures are imposed on a case-by-case basis using a number of different factors. It
also is possible that the government will not seek to impose SAMs on Assange, but otherwise
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seek to limit and monitor his visits and communications. If that is the case, Assange may be
designated to a facility with a Communications Management Unit (“CMU”). There currently are
two prisons with CMUs, and neither of these prisons is ADX.
104.

CMUs house inmates who, due to their offense of conviction, offense conduct, or

other verified information, require increased monitoring of their communications. Designation
to a CMU is not punitive. In accordance with the Code of Federal Regulations, “A CMU is a
general population housing unit where inmates ordinarily reside, eat, and participate in all
educational, recreational, religious, visiting, unit management, and work programming, within
the confines of the CMU. Additionally, CMUs may contain a range of cells dedicated to
segregated housing of inmates in administrative detention or disciplinary segregation status.” 28
C.F.R. 540.200(b). Inmates may be designated to a CMU if evidence of the following exists:
(a) The inmate's current offense(s) of conviction, or offense conduct, included
association, communication, or involvement, related to international or domestic
terrorism;
(b) The inmate's current offense(s) of conviction, offense conduct, or activity
while incarcerated, indicates a substantial likelihood that the inmate will
encourage, coordinate, facilitate, or otherwise act in furtherance of illegal activity
through communication with persons in the community;
(c) The inmate has attempted, or indicates a substantial likelihood that the inmate
will contact victims of the inmate's current offense(s) of conviction;
(d) The inmate committed prohibited activity related to misuse or abuse of
approved communication methods while incarcerated; or
(e) There is any other substantiated/credible evidence of a potential threat to the
safe, secure, and orderly operation of prison facilities, or protection of the public,
as a result of the inmate's communication with persons in the community.
28 C.F.R. § 540.201.
105.

Inmates receive written notice of the initial designation to a CMU. The

designation is reviewed regularly by the inmate’s Unit Team, and the inmate is provided “notice
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and an opportunity to be heard, in accordance with the Bureau’s policy on Classification and
Program Review of Inmates.” Id. § 540.202. “The inmate may challenge the CMU decision,
and any aspect of confinement therein, through the Bureau’s administrative remedy program.”
Id. The restrictions in a CMU vary but include limitations on written correspondence and
electronic messages, telephone communications, as well as visits. See §§ 540.203-205. If
requested, I can provide more detail on the specifics of these limitations. Inmates in CMUs are
permitted to communicate and visit with their attorneys as necessary in furtherance of litigation.
106.

As noted above, SAMs are reviewed annually. Likewise, an inmate’s designation

is reviewed at least once every six months. Specific to ADX, inmates who demonstrate periods
of clear conduct and positive institutional adjustment, may progress from the General Population
Units to the Intermediate, Transitional, and Pre-Transfer Units. Those inmates successful in the
Pre-Transfer Unit may transfer out to an appropriate BOP facility. The types of privileges
afforded to the inmates are determined by their housing unit assignments in this stratified system,
or program. It will take an inmate a minimum of 36 months to work his way through the
stratified system of housing. The minimum stay in a General Population Unit is 12 months; the
minimum stay in an Intermediate Unit is six months; the minimum stay in a Transitional Unit is
six months; and the minimum stay in a Pre-Transfer Unit is 12 months.
107.

As noted above, I understand that Assange is to be examined on behalf of the

United States in relation to his mental health. Given that such examination is outstanding, I will
not address here any issues that might arise as to his access to mental health care in the event that
he is convicted.
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IV.

Access to and Use of Evidence and Classified Materials in U.S. Federal Court

108.

Contrary to his claims, Assange’s defense team will not be severely limited in its

access to material necessary to prepare for trial. Under Rule 16 of the Federal Rule of Criminal
Procedures, the U.S. government is obligated to produce, inter alia, “any relevant written or
recorded statements of the defendant.” Fed. R. Crim. P. 16(a)(1)(B). The government also must
permit the defendant to inspect and copy materials such as books, papers, documents, and data
that are in the government’s possession if “(i) the item is material to preparing the defense; (ii)
the government intends to use the item in its case-in-chief at trial; or (iii) the item was obtained
from or belongs to the defendant.” Id. 16(a)(1)(E). The government is also required to produce
information that is exculpatory, see Brady v. Maryland, 373 U.S. 83 (1963); information that can
be used to challenge a witness’s credibility, see Giglio v. United States, 405 U.S. 150 (1972); and
prior statements of any government witnesses, see 18 U.S.C. § 3500; Fed. R. Crim. P. 26.2.
These obligations exist in all cases, regardless of whether the information is classified.
109.

To fulfill its discovery obligations in this case, we expect to provide defense

counsel with classified information. Further, we expect that the defendant will retain counsel
who have or can obtain security clearances, or that the court will appoint counsel with security
clearances. These attorneys, commonly referred to as “cleared counsel,” are authorized to
receive and review discoverable classified material.
110.

As a practical matter, Assange will be able to review certain classified information

that has been disclosed by the prosecution in accordance with its discovery obligations. The
federal courthouse in Alexandria, Virginia has several secure classified information facilities
(“SCIFs”) that are designated for use by defense counsel. The SCIFs contain safes for the
storage of hard copy documents as well as computers to review electronic evidence. The federal
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courthouse is approximately one-half mile from the ADC, and defendants in national security
cases are routinely transported to-and-from the defense SCIFs so that they can prepare for trial.
Nevertheless, some classified information may be provided only to cleared counsel and not to the
defendant.
111.

The Classified Information Procedures Act (“CIPA”), Title 18, United States

Code, App. 3, governs the use of classified information in a criminal prosecution. CIPA is a
procedural statute; it does not change the government’s discovery obligations or alter the rules of
evidence. See, e.g., United States v. Sedaghaty, 728 F.3d 885, 903 (9th Cir. 2013); United States
v. Wilson, 750 F.2d 7, 9 (2d Cir. 1984) (district court did not err in applying “generally applicable
evidentiary rules of admissibility” to classified materials). Thus, CIPA does not affect a
defendant’s right to a fair trial. Rather, CIPA provides procedural mechanisms to protect
classified information and a defendant’s rights under the Due Process Clause of the U.S.
Constitution. Accordingly, courts have explained that CIPA’s fundamental purpose is to
“‘harmonize a defendant’s right to obtain and present exculpatory material upon his trial and the
government’s right to protect classified material in the national interest.’” United States v.
Pappas, 94 F.3d 795, 799 (2d Cir. 1996) (quoting United States v. Wilson, 571 F. Supp. 1422,
1426 (S.D.N.Y. 1983)).
112.

The government may withhold potentially discoverable material on the ground

that it is classified only if the trial judge agrees that it is not relevant and helpful to the defense.
Under CIPA and related caselaw, the government may file a motion ex parte and in camera
asking for authorization to withhold this material from the defendant. See 18 U.S.C. App. 3 § 4;
United States v. Moussaoui, 382 F.3d 453, 471-72 (4th Cir. 2004). The government may seek to
protect information partially or in its entirety, to substitute a summary of any classified
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information that is relevant and helpful, or to substitute a statement admitting relevant facts the
classified information would tend to prove. Id. §§ 4, 6; see United States v. Yunis, 867 F.2d 617,
621-25 (D.C. Cir. 1989).
113.

If either party intends to disclose classified information in a pretrial proceeding or

at trial, the government may request a hearing governing the use, relevance, and admissibility of
the information. 18 U.S.C. App. 3 § 6(a). The hearing is in camera if the Attorney General
certifies to the court that a public proceeding may result in the disclosure of classified
information. Id. The United States must provide the defendant with the classified information at
issue. Id. § 6(b)(1). The court, upon request of the defendant, may order the United States to
provide the defendant, prior to trial, such details as to the portion of the indictment at issue in the
hearing as are needed to give the defendant fair notice to prepare for the hearing. Id. § 6(b)(2).
114.

In the United States, witnesses rarely testify under pseudonyms. Ordinarily, the

Confrontation Clause of the Sixth Amendment to the United States Constitution guarantees a
defendant the right to question an adverse witness about identifying information, including his
full name and address. Smith v. Illinois, 390 U.S. 129, 131 (1968). A defendant’s right to
identifying information about witnesses is not absolute, however, and a district court has
discretion to determine whether effective cross-examination is possible if the witness’s identity is
concealed. Delaware v. Van Arsdall, 475 U.S. 673, 679 (1986) (holding that the Confrontation
Clause permits limitations on cross-examination “based on concerns about, among other
things … the witness’ safety”).
115.

At this point, the trial team does not anticipate that any of its trial witnesses will

testify under a pseudonym. In any event, the government cannot withhold witness identifying
information unilaterally. To convince a court to authorize the withholding of identifying
45

140

information for a witness from the defendant or the public, courts require the government to
show that doing so is necessary to protect the witness from harm. For example, based on the
“heightened level of danger to which El Salvadorians who testify against MS-13 in U.S. courts
are subject,” a U.S. federal district court permitted the government to withhold the true names of
El Salvadorian witnesses from both the defendant and the public. United States v. Ramos-Cruz,
667 F.3d 487, 501 (4th Cir. 2012). 3 In contrast, in United States v. Sterling, 724 F.3d 482, 517
(4th Cir. 2013), a judge in my district allowed the government to withhold the true names of CIA
operatives from the jury, but not from the defendant or his lawyers, on the grounds that neither
defendant nor lawyers posed a threat to the safety of the witnesses. Sterling, 724 F.3d at 516. As
with any evidentiary ruling, a defendant can challenge in the district court and later, in the court
of appeals, a witness's use of a pseudonym.
116.

CIPA does not alter the Federal Rules of Evidence regarding relevance and

admissibility. In other words, CIPA does not preclude the admission of evidence simply because
it is classified. CIPA includes procedural mechanisms for a defendant who wishes to use
classified information. The defendant must provide notice to the government of any classified
information he wishes to use in a pretrial proceeding or at trial. 18 U.S.C. App. 3 § 5. The
notice must provide a “brief description” of any classified information the defendant “reasonably
expects to disclose or to cause the disclosure of.” Id. The “brief description” must provide the
government sufficient notice as to the information at issue, “setting forth specifically the
classified information which the defendant reasonably believes to be necessary to his defense.”
United States v. Collins, 720 F.2d 1195, 1999 (11th Cir. 1983).

3

Mara Salvatrucha, commonly known as "MS-13", is an international criminal gang.
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117.

As discussed above, if the government opposes the defendant’s request to use

classified information, the court must hold a hearing. 18 U.S.C. App. 3 § 6(a). The hearing is in
camera if the Attorney General certifies to the court that a public proceeding may result in the
disclosure of classified information. Id. The defendant bears the burden of showing that the
classified evidence is both relevant and admissible. See, e.g., United States v. Miller, 874 F.2d
1255, 1277 (9th Cir. 1989). The defendant may use classified information that is “relevant and
material to the defense.” United States v. Abu Ali, 528 F.3d 210, 248 (4th Cir. 2008). The
information must be “at least essential to the defense, necessary to [the] defense, and neither
merely cumulative nor corroborative.” United States v. Smith, 780 F.2d 1102, 1110 (4th Cir.
1985) (en banc).
118.

If the court finds that the noticed classified information is admissible, the

government may request that in lieu of the disclosure of such specific classified information, the
court order: (a) the substitution for such classified information of a statement admitting relevant
facts that the specific classified information would tend to prove; or (b) the substitution for such
classified information of a summary of the specific classified information. See 18 U.S.C. App. 3
§ 6(c). The court shall grant the government’s motion to substitute or summarize the classified
information if the alternative provides the defendant with “substantially the same ability to make
his defense as would disclosure of the specific classified information.” Id. These hearings may
also be held in camera at the government’s request. In support of its request to use a summary or
substitution in lieu of the actual classified information, the government may “submit to the court
an affidavit of the Attorney General certifying that disclosure of classified information would
cause identifiable damage to the national security of the United States and explaining the basis
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for the classification of such information.” Id. This affidavit is to be examined in camera and ex
parte.
119.

CIPA also imposes a duty of reciprocity on the government. See 18 U.S.C. App. 3

§ 6(f). “Whenever the court determines pursuant to subsection (a) that classified information
may be disclosed in connection with a trial or pretrial proceeding, the court shall, unless the
interests of fairness do not so require, order the United States to provide the defendant with the
information it expects to use to rebut the classified information.” Id. This obligation may
continue through the duration of the proceedings. Id. If the United States fails to comply with
this duty, “the court may exclude any evidence not made the subject of a required disclosure and
may prohibit the examination by the United States of any witness with respect to such
information.”
120.

Entering classified information into evidence need not alter its classification

status. To protect classified information from unnecessary disclosure, a court may order that
only portions of an exhibit be admitted into evidence and may excise any classified information.
Id. § 8. During the examination of any witness, the government may object to any question or
line of inquiry that may result in the disclosure of classified information. Id. Following such
objection, the court shall take “suitable action” to safeguard against the compromise of classified
information. Id. This action may include a proffer from the parties concerning the nature of
information sought and the nature of the information at risk of disclosure.
V.

Manning Has Been Treated Fairly and According To Law.
121.

In his affidavit, Robert J. Boyle has made a number of allegations concerning

grand jury proceedings in the United States involving Chelsea Manning. At the outset, it is
important for this court to note the extent of due process Manning has received from U.S. courts
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in response to her refusal to provide testimony to the grand jury. As outlined below, two federal
trial judges have independently considered and rejected her many claims, as has a three judge
panel on the court of appeals.
122.

Set out below is an overview of the relevant aspects of the federal grand jury

system in the United States, a brief description of Manning’s legal proceedings, and specific
responses to Boyle’s opinions regarding the legality of Manning’s proceedings under U.S. law.
In summary, Boyle’s opinions should not be given any weight for the following reasons: (1)
Boyle, as a nonparticipant in the grand jury proceedings, lacks the necessary information to
render his opinion; (2) Manning was properly subpoenaed to testify before the grand jury in
connection with a legitimate criminal investigation; (3) Manning has already raised, and the U.S.
courts have already rejected, the exact same arguments advanced by Boyle; and (4) in any event,
Assange will have an opportunity to raise these arguments in the U.S. judicial system after he is
extradited.
A.

Overview of the Grand Jury System in the United States
1.

123.

Functions of the Grand Jury

“The institution of the grand jury is deeply rooted in Anglo-American history.”

United States v. Calandra, 414 U.S. 338, 342 (1974). It was “brought to [the United States] by
the early colonists and incorporated in the Constitution by the Founders.” Costello v. United
States, 350 U.S. 359, 362 (1956). “[T]he Founders thought the grand jury so essential to basic
liberties that they provided in the Fifth Amendment that federal prosecution for serious crimes
can only be instituted by ‘a presentment or indictment of a Grand Jury.’” Calandra, 414 U.S. at
343. The Grand Jury Clause of the Fifth Amendment to the U.S. Constitution states, in full, that
“[n]o person shall be held to answer for a capital, or otherwise infamous crime, unless on a
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presentment or indictment of a Grand Jury, except in cases arising in the land or naval forces, or
in the Militia, when in actual service in time of War or public danger.” U.S. Const. amend. V.
124.

The American grand jury “was intended to operate substantially like its English

progenitor.” Costello, 350 U.S. at 362. Its “mission is to clear the innocent, no less than to bring
to trial those who may be guilty.” United States v. Dionisio, 410 U.S. 1, 16-17 (1973). To
achieve those ends, the grand jury “serves two interrelated but distinct functions.” SARA SUN
BEALE ET AL., GRAND JURY LAW & PRACTICE § 1:7 (2d ed. 1997).
125.

First, the grand jury serves as “an investigatory body charged with the

responsibility of determining whether or not a crime has been committed.” United States v. R.
Enters., Inc., 498 U.S. 292, 297 (1991). The grand jury conducts “ex parte investigation[s] to
determine whether a crime has been committed and whether criminal proceedings should be
instituted against any person.” Calandra, 414 U.S. at 343-44. It has “broad investigative
powers,” Dionisio, 410 U.S. at 15, and generally may “inquire into all information that might
possibly bear on its investigation until it has identified an offense or has satisfied itself that none
has occurred,” R. Enters., 498 U.S. at 297.
126.

Second, the grand jury protects individuals from “hasty, malicious and

oppressive,” Wood v. Georgia, 370 U.S. 375, 390 (1962), or otherwise “unfounded criminal
prosecutions,” Branzburg v. Hayes, 408 U.S. 665, 686-87 (1972). Under the Fifth Amendment,
federal prosecutors must obtain an indictment from a grand jury to prosecute an individual for a
felony offense, see U.S. Const. amend. V, unless the individual waives the right to be charged by
indictment, see Fed. R. Crim. P. 7(b). In determining whether to return an indictment, the grand
jury alone deliberates and decides whether there is probable cause to believe that the individual
committed the crime. See Kaley v. United States, 571 U.S. 320, 328 (2014); United States v.
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Williams, 504 U.S. 36, 48 (1992). Thus, the grand jury serves as a “kind of buffer or referee
between the Government and the people.” Williams, 504 U.S. at 47.
127.

In the Eastern District of Virginia, a grand jury consists of 23 members who

generally meet for three (3) consecutive days per month for six (6) to 18 months. See Jury
Service FAQ’s, United States District Court for the Eastern District of Virginia, available at
http://www.vaed.uscourts.gov/jury/jury-service.htm (last visited Jan. 7, 2020). The grand jurors
take an oath that “binds them to inquire diligently and objectively into all federal crimes
committed within the district about which they have or may obtain evidence, and to conduct such
inquiry without malice, fear, ill will, or other emotion.” Handbook for Federal Grand Jurors,
supra, at 7. To return an indictment, at least 16 grand jurors must be present and at least 12 must
vote in favor of it. See Fed. R. Crim. P. 6(f); Handbook for Federal Grand Jurors, supra, at 7.
128.

The grand jury “belongs to no branch of the institutional Government.” Williams,

504 U.S. at 47. “[T]he Fifth Amendment’s constitutional guarantee [of the grand jury]
presupposes an investigative body acting independently of either prosecuting attorney or judge.”
Id. at 49 (quoting Dionisio, 410 U.S. at 17-18) (internal quotation marks omitted). While
prosecutors present evidence to the grand jury and ask the grand jury to return indictments, the
grand jury is not a part of, or subservient to, the Executive Branch. See United States v. (Under
Seal), 714 F.2d 347, 349 (4th Cir. 1983) (recognizing the “simple, but fundamental, concept that
the grand jury serves an independent investigatory function and is ‘not meant to be the private
tool of the prosecutor’” (quoting United States v. Fisher, 455 F.2d 1101, 1105 (2d Cir. 1972))).
2.
129.

The Ex Parte and Secretive Nature of Grand Jury Proceedings

“A grand jury proceeding is not an adversary hearing in which the guilt or

innocence of the accused is adjudicated.” Calandra, 414 U.S. at 343. Instead, a grand jury
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proceeding is an “ex parte investigation to determine whether a crime has been committed and
whether criminal proceedings should be instituted against any person.” Id. at 343-44. The grand
jury hears evidence presented by prosecutors and then deliberates in private to decide whether
probable exists to charge an individual by indictment. See BEALE ET AL., supra, § 1:6; Handbook
for Federal Grand Jurors, supra, at 4-5, 11-13. “The target of the grand jury’s investigation is
not entitled to be present, and witnesses are not entitled to have counsel accompany them into the
grand jury room (although the witness may leave the room to consult with counsel).” BEALE ET
AL.,

supra, § 1:6. If the grand jury finds probable cause to charge an individual, the accused then

has a constitutional right to an adversarial, fair trial to adjudicate his guilt or innocence. See U.S.
Const. amend. VI.
130.

In addition to their ex parte nature, the general rule is that grand jury proceedings

are conducted in secret. The secretive nature of grand jury proceedings serves to protect the
accused as well as the integrity of the system:
First, if preindictment proceedings were made public, many prospective witnesses
would be hesitant to come forward voluntarily, knowing that those against whom
they testify would be aware of that testimony. Moreover, witnesses who appeared
before the grand jury would be less likely to testify fully and frankly, as they
would be open to retribution as well as to inducements. There also would be the
risk that those about to be indicted would flee, or would try to influence
individual grand jurors to vote against indictment. Finally, by preserving the
secrecy of the proceedings, we assure that persons who are accused but
exonerated by the grand jury will not be held up to public ridicule.
Douglas Oil Co. of Cal. v. Petrol Stops Nw., 441 U.S. 211, 219 (1979).
131.

To safeguard these interests, the law imposes secrecy obligations on participants

(except for witnesses) in grand jury proceedings. See Fed. R. Crim. P. 6(e)(2). The general rule
is that participants, including government attorneys, may “not disclose a matter occurring before
the grand jury.” Id. R. 6(e)(2)(B). These secrecy obligations are subject to a number of carefully
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delineated exceptions. See id. R. 6(e)(3); United States v. Sells Eng’g, Inc., 463 U.S. 418, 424-25
(1983).
3.
132.

The Power of the Grand Jury to Subpoena Witnesses

As part of its broad investigative powers, the grand jury may subpoena witnesses

to testify before it. See Branzburg, 408 U.S. at 688. Generally speaking, prosecutors will
“advise grand jurors as to what witnesses should be called” and issue the appropriate subpoenas.
Handbook for Federal Grand Jurors, at 8. When a witness appears before the grand jury, the
prosecutors usually will question him first and then allow the grand jurors an opportunity to
question him. See id. at 9. The grand jury may also request that the prosecutors call additional
witnesses. Id. at 8.
133.

Every person called as a “witness is bound not only to attend but to tell what he

knows in answer to questions framed for the purpose of bringing out the truth of the matter under
inquiry.” Blair v. United States, 250 U.S. 273, 282 (1919). The grand jury “has a right to every
man’s evidence, except for those persons protected by a constitutional, common-law, or statutory
privilege.” Branzburg, 408 U.S. at 688 (quoting United States v. Bryan, 339 U.S. 323, 331
(1950)) (internal quotation marks omitted). “The duty to testify [before the grand jury] has long
been recognized as a basic obligation that every citizen owes his Government.” Calandra, 414
U.S. at 345.
134.

There are limits to this power, however. In calling witnesses, a grand jury cannot

“violate a valid privilege, whether established by the Constitution, statutes, or the common law.”
Id. at 346. As particularly relevant here, the Fifth Amendment to the U.S. Constitution generally
precludes individuals from being compelled to incriminate themselves before the grand jury. See
Kastigar v. United States, 406 U.S. 441, 443-45 (1972). That said, under federal law, a court can
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grant a witness “use immunity,” which generally prevents the witness’s testimony from being
used against the witness, see 18 U.S.C. § 6002, and then compel the witness to testify before the
grand jury, even if the testimony would otherwise incriminate him, see 18 U.S.C. § 6003(a);
Kastigar, 406 U.S. at 462.
135.

Where a person refuses to comply with a grand jury subpoena to testify, courts

have the inherent authority to enforce the subpoena through its civil-contempt powers. See
Shillitani v. United States, 384 U.S. 364, 370 (1966). That inherent authority is supplemented by
the recalcitrant witness statute, which allows a court to order a witness’s confinement when the
witness refuses, “without just cause shown,” to comply with the court’s order to testify before
the grand jury. 28 U.S.C. § 1826(a). The witness may be confined “until such time as the
witness is willing to give such testimony” or for “the life of . . . the term of the grand jury,”
whichever is earlier, but not to “exceed eighteen months.” Id. In addition to confinement, the
court may impose other sanctions tailored to compel compliance with its order, such as fines.
See Int’l Union, United Mine Workers of Am. v. Bagwell, 512 U.S. 821, 827 (1994); In re Grand
Jury Proceedings, 280 F.3d 1103, 1109-10 (7th Cir. 2002).
136.

The purpose of civil-contempt sanctions is that they are “coercive and avoidable

through obedience.” Bagwell, 512 U.S. at 827. That means the contemnor must be able to “end
the sentence and discharge himself at any moment by doing what he had previously refused to
do.” Gompers v. Buck’s Stove & Range Co., 221 U.S. 418, 442 (1911). Because “the
contemnor is able to purge the contempt and obtain his release by committing an affirmative
act,” he is considered to “carr[y] the keys of his prison in his own pocket.” Bagwell, 512 U.S. at
828 (quoting Gompers, 221 U.S. at 442) (internal quotation marks omitted).
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4.
137.

Limitations on the Grand Jury’s Investigative Powers

While the grand jury’s investigative powers are broad, they can be used only in

furtherance of a legitimate function of the grand jury. “[P]ractices which do not aid the grand
jury in its quest for information bearing on the decision to indict are forbidden.” (Under Seal),
714 F.2d at 349. For example, the grand jury cannot “engage in arbitrary fishing expeditions” or
“select targets of investigation out of malice or an intent to harass.” R. Enters., 498 U.S. at 299.
Likewise, “prosecutors cannot use grand jury proceedings for the ‘sole or dominant purpose’ of
preparing for trial on an already pending indictment.” United States v. Alvarado, 840 F.3d 184,
189 (4th Cir. 2016) (quoting United States v. Moss, 756 F.2d 329, 332 (4th Cir. 1985)). That
said, even after returning an indictment, the grand jury’s investigative powers may still be used if
the investigation relates to a superseding indictment involving additional defendants or
additional crimes by an indicted defendant. See Alvarado, 840 F.3d at 190; Moss, 756 F.2d at
332.
138.

Courts maintain a supervisory role to resolve allegations of grand jury abuse. See

Calandra, 414 U.S. at 346; Branzburg, 408 U.S. at 688. While the grand jury enjoys a great
degree of “operational separateness from its constituting court,” it does not have the power to
compel compliance with its subpoenas and “must appeal to the court when such compulsion is
required.” Williams, 504 U.S. at 48-49. A court will not require compliance with a grand jury
subpoena when it would abuse the grand jury process or infringe on a valid privilege. See id.
Where a grand jury subpoena is used for an improper purpose, the court may quash it. See
(Under Seal), 714 F.2d at 349-50.
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5.

139.

Department of Justice Regulations on
Prosecutors' Conduct Before the Grand Jury

In addition to the limitations imposed by judicial oversight, the U.S. Department

of Justice’s internal policies and procedures regulate federal prosecutors’ conduct before the
grand jury. For example, federal prosecutors are directed to observe the following standard of
conduct:
In dealing with the grand jury, the prosecutor must always conduct himself or
herself as an officer of the court whose function is to ensure that justice is done
and that guilt shall not escape nor innocence suffer. The prosecutor must
recognize that the grand jury is an independent body, whose functions include not
only the investigation of crime and the initiation of criminal prosecution but also
the protection of the citizenry from unfounded criminal charges. The prosecutor’s
responsibility is to advise the grand jury on the law and to present evidence for its
consideration. In discharging these responsibilities, the prosecutor must be
scrupulously fair to all witnesses and must do nothing to inflame or otherwise
improperly influence the grand jurors.
Justice Manual 9-11.010, available at https://www.justice.gov/jm/jm-9-11000-grand-jury#911.010 (last visited Jan. 7, 2020). These internal policies and procedures further protect
witnesses and the targets of investigation from governmental overreach.
B.

Background on Chelsea Manning

140.

Chelsea Manning is a former intelligence analyst in the United States Army. In

October 2009, Manning deployed to Iraq. During that deployment, Manning downloaded
hundreds of thousands of classified documents and transmitted them to one or more agents of
WikiLeaks, including Assange, for disclosure on its website. The classified documents included,
among other things, significant activity reports related to the ongoing wars in Iraq and
Afghanistan, Guantanamo Bay detainee assessment briefs, and United States Department of
State cables.
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141.

In May 2010, Manning was arrested for these disclosures, and was prosecuted in a

military court-martial. In February 2013, Manning pleaded guilty to lesser-included offenses of
some but not all of the outstanding charges. Manning did not have a plea agreement with the
prosecution.
142.

When Manning entered guilty pleas to the lesser-included offenses, the military

judge conducted a “providence inquiry” pursuant to the Rules for Courts-Martial. A providence
inquiry is simply a colloquy designed to “ensure that a plea is voluntary and that there is a factual
basis for the plea.” Partington v. Houck, 723 F.3d 280, 282-83 (D.C. Cir. 2013). The Rules for
Courts-Marital provide that “[t]he military judge shall not accept a plea of guilty without making
such inquiry of the accused as shall satisfy the military judge that there is a factual basis for the
plea.” Manual for Courts-Martial, United States, R.C.M. 910(e), at II-102 (2012 ed.), available
at https://www.loc.gov/rr/frd/Military_Law/pdf/MCM-2012.pdf (last visited Jan. 7, 2020). The
discussion notes to the rule explain that “[t]he accused need not describe from personal
recollection all the circumstances necessary to establish a factual basis for the plea. Nevertheless
the accused must be convinced of, and able to describe all the facts necessary to establish guilt.”
Id.
143.

At Manning's providence inquiry, Manning first read a voluntary statement to

provide a factual basis for the guilty pleas. Then, the military judge questioned Manning
specifically about the factual basis of certain elements of the lesser-included offenses to which
Manning was pleading guilty. In other words, Manning chose what facts to admit to support the
guilty pleas, and the military court engaged in a limited inquiry to ensure the factual basis for the
pleas. Manning was not subjected to exhaustive questioning about the offenses or the totality of
the circumstances.
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144.

After Manning entered guilty pleas to the lesser-included offenses, the military

prosecutors elected to go forward with the more serious offenses with which Manning was
charged. Manning was ultimately convicted of Espionage Act and other offenses related to the
unauthorized disclosures, while acquitted of other charges. In 2013, Manning was sentenced to
35 years of imprisonment. In January 2017, the President of the United States commuted
Manning’s sentence so that Manning would be released in May 2017, after serving
approximately seven years in prison.
C.

Manning’s Grand Jury Proceedings 4

145.

In January 2019, Manning was subpoenaed to testify before a grand jury

empaneled in the Eastern District of Virginia. The Honorable Claude M. Hilton, a federal judge
who sits on the United States District Court for the Eastern District of Virginia, entered an order
requiring Manning to testify and granting her use immunity. After Manning raised concerns that
her testimony could still be used against her in future court-martial proceedings, a general courtmartial convening authority in the Department of Army issued its own order granting Manning
use immunity. These immunity orders eliminated any concern that compelling Manning to
testify would violate her Fifth Amendment rights.
146.

Manning’s grand jury appearance date was set for March 5, 2019. Before her

scheduled grand jury appearance, Manning filed an extensive motion to quash the subpoena. As

4

All of the publicly filed documents in this litigation can be found on PACER,
https://www.pacer.gov/, a website developed by the Administrative Office of the United States
Courts to provide public access to records of the U.S. courts. The litigation involved the following
dockets: In re Grand Jury Subpoena for Chelsea Manning, No. 1:19-dm-00003-CMH-1 (E.D. Va.)
(Judge Hilton); United States v. John Doe 2010R03793, No. 1:19-dm-00012-AJT-2 (E.D. Va.)
(Judge Trenga); In re Grand Jury Subpoena, 19-1287 (4th Cir.) (Fourth Circuit).
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particularly relevant here, Manning alleged, among other things, that prosecutors had issued the
subpoena for improper purposes, such as to harass and retaliate against her.
147.

On March 5, 2019, Judge Hilton, who oversaw the relevant grand jury, held a

hearing on the motion to quash. After hearing extensive argument from the parties on the issues,
Judge Hilton denied Manning’s motion. Manning’s grand jury appearance was scheduled for the
next day.
148.

Manning appeared before the grand jury but refused to answer questions posed to

her. Judge Hilton therefore conducted a hearing on March 8, 2019, to determine whether
Manning should be held in civil contempt for disobeying his order that she testify before the
grand jury. At the hearing, at which Manning was represented by counsel, Judge Hilton found
that Manning did not have just cause to refuse to answer the questions posed to her. Judge
Hilton held Manning in civil contempt and ordered that she be incarcerated until she purged
herself of the contempt or for the life of the grand jury.
149.

Approximately one week later, Manning filed an appeal to the United States Court

of Appeals for the Fourth Circuit. On appeal, Manning argued, among other things, that Judge
Hilton had erred in holding that she failed to demonstrate any evidence of grand jury abuse. She
claimed that prosecutors improperly used the grand jury process to harass and retaliate against
her, and to prepare for trial against an already indicted defendant. On April 22, 2019, a threejudge panel from the United States Court of Appeals for the Fourth Circuit filed an order
“find[ing] no error in the district court’s rulings and affirm[ing] its finding of civil contempt.”
150.

Shortly thereafter, on May 9, 2019, the term of the grand jury expired. Consistent

with the terms of Judge Hilton’s contempt order, Manning was released from incarceration on
that date. On May 8, 2019, however, Manning was served with a second subpoena to appear
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before another grand jury empaneled in the Eastern District of Virginia. In connection with this
subpoena, The Honorable Anthony J. Trenga, another federal judge who sits on the United States
District Court for the Eastern District of Virginia, and the Department of Army again issued
orders granting Manning with use immunity. Judge Trenga oversaw the second grand jury that
Manning was called to testify before.
151.

After being served with the second subpoena, Manning publicly announced that

she would not testify in front of the grand jury and informed prosecutors, through counsel, that
she would refuse to answer the same questions posed to her in her prior grand jury appearance.
The prosecutors therefore scheduled a hearing with Judge Trenga on May 16, 2019.
152.

The day before the hearing, Manning filed two motions, including a Motion to

Quash. As relevant here, Manning sought to quash the grand jury subpoena on the ground that
prosecutors were improperly using the grand jury proceedings to prepare for trial on an already
indicted defendant, Julian Assange. On April 11, 2019, after Assange was arrested, the United
States unsealed an indictment charging him with one count of conspiracy to commit computer
intrusion.
153.

To refute Manning’s argument while also maintaining grand jury secrecy, the

prosecutors submitted an ex parte pleading that described for Judge Trenga the nature of the
grand jury’s ongoing investigation. This pleading demonstrated that Manning’s testimony was
directly relevant to an ongoing investigation into charges or targets that were not included in the
pending indictment. Due to the grand jury secrecy rules, this pleading remains under seal, and I
cannot disclose its contents.
154.

At the hearing on May 16, 2019, Judge Trenga heard argument on Manning’s

motions and denied both of them. Judge Trenga then questioned Manning directly to determine
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whether she would testify in front of the grand jury. Manning clearly and unequivocally stated
that she would not testify in front of the grand jury, despite Judge Trenga’s order that she do so.
Manning claimed that she objected on principle to the grand jury system and that imprisonment
would not compel her to testify. Judge Trenga found that Manning did not have just cause to
refuse to testify and held her in civil contempt. Judge Trenga ordered that Manning be
incarcerated until she purges herself of her contempt or for the life of the grand jury, but in no
event to exceed 18 months. Judge Trenga also directed that Manning pay a conditional fine of
$500 per day after 30 days from the issuance of his order, if she still had not complied by that
time. See id. Judge Trenga further directed that, if Manning still had not complied within 60
days of the order, the fine would increase to $1000 per day. See id.
155.

Two weeks later, on May 31, 2019, Manning filed a motion requesting that Judge

Trenga reconsider the sanctions. She argued that the sanctions were improper and that the
superseding indictment returned against Assange on May 23, 2019, had eliminated the need for
her testimony. In opposing Manning’s motions, the prosecutors filed with Judge Trenga another
ex parte pleading that explained why Manning’s testimony remained relevant and essential to an
ongoing investigation into charges or targets that are not included in the superseding indictment
against Assange. On August 5, 2019, Judge Trenga issued an order denying Manning’s motion
to reconsider. Even though she had the right, Manning did not appeal Judge Trenga’s rulings.
156.

As of this filing, Manning continues to refuse to comply with the court’s order to

testify in front of the grand jury and therefore remains incarcerated and incurring fines.
D.

Response To Boyle’s Conclusions

157.

In his statement, Boyle reaches (at 25-26) two principal conclusions. First, Boyle

argues (at 25) that Manning will never testify and, as a result, “her continued confinement is now
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punitive and consequently has become an abuse of the grand jury process.” Second, Boyle
argues (at 25) that Manning was improperly subpoenaed before the grand jury “to gather
evidence for use at Assange’s criminal trial and/or to get a preview of Manning’s trial testimony,
should she be called as a defense witness.” As explained below, Boyle’s opinions are
unpersuasive.
158.

As an initial matter, Manning’s grand jury subpoena, refusal to testify, and

subsequent confinement for contempt have little or no bearing on this extradition proceeding. If
this information is being submitted to demonstrate that Assange is being prosecuted unfairly or
some type of abuse of process, it should be noted that subpoenaing convicted defendants, such as
Manning, to obtain additional evidence about criminal conduct in which they may have been
involved is a common occurrence, as is holding recalcitrant witnesses in contempt. If anything,
the history of Manning’s guilty plea, subsequent conviction on other counts, pardon, and
litigation over her grand jury testimony demonstrate the extraordinary level of due process which
she has been accorded.
159.

In any event, Boyle is unqualified to render his opinions. His own affidavit

reflects that he was not involved in Manning’s grand jury proceedings. As a nonparticipant,
Boyle lacks the necessary facts to opine on whether Manning was properly subpoenaed before
the grand jury. Boyle is not privy to the purpose and direction of the grand jury’s investigation,
or the reasons why Manning has been subpoenaed to testify. Without this knowledge, Boyle
lacks the critical information necessary to assess whether Manning’s grand jury testimony was
properly sought. Because Boyle’s allegations of impropriety necessarily rest on conjecture, his
opinions are not entitled to any weight.

62

157

160.

In contrast, as a government attorney who was involved in Manning’s grand jury

litigation, I am privy to the information necessary to assess whether her grand jury testimony was
properly sought. Unlike Boyle, I know the purpose and direction of the grand jury’s
investigation, and the reasons why Manning has been subpoenaed to testify. In this setting,
however, the law on grand jury secrecy precludes me from divulging any matters that occurred
or are occurring before the grand jury. See Fed. R. Crim. P. 6(e)(2)(B). Still, I am able to
represent the following: Manning was lawfully subpoenaed by a grand jury to testify in
connection with a legitimate, ongoing criminal investigation, and the United States did not
subpoena Manning to testify for the sole or dominant purpose of preparing for trial on an already
pending indictment.
161.

Further, Manning extensively litigated the propriety of the grand jury subpoenas

in the United States courts. As previously described, she challenged the subpoenas in front of
two different federal judges who sit on the United States District Court for the Eastern District of
Virginia—Judge Hilton and Judge Trenga. Manning had the opportunity to appeal their rulings
to the United States Court of Appeals for the Fourth Circuit, and she did so once. On each of
these occasions, the United States courts rejected Manning’s arguments challenging the propriety
of the grand jury subpoenas.
162.

Boyle’s opinions simply rehash arguments that Manning made in the United

States courts. As discussed above, after prosecutors subpoenaed Manning to appear before the
grand jury in May 2019, Manning filed a Motion to Quash the subpoena. See Motion to Quash
Grand Jury Subpoena, United States v. John Doe 2010R03793, No. 1:19-dm-00012-AJT-2 (E.D.
Va. May 16, 2019) (Dkt. No. 7). In that motion, Manning made the same argument raised by Mr.
Boyle—that prosecutors were improperly using the grand jury process in an attempt to obtain
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evidence to use against Assange at trial. Id. at 5-8. We opposed Manning’s motion and filed an
ex parte motion with the court “show[ing] her testimony is directly relevant and important to an
ongoing investigation into charges or targets that are not included in the pending indictment.”
Gov’t’s Resp. in Opp’n to Chelsea Manning’s Mots. to Quash and for Disclosure of Electronic
Surveillance, at 1-2, United States v. John Doe 2010R03793, No. 1:19-dm-00012-AJT-2 (E.D.
Va. May 16, 2019) (Dkt. No. 5). After receiving this information and hearing argument, Judge
Trenga denied Manning’s motion in its entirety. See Order, United States v. John Doe
2010R03793, No. 1:19-dm-00012-AJT-2 (E.D. Va. May 16, 2019) (Dkt. No. 9).
163.

Likewise, Judge Trenga has rejected the argument that Manning’s confinement is

impermissibly punitive. At Manning’s May 16, 2019 contempt hearing, her attorney argued that
her continued confinement would be impermissibly punitive. See Tr. of Hr’g, at 9-13, United
States v. John Doe 2010R03793, No. 1:19-dm-00012-AJT-2 (E.D. Va. June 13, 2019) (Dkt. No.
18). Judge Trenga rejected Manning’s argument and ordered her confinement. See id. at 23-26.
After the hearing, Manning moved for Judge Trenga to reconsider the civil-contempt sanctions
that he imposed, arguing again that she would never testify and therefore the civil-contempt
sanctions had become impermissibly punitive. See Motion to Reconsider Sanctions, at 3-9,
United States v. John Doe 2010R03793, No. 1:19-dm-00012-AJT-2 (E.D. Va. May 31, 2019)
(Dkt. No. 14). Judge Trenga again denied Manning’s motion. See Order, United States v. John
Doe 2010R03793, No. 1:19-dm-12-AJT-2 (E.D. Va. Aug. 5, 2019) (Dkt. No. 28).
164.

Because Boyle’s legal opinions have already been litigated and rejected in the

United States courts, they should be afforded no weight here.
165.

Finally, Assange will have an opportunity to raise arguments related to the

improper use of the grand jury system in the United States. Federal courts retain supervisory
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authority to address allegations of grand jury abuse, see Calandra, 414 U.S. at 346, and they may
take remedial action when prosecutors have engaged in grand jury abuse, see Alvarado, 840 F.3d
at 189; (Under Seal), 714 F.2d at 351. For example, if a defendant proves that prosecutors
improperly used the grand jury for the sole or dominant purpose of preparing for trial, the district
court can preclude prosecutors from using that evidence at trial. See Alvarado, 840 F.3d at 18990; United States v. Leung, 40 F.3d 577, 581 (2d Cir. 1994). In addition, a defendant may seek
dismissal of an indictment by establishing that “the violation substantially influenced the grand
jury’s decision to indict, or . . . there is grave doubt that the decision to indict was free from the
substantial influence of such violations.” Bank of Nova Scotia v. United States, 487 U.S. 250,
256 (1988) (quoting United States v. Mechanik, 475 U.S. 66, 78 (1986)) (internal quotation
marks omitted). While I am confident that prosecutors did not engage in grand jury abuse and
these arguments would not have a meritorious basis, the point is that Assange will have a forum
in the United States courts to raise his allegations.
VI. Assange’s Actions Unambiguously Constituted a
Conspiracy to Violate the Computer Fraud and Abuse Act
166.

Assange argues that the “[t]he password hash ‘conspiracy’ amounts (at its highest)

to a bare request from Manning, with no evidence of agreement, or information being sent.”
Defense, Summary of Issues ¶ 6. As an initial matter, the Superseding indictment explicitly
alleges that “ASSANGE agreed to assist Manning in cracking a password hash stored on United
States Department of Defense computers connected to the Secret Internet Protocol Network, a
United States government network used for classified documents and communications.”
Superseding Indictment ¶ 15 (emphasis added). Upon Assange's extradition, we intend to prove
this agreement, beyond a reasonable doubt, through a variety of evidence, including “electronic
messages Manning sent to and received from ASSANGE using her personal computer.” See
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Affidavit in Support of Request for Extradition of Julian Paul Assange, sworn out by one of my
colleagues on June 4, 2019 (hereinafter referenced as the "June 14th Affidavit"), at ¶ 88(a).
167.

These electronic messages are described extensively in the affidavit that was

submitted to the U.S. court by an FBI Special Agent, in support of the initial criminal complaint
in this case. 5 In these electronic messages, Manning asked Assange whether he was good at
“hash-cracking” to which Assange relied “yes.” A password “hash” refers to a password that for
security has been converted via an algorithm from its original plan text into a string of numbers
and letters. “Hash-cracking” refers to the process of attempting to glean the original plain text
password from its corresponding password hash. Assange responded, “yes,” indicating he was
good at hash-cracking and stated that he had “rainbow tables,” which are tools used to crack
password hashes. Manning then provided Assange with a password hash and indicated that she
had taken the hash from the “SAM” or Systems Account Manager, a reference to the location
where Microsoft’s operating system stored hashed passwords at the time. Assange then asked
Manning questions about the password hash in order to help Assange crack it, such as “any more
hints about this lm … no luck so far.” A more detailed account of this exchange is described at
paragraphs 86-92 of the affidavit submitted in support of the initial criminal complaint in this
case.
168.

Cracking the password hash could have allowed Manning to log onto a classified

Department of Defense account under a username that did not belong to her, thus making it
“more difficult for investigators to identify Manning as the source of disclosures of classified
information.” June 14th Affidavit, ¶ 87. Based on this, Assange asserts that “[t]he object alleged

5

The affidavit is publicly available through PACER, https://www.pacer.gov (as explained
above, in Note 2), as Docket Item #2 in the case United States v. Assange, 1:18cr111.
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was not to gain unauthorised access but to cover tracks.” Summary of Issues ¶ 6. This misses
the point. The object was to gain unauthorized access to a classified Department of Defense
account. The larger goal such unauthorized access furthered was to obscure Manning’s identity
so that she could continue to steal classified documents on behalf of Assange. See June 14th
Affidavit ¶ 87 (“the purpose of ASSANGE’s password hash-cracking agreement with Manning
was to enable Manning to continue to steal classified documents from the United States to
provide to ASSANGE with less risk of being detected by the United States.”).
169.

In his affidavit, Carey Shenkman suggests that the Computer Fraud and Abuse

Act (CFAA) is unconstitutionally vague. Shenkman Aff. ¶¶ 35, 40-41. In fact, the CFAA’s basic
prohibition against intentionally gaining access to a computer “without authorization,” Title 18,
United States Code, Section 1030(a)(1), is common throughout the world. See Council of
Europe, Convention on Cybercrime, Sec. 1, Art. II (“Each party shall … establish as criminal
offenses under its domestic law, when committed intentionally, the access to the whole or any
part of a computer system without right. A party may require that the offense be committed by
infringing security measures, with the intent of obtaining computer data….”); ORIN S. KERR,
COMPUTER CRIME LAW 40 (4th ed. 2018) (“Every state and the federal government has an
unauthorized access statute.”). Indeed, as noted in the Opening Note, the United Kingdom’s
Computer Misuse Act similarly prohibits “Unauthorised access to computer material.” Opening
Note ¶ 57.
170.

In an attempt to make CFAA appear unclear and arbitrary, Shenkman points to a

disagreement among U.S. courts as to whether CFAA applies to individuals who have authorized
access to a computer system, but abuse that authorization by accessing information for a purpose
prohibited by the entity that owns the computer system. See Shenkman Aff. ¶45 n.146-47.
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Similarly, Shenkman quotes Professor Orin Kerr, a leading U.S. scholar, as suggesting that
CFAA is “so ‘extraordinarily broad’ that without limitation it is unconstitutionally vague.” Id. ¶
35 (quoting Orin Kerr, Vagueness Challenges to the Computer Fraud and Abuse Act, 94 Minn. L.
Rev. 1561 (2010)). But the Kerr article, upon which Shenkman relies, refers to the same dispute
referenced above: whether CFAA applies to individuals who have authorized access to a
computer system, but exceed the scope of that authorization and use that access for a purpose
that is prohibited by the computer’s owner. See Kerr, Vagueness Challenges to the Computer
Fraud and Abuse Act, 94 Minn. L. Rev. 1561, 1562 (2010). Kerr merely argues that CFAA
would be unconstitutionally vague if it were applied to such individuals. Id. at 1572. But Kerr
acknowledges that there are some “obvious” violations of CFAA, such as when one intentionally
obtains and uses the password of another to access an account without permission. See id. at
1576 (“To be sure, there are some obvious cases. If A guesses B’s password, and logs into B’s
email account to read B’s email, A’s access to the computer is clearly unauthorized.”); see also
KERR, COMPUTER CRIME LAW, at 49 (“circumvention of code-based restrictions to a computer
constitutes ‘access without authorization’”).
171.

Agreeing and attempting to obtain access to a password in order to access an

account without authorization is precisely what Assange has been charged with in this case.
Assange has been charged with conspiring to crack (Count 18) and attempting to crack (Count 5)
a password hash to an account on a classified U.S. Department of Defense computer system.
There is no question that neither Assange nor Manning was authorized to access this account—
that is the whole reason why they needed to crack a stolen password hash in the first place.
Circumventing a technical restriction on authorization to a computer system is the paradigmatic
example of “unauthorized access.” See KERR, COMPUTER CRIME LAW, at 48 (“Indeed, bypassing
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password gates using stolen or guessed passwords is a common way to ‘hack’ into a computer.”)
Any uncertainty about how CFAA might apply in completely different circumstances has no
application here.
172.

Assange has retained a forensic expert who submitted a long forensic report

challenging the evidence in support of the hacking charge. See Affidavit of Patrick Eller of
Metadata Forensics, LLC. The crux of Eller’s affidavit seems to be that it would have been very
difficult, if not impossible, for Assange’s hash-cracking agreement to achieve its ultimate
purpose of assisting Manning in the theft of national security information. But it is well-settled
that impossibility is not a defense to a conspiracy charge. See United States v. Jimenez Recio,
537 U.S. 270, 272, 275 (2003); United States v. Min, 704 F.3d 314, 321 (4th Cir. 2013). Eller
also suggests that Manning and Assange’s hash-cracking agreement might have been simply for
“technical curiosity” or “potential business opportunities.” Eller Aff. ¶ 78. Whether Assange
agreed to help Manning crack a password hash for the reasons Eller suggests or to help Manning
gain unauthorized access to a U.S. government account in order to steal classified documents is a
question for a jury to decide after hearing all the evidence from both sides.
VII.
173.

No Privileged Materials Related to Assange Will Be Used in this Case
I am aware of an allegation that a Spanish citizen, David Morales Guillen, and the

Spanish company UC Global, carried out acts that allegedly impinged on the privacy of Assange,
and on the privacy of his lawyers, by placing bugging devices and other means inside the
Embassy of the Republic of Ecuador in London, allegedly without the consent of those
affected. I am aware of the further allegation that Guillen and UC Global provided the
information thus obtained to third parties or institutions, including agents of the government of
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the United States. Finally, I am aware that these allegations are being investigated under the
direction of a judge in Spain.
174.

I am not in a position to confirm or deny the allegations described above. I can,

however, assure this Court that, if Assange is extradited to the United States, no privileged
conversations between Assange and his lawyers or doctors will be used against him. I also can
confirm that, if the fruits of any surveillance of Assange in the Embassy exist (and regardless of
who undertook that surveillance), the prosecutors assigned to this case will not review or use any
privileged communications.
175.

Moreover, even were this court to assume, arguendo, the truth of the allegations

under investigation in Spain, any use of privileged information against Assange would be barred
by American law. In courts of the United States, the confidences of wrongdoers made to their
attorneys with respect to past wrongdoing are protected by the attorney-client privilege. See
United States v. Zolin, 491 U.S. 554, 562 (1989). In U.S. federal courts, “[t]he common law—as
interpreted by United States courts in the light of reason and experience—governs a claim of
privilege,” unless a contrary statute, constitutional provision, or Supreme Court rule
applies. Federal Rule of Evidence 501. The United States Supreme Court has recognized the
attorney-client privilege under federal law as “the oldest of the privileges for confidential
communications known to the common law.” Upjohn Co. v. United States, 449 U.S. 383, 389
(1981). It exists “to encourage full and frank communication between attorneys and their clients
and thereby promote broader public interests in the observance of law and administration of
justice.” Id. The Supreme Court has recognized that attorney-client privilege requires that clients
be free to “make full disclosure to their attorneys” of past wrongdoings, Fisher v. United States,
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425 U.S. 391, 403 (1976), in order that the client may obtain “the aid of persons having
knowledge of the law and skilled in its practice,” Hunt v. Blackburn, 128 U.S. 464, 470 (1888).
176.

U.S. federal courts also protect confidential communications made in the course

of diagnosis or treatment between a patient and his licensed psychiatrist, psychologist, or social
worker. Jaffee v. Redmond, 518 U.S. 1 (1996). In recognizing this common law privilege, the
United States Supreme Court has noted, “[l]ike the spousal and attorney-client privileges, the
psychotherapist-patient privilege is rooted in the imperative need for confidence and trust” as
effective psychotherapy “depends upon an atmosphere of confidence and trust in which the
patient is willing to make a frank and complete disclosure of facts, emotions, memories, and
fears.” Id. (quotations omitted).
177.

Finally, the U.S. Department of Justice has established procedures to prevent

agents and prosecutors from receiving and viewing privileged materials related to matters they are
investigating or prosecuting. In any case in which privileged communications are inadvertently
obtained during an investigation, a team of lawyers and investigators, separate from the
prosecution team, is established to protect the privacy of such information. This separate team,
known as a “filter” team, identifies potentially privileged material (or information to which the
prosecution team arguably is not entitled) and separates it, to ensure that the prosecution team
receives only non-privileged and unprotected information. The filter team may attempt to resolve
questions of potential privilege through negotiation with a defendant’s lawyers or litigation and
will create a record to establish what steps were taken with the materials in question.
178.

If Assange comes to believe that any evidence offered by the United States during

any criminal proceedings in the United States was based on privileged material, he could move
the court to have such evidence excluded. See Federal Rule of Criminal Procedure 12(b)(3)
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(motions to suppress evidence should be filed prior to trial); Federal Rule of Evidence 1101(c)
(“The rules on privilege apply to all stages of a case or proceeding.”). Like all other motions
Assange might make if extradited to the United States, this motion would be considered by an
independent judge and could be the subject of an appeal.
VIII.

U.S. Courts Ensure That Guilty Pleas Are Knowing,
Voluntary, and Supported By The Facts
179.

The United States Supreme Court has explained that “a guilty plea is a grave and

solemn act to be accepted only with care and discernment.” Brady v. United States, 397 U.S.
742, 748 (1970). A guilty plea is valid only if done voluntarily, knowingly, and intelligently,
with sufficient awareness of the relevant circumstances and likely consequences. Id.
180.

In order for a guilty plea to be valid, the U.S. Constitution imposes the minimum

requirement that a guilty plea be the voluntary expression of the defendant’s own choice. Id. It
must reflect “a voluntary and intelligent choice among the alternative courses of action open to
the defendant.” North Carolina v. Alford, 400 U.S. 25, 31 (1970). Accordingly, and pursuant to
Rule 11(b)(2) of the Federal Rules of Criminal Procedure, a trial court is required to ensure that a
guilty plea is made voluntarily, and not as a result of force, threats, or promises made by the
government that are not part of a plea agreement disclosed to the court.
181.

Assange suggests that, if brought to the United States, the plea bargaining system

will compel him to plead guilty regardless of the facts of his case. To the contrary, the principle
is long accepted in the United States that a guilty plea must provide a trustworthy basis for
believing that the defendant is, in fact, guilty. Henderson v. Morgan, 426 U.S. 637, 651-52
(1976) (White, J., concurring). Accordingly, Rule 11(b)(3) of the Federal Rules of Criminal
Procedure prohibits a U.S. federal court from entering a judgment upon a guilty plea without
determining that there is a factual basis for such a plea. Thus, before accepting a guilty plea, a
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court must make clear exactly what a defendant admits to, and whether those admissions are
factually sufficient to constitute the alleged crime. United States v. DeFusco, 949 F.2d 114, 116,
120 (4th Cir. 1991). In short, Assange will not be allowed to plead guilty unless he agrees that
he is guilty, and a district judge finds a trustworthy factual basis for his guilty plea.
IX. Facts Relevant To Estimating the Potential Sentence In This Case
182.

Eric Lewis alleges in his affidavit that Assange is “highly likely to be sentenced to

imprisonment that will constitute the rest of his likely natural lifespan.” Lewis Aff. ¶ 47. Mr.
Lewis’s affidavit suffers from critical flaws. For one, Lewis heavily relies on the statutory
maximum of 175 years, without acknowledging that only a tiny fraction of all federal defendants
receive statutory maximum sentences.
183.

The law that controls sentencing in federal courts in the United States sentence is

18 U.S.C. 3553. Pursuant to that statute, the court shall impose a sentence sufficient, but not
greater than necessary, to comply with the need for the sentence imposed to (a) reflect the
seriousness of the offense, promote respect for the law, and provide just punishment for the
offense; (b) afford adequate deterrence to criminal conduct; (c) protect the public from further
crimes of the defendant; and (d) provide the defendant with needed educational or vocational
training, medical care, or other correctional treatment in the most effective manner.
184.

In determining the particular sentence to be imposed, the district court shall

consider the following factors:
(1) the nature and circumstances of the offense and the history and characteristics of
the defendant;
(2) the need for the sentence imposed to -(a) reflect the seriousness of the offense, promote respect for the law, and
provide just punishment for the offense;
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(b) afford adequate deterrence to criminal conduct;
(c) protect the public from further crimes of the defendant; and
(d) provide the defendant with needed educational or vocational training,
medical care, or other correctional treatment in the most effective manner;
(3) the kinds of sentences available;
(4) the kinds of sentence and the sentencing range established for the applicable
category of offense committed by the applicable category of defendant as set forth in
the guidelines issued by the U.S. Sentencing Commission and any pertinent policy
statement issued by the U.S. Sentencing Commission;
(5) the need to avoid unwarranted sentence disparities among defendants with
similar records who have been found guilty of similar conduct; and
(6) the need to provide restitution to any victims of the offense.
After weighing each of these factors, the sentencing court will arrive at an appropriate
sentence. This determination is within the sentencing court’s broad discretion and is subject to
appellate review under a reasonableness standard or for any procedural defects.
185.

As noted above, a key factor to be considered by a sentencing court in the United

States is the need to avoid unwarranted sentence disparities among defendants with similar
records who have been found guilty of similar conduct. Lewis relies heavily on the sentence
initially imposed on Manning, but fails to account for the key fact that, while parole is
unavailable in the federal civilian justice system, defendants with sentences of more than a year
of incarceration in the military system generally are considered for parole after serving a third of
their sentence. As a result, a sentence imposed in a military court of a term of years of
imprisonment tends, in practical terms, to be the equivalent of a much lower term of years of
imprisonment imposed in a federal civilian court. Moreover, Manning’s sentence was, in any
event, commuted to a term much shorter than what was originally imposed. Accordingly, the
sentence imposed on Manning by the military judge will be of limited use as a factor of
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consideration for a judge considering the appropriate sentence for Assange. Instead, in seeking
to avoid an unwarranted sentence disparity for Assange, his sentencing judge likely will consider
sentences recently imposed in U.S. civilian courts for unauthorized disclosures of classified
information to the media. See United States v. Sterling, 860 F.3d 233 (4th Cir. 2017) (sentenced
to 42 months); United States v. Albury, 18-cr-00067-WMW (D. Minn. Oct. 26, 2018) (sentenced
to 48 months); United States v. Winner, 17-cr-00034-JRH-BKE (S.D. Ga. Aug. 24, 2018)
(sentenced to 63 months).
186.

Lewis also fails to note that sentences above the range calculated by the United

States Sentencing Guide are very rare. The sentencing court has the ability to sentence a
defendant above the recommended sentencing guidelines range, but such above-guidelines
sentences are rare. According to the United States Sentencing Commission, in 2018, out of
68,902 sentences for which data was collected, sentencing courts imposed sentences within the
guidelines range in approximately 51% of cases, below the guidelines range in approximately
46% of cases, and above the guidelines range in approximately 3% of cases. 2018 Datafile, US
Sentencing Commission FY18, https://www.ussc.gov/sites/default/files/pdf/research-andpublications/annual-reports-and-sourcebooks/2018/Table29.pdf.
187.

If a defendant is convicted of multiple offenses, the sentencing court may run the

sentences concurrently or consecutively. See 18 U.S.C. § 3584(a). The terms may not run
consecutively for an attempt and for another offense that was the sole objective of the attempt.
Id. The court is to follow the factors listed in section 3553(a) in determining whether to impose
concurrent or consecutive terms. See § 3584(b). None of the offenses charged in the superseding
indictment requires imposition of a consecutive or mandatory minimum sentence.
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188.

In short, it is difficult to estimate a possible sentence at this early stage of a

criminal proceeding. There are many factors that contribute to the imposition of an actual
sentence, and it is difficult to address eve1y conceivable pe1m1,1tation that could occur.
Conclusion
189.

The facts and information contained in this Declaration in Suppo1t of the Request

for the Extradition of Julian Paul Assange are true and conect according to the best ofmy
knowledge, information, and belief.

Gordon D. Kromberg
Assistant United States
omey
Office of the United States Attorney
SUBSCRIBED and SWORN to before me
this i 7th day of January 2020.

Notar~

My commission expires

·

f

(,p / "?() ~10

Alexandria, Virginia
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division
UNITED STATES OF AMERICA
v.
CRIMINALNO.: l:18-CR-111
JULIAN PAULASSANGE,
Defendant.
SUPPLEMENTAL DECLARATION IN SUPPORT OF REQUEST FOR
EXTRADITION OF .TTJLIAN PAULASSANGE

I, Gordon D. Kromberg, being duly sworn, depose and state:
l.

I am a citizen of the United States.

2.

I am an Assistant United States Attorney in the Eastern District of Virginia, and

have been so employed since 1991. I received my Bachelor's degree from Princeton University
in 1979, and a Juris Doctor degree from New York University School of Law in 1982. Before
joining the United States Attorney's Office, I served as a trial attorney in the United States
Department of Justice, and as a defense attorney in the United States Army's Judge Advocate
General's Corps. My duties as an Assistant United States Attorney include the prosecution of
persoll.S charged with violations of the criminal laws of the United States, including laws
prohibiting computer intrusion and mishandling of national security information. For my work as
an Assistant United States Attorney, I have received various awards, including the Attorney
General's Award for Excellence in Furthering the Interests of U.S. National Security, and, on three
separate occasioll.S, the FBI Director's Award for Outstanding CounterteITorism Investigation.
Based on my training and experience, I am an expert in the criminal laws and procedures of the
United States.
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3.

In the course of my duties as an Assistant United States Attorney, T have become

familiar with the evidence and charges in the case of United States v. Julian Assange, Case Number
1: 18-cr- l l l , pending in the United States District Court for the Eastern District of Virginia.

r make

this declaration for the limited purpose of providing additional infonnation relevant to several
objections that Assange has made to this U.S. request for his extradition. The statements in this
declaration are based on my experience, training, and research, as well as information provided to
me by other members of the U.S. government including members of the Federal Bureau of
Investigation (FBI), the United States Department of Justice, and other federal agencies.
4.

This declaration does not respond to every assertion or allegation made in the

defense case. I understand that a number of the defense's allegations can be answered by reference
to matters which have already been decided as a matter of extradition law in the United Kingdom.
If I have not addressed a matter in this declarat.ion , it should not be regarded as an acceptance of

its accuracy or its truthfulness.

I.

There Has Been
5.

o Abuse of Process

I understand that attorneys for Julian Paul Assange (hereinafter, "Assange") have

made a number of claims alleging that privileged communications have been collected by the
United States. As I stated in my previous declaration, paragraph 175, no privileged conversations
between Assange and his lawyers or doctors will be used against him. I add that to the best of my
knowledge, information, and belief, the allegations in the superseding indictment and the
affirmations made in the affidavits or declarations submitted by the United States in support of this
extradition request contain no legally privi leged material, and were not derived from legally
privi leged material. I make this statement, however, above what the law requires.

Wl1ile

privi leged evidence cannot be introduced against Assange at any trial, the suppression of evidence

2

173

derived from privileged information is proper only if the privilege is constitutionally based and
not a testimonial or evidentiary privilege. United States v. Squillacote, 221 F.3d 542,560 (4th Cir.
2000). Assange is not, therefore, entitled to a hearing to require the government to establish an
independent legitimate source for any disputed evidence.
6.

In an unsigned statement submitted on or around January 13, 2020, Gareth Peirce

alleged that materials belonging to Assange were taken from the Ecuadorian Embassy in London
at the time of Assange's arrest, and that some of those materials were privileged and/or necessary
to assistAssange in defending against the superseding indictment. See Second Statement of Gareth
Peirce

11 6-12.

I can again assure the Court that, as required by American law, no privileged

materials will be used against Assange during criminal proceedings in the United
States. Moreover, as I noted in paragraph 177 of my previous declaration, pursuant to established
U.S. Department of Justice procedures, any potentially privileged materials in the possession of
the Department of Justice arc reviewed by a team of lawyers and investigators, separate from the
prosecution team. This separate team, known as a "filter" team, is responsible for resolving
questions of potential privilege through discussions with Assange's lawyers or litigation before an
impartial judge and for creating a record to establish the steps taken with respect to any materials
deemed to be privileged.
7.

Finally, as discussed in Section N of my prior declaration, Assange and his lawyers

will have access to information in the possession of the prosecution team as required by the rules,
laws and constitution of the United States, including evidence relevant and material to Assange' s
defense. See, e.g., Fed. R. Crim. P. 16, Fed. R. Crim. P. 26.2; 18 U.S.C. § 3500; Brady v. Maryland,
373 U.S. 83 (1963); Giglio v. United States, 405 U.S. 150 (1972); United States v. Abu Ali, 528
F.3d 210, 248 (4th Cir. 2008) ("[T]he government may protect classified information from
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disclosure, but if the district court determines, in the exercise of its discretion, that an item of
classified information is relevant and material to the defense that item must be admitted unless the
government provides an adequate substitution.") (internal quotations omitted).
Zakrzewski Abuse of Process

TI.

8.

In bis affidavit, Patrick Eller, a forensic examiner retained by lawyers for Assange,

faults the United States for stating in the superseding indictment, "Manning provided ASSANGE
with part of a password hash stored on United States Department of Defense computers connected
to the Secret Internet Protocol

etwork." Superseding Indictment, Count 18, Overt Act 2. Eller

asserts that this falsely implies, "the password hash itself is broken up and split between the SAM
and system file," whereas, in fact, the password hash "is stored in full in the · SAM file, but
encrypted with a key (which is not part of the hash) generated from data in the SAM file and
system file." Eller Aff. 32. Thus, E ller believes it is more accurate to say that Manning provided
Assange with an "encrypted hash" rather than "a portion of a hash." Eller il 65. Eller is correct
that password hashes stored on the Security Accounts Manager (SAM) file are encrypted and that
what Manning provided Assange was the bash as stolen from a SAM file. The superseding
indictment used the term "portion of a hash" to make clear that-ordinarily- one would need more
than what Manning gave Assange in order to derive the password bash. See Superseding
Indictment 18 ("Had Manning retrieved the full password hash and had AS SAN GE and Manning
successfully cracked it, Manning may have been able to log onto computers under a usemame that
did not belong to her.").
9.

It is not clear that anything turns on whether one calls what Manning gave to

Assange a "part of a password hash" or an "encrypted hash." It appears that Eller' s point is to
suggest that it was not possible for Assange and Manning's hash-craclcing agreement to succeed.
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Although we do not concede that the success of the conspiracy was impossible, I again note that
impossibility is not a defense to conspiracy. See United States v. Jimenez Recio, 537 U.S. 270,
272, 275 (2003).
10.

In the ''' Summary of Issues" submitted to this Court on December 17, 2019,

Assange's attorneys asserted, "Under US law, receipt/publication of classified information is
lawful (Bartnicki v Vopper (2001) 532 US 514) and illegality only arises if the publisher actually
participated in illegality in obtaining the material." Assange Statement of Issues

12. But

Bartnicki - - the authority upon which Assange relies for this assertion - - had nothing to do with
the publication or receipt of classified information. In Bartnicki, the United States Supreme Court
held that the First Amendment protected a publisher's disclosure of the contents of an illegally
intercepted telephone conversation.

See id. at 535.

The illegally intercepted telephone

conversation at issue in that case related to a dispute between a teachers' union and a school board.
See id. at 518-19.

Bartnicki did not involve classified information, much less classified

information that is related to the national defense of the United States - - and that discloses the
names of sources - - which the United States has charged Assange with disclosing. As I explained
in paragraphs 8 and ·9 of my previous declaration, the First Amendment generally does not protect
the intentional outing of classified intelligence sources.
11.

Bartnicki is distinguishable from this case in another important respect. As the

Supreme Court observed in Bartnicki, the publisher at issue in that case "played no part in the
illegal interception." Id. at 525. Instead, the publisher "found out about the interception only after
it occurred" and "never learned the identity of the person or persons who made the interception."
Id. Moreover, the publisher's "access to the information was obtained lawfully,''' id. , that is, no

law prohibited the publisher from receiving the intercept. In fact, the Supreme Court emphasized
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that its "holding .. . does not apply to punishing parties for obtaining the relevant information
unlawfully." Id. at 532 n.19. In contrast, as alleged in the superseding indi ctment, Assange was
complicit in the illegal acts to obtain or receive the classified documents, and he agreed and
attempted to obtain classified information through computer hacking. As I explained in paragraph
7 of my previous declaration, the First Amendment did not protect Assange in engaging in such
conduct.
12.

In the same "Statement oflssues,' Assange's attorneys asserted, "[t]he allegations

that Manning's disclosures were connected to the WikiLeaks 'most wanted list' is again flatly
contradictory to the evidence," and "Manning's ultimate transmission of data does not, in fact,
correlate to any suggested agreement, no,r does what was sent by Manning correlate to what
Assange is alleged to have sought." Assange Statement of Issues

12. To the contrary, as

summarized in the affidavit of Kellen S. Dwyer in support of extradition, dated June 4, 2019,
Manning searched classified databases for information responsive to Assange's solicitations
contained in WikiLeaks's "Most Wanted Leaks":
a.

According to forensic evidence obtained from U.S. DoD computers, beginning in
at least November 2009, Manning responded to ASSANGE's solicitation of
classified information made through the WikiLeaks website. For example,
WikiLeaks's "Military and Intelligence" "Most Wanted Leaks" category, solicited
CIA detainee interrogation videos. On November 28, 2009, according to forensic
evidence obtained from U.S. DoD computers, Manning searched "Intelink," a
for
engine,
search
network
DoD
U.S.
classified
"retention+of+interrogation+videos." The next day, Manning searched the
classified network for "detainee+abuse," which was consistent with the "Most
Wanted Leaks" request for "Detainee abuse photos withheld by the Obama
administration" under WikiLeaks's "Military and Intelligence" category. See
Dwyer A.ff. 19.

b.

On December 8, 2009, according to forensic evidence obtained from U.S. DoD
computers, Manning ran several searches on Intelink relating to Guantanamo Bay
detainee operations, interrogations, and standard operating procedures or "SOPs."
These search te1ms were yet again consistent with WikiLeaks's "Most Wanted
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Leaks," which sought Guantanamo Bay operating and interrogation SOPs under the
·
"Military and Intelligence" category. See Dwyer AIT. 20.
13.

Moreover, many of the classified document sets that Manning in fact stole from

the U.S. government and provided to Assange were consistent with the materials A.ssange solicited
through the WikiLeaks website and its "Most Wanted Leaks." For instance, consistent with
WikiLeaks's "Most Wanted Leaks" solicitation of "Iraq and Afghanistan U.S. Army Rules of
Engagement 2007-2009' (SECRET)," Manning stole and transmitted to Assange multiple rules of
engagement files. Dwyer Aff

33. Similarly, consistent with WikiLeaks's solicitation of bulk

databases of "classified, censored, or otherwise restricted material of political, diplomatic, or
ethical significance," between on or about March 28, 2010, and April 9, 2010, Manning used a
United States Department of Defense computer to download over 250,000 U.S. Department of
State cables, which she subsequently provided to Assange. Dwyer A.ff.

12.

Response re: Wiley Declarations Regarding Prison Conditions

ill.
14.

I have reviewed three different declarations signed by R. Wiley. At the time be

signed thes<? affidavits, Mr. Wiley was the Warden at the United States Department of Justice,
Federal Bureau of Prisons ("BOP") facility known as the United States Pen.itentiary,
Administrative Maximum ("A.DX"), which is located in Florence Colorado. These declarations
were filed in the following extradition matters: United States v. Abu Hamza (Magistrate Court at
Westminster Oct. 3, 2007); United States v. Syed Ta/ha Ahsan, 3:06CR194(JCH) (D. Conn. May
11 , 2009); and United States v. Khalid Al Fawwaz, S(l 0) 98 Cr. 1023(KTD) (S.D.N. Y. Dec. 6,
2009) (collectively, the "Wiley Declarations"). In sum and substance, these affidavits described
the facilities, policies, and procedures at the A.DX.
15.

My understanding is that, in large part, the Wiley Declarations continue to

describe accurately the conditions at ADX. Of course, the statistics regarding staffing numbers,
7
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inmate numbers, and inmate designations have c hanged. The overall structure of the ADX is
largely unchanged, but enhancements outlined below have since been put in place.
Since the last Wiley declaration, the following Program Statements and

16.

Institutional Supplements (the "Policies"), which contain substantive provisions regarding,
among other matters, screening and diagnosis of mental illness, provision of mental h ealth care,
suicide prevention, and conditions of confinement to reduce the risk of development or
exacerbation of mental illness have been updated or revised:

a. Program Statement, Treatment and Care ofInmates with Mental Illness (updated
for all BOP facil ities);
b. ADX Institutional Supplement, Treatment and Care ofInmates with Mental

ntness;
c. ADX Institutional Supplement, Suicide Prevention Program;
d. ADX Institutional Supplement, Control Unit Programs;
e. ADX Institutional Supplement, General Population and Step-Down Unit
Operations; and
f.

ADX Institutional Supplement, High Security Adult Alternative Housing

Program.
17.

Since the last Wiley declaration, the following general changes have been made to

theADX:
a. The ADX no longer operates a Special Housing Unit (Z-Unit). The Z-Unit was
recently renamed C-Unit and is now one of five (5) general population units;
b. There are currently five (5) general population units (C, D, E, F, and G);

c. The Intermediate step of the Step-Down Program is in J/A Unit;
d. The Transitional and Pre-Transfer steps of the Step-Down Program are in B/A
Unit;
e. The KIA Unit now houses the Reentry Preparation Program Unit; and

8

179

f.

The K/B Unit now houses the 1-ligh Security Adult Alternative Housing Program.
Since the last Wiley declaration, the BOP has developed and activated units for

18.

mental health treatment at the following institutions:
a. A secure mental health unit at the United States Penitentiary in Atlanta, Georgia.
b. A second secure mental health unit at the United States Penitentiary in
Ailenwood, Pennsylvania.
c. A secure Steps Toward Awareness Growth and Emotional Strength (STAGES)
Program at the United States Penitentiary, High Security, in Florence, Colorado,
specifically designed for inmates with personality disorders.
Since the last Wiley declaration, BOP has undertaken the following initiatives to

19.

improve mental health treatment at BOP and, in particular, at the ADX:
a. Developing and implementing behavior-related incentive programs for inmates
housed at ADX;
b. Using and enhancing an at-risk recreation program to identify inmates who are
not participating in any recr,e ation programs, attempting to educate them on
wellness, and encouraging their participation in a structured recreation program;
c. Constructing, maintaining, and employing facilities for group therapy at ADX;
d. Constructing, maintaining, and employing areas for private psychological and
psychiatric counselling sess ions in all housing units at ADX;
e. Allowing telepsychiatry sessions to take place in private without the presence of
correctional officers;
f.

Screening all inmates housed at ADX as of August 2014, to determine, among
other things, whether the inmates have a mental illness. This included a screening
record review of all inmates and in-depth clinical interviews of approximately 130
inmates by outside psychiatrists and non-ADX Bureau psychologists;

g. Clarifying that psychotropic medications are available to any inmate for whom
such medication is prescribed, regardless of the inmate's housing assignment;
h. Ensuring that inmates receiving psychiatric medications at the ADX are seen by a
psychiatrist, physician, or psychiatric nurse every ninety (90) days, or more often
as clinically indicated for, at a mjnimurn, the first year;
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1.

Ensuring that during the screening and classification process identifies inmates
with mental illnesses, provides accmate diagnoses, and assesses the severity of
the mental illness or suicide risk;

J.

Developing and implementing procedmes to ensure that Health Services notifies
the psychiatrist, psychiatric mid-level provider, psychiatric nurse, or physician
and Psychology Services of inmates who refuse or consistently miss doses of their
prescribed psychotropic medications;

k. Requiring Health Services staff to take steps to ensure that psychotropic
medications are prescribed so that they are distributed on pill line;,

I.

Assessing all inmates at ADX periodically to determine whether mental illness
has developed since the last screening;

m. At the classification stage, using mental health care levels as defined in the
Program Statement, Treatment and Care ofInmates with Mental 11lness;
n. Excluding certain inmates with a Serious Mental Illness, as defined in the
Bureau' s Program Statement 53 10.16, Treatment and Care ofInmates with
Mental Illness, from ADX, except when extraordinary security needs exist. When
extraordlinary security needs exist, ensuring those inmates are provided treatment
and care: commensurate with tl1eir mental health needs, which includes the
· development of an individualized treatment plan in accordance with the Policies;
o. Taking s teps to ensure the prompt identification of inmates who d1evelop signs or
symptoms of possible mental illness while incarcerated at ADX, to permit timely
and proper diagnosis, care, and treatment;
p. Taking steps to ensure the reasonable access to clinically appropriate mental
health treatment for all inmates with mental illness at ADX;
q. Considering a commitment order under 18 U.S.C. § 4245, or otlie1r applicable
statute or regulation, for inmates who have a need for, but who do not agree to
participate in, a Secure Mental Health U nit or for a treatment program at a
Medical Referral Center. An inmate's refusal to be designated to a Secure
Residential Mental Health Unit or Medical Referral Center, or a court's denial of
a commitment order, is not grounds or justification to house an irunate with a
Serious Mental Illness at ADX. However, if a court denies commitment or
determines that an inmate does not have a Serious Mental Illness, permitting that
inmate to be placed at ADX if needed for security and safety reasons and
providing treatment commensurate with his mental health care level;

r. Housing ce1tain inmates in need of inpatient psychiatric care at a Medical Referral
Center;
s. If an inmate with Serious Mental Illness who continues to be housed at ADX due
to extraordinary security needs declines treatment consistent with his mental
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health care level, taking steps to develop and implement a treatment plan that
includes regular assessment of the inmate's mental status, rapport-building
activities, and other efforts to encourage engagement in a treatment process, and,
at a minimum, a weekly attempt to engage the inmate;

t.

Offering inmates with Serious Mental Illness who continue to be housed at ADX
due to extraordinary security needs between 10 and 20 hours of out-of-cell
therapeutic and recreational time per week consistent with their individualized
treatment plan;

u. Taking steps to support inmates with mental illness through creation of wellness
programs and recreational activities, specialized training of staff, and care
coordination teams;
v. Developing procedures for heightened review of requests and refenals for mental
health services;
w. Ensuring that.any calculated use of force or use ofrestraints involving an inmate

at ADX with a mental illness is applied appropriately to an inmate with such
conditions, as set forth in the Policies;
x. Excluding mental health clinicians from participation as a use of force team
member in a calculated use of force situation, other than for confrontation
avoidance.
y. Merging BOP's Electronic Medical Record (BEMR) and Psychology Data
System (PDS);
z. Staffing :and hiring four additional full-time psychologists at ADX, one
psychiatric nurse, and one psychology technician, with one of the four additional
full-time psychologist positions facilitating trauma-informed psychological
programming (Resolve Treatment (Trauma) Coordinator);
aa. Ensuring that the ADX Care Coordination and Reentry (CCARE) Team meets
monthly, pursuant to the applicable section ADX Institution.al Supplement
regarding Treatment and Care of Inmates with Mental niness;
bb. Ensuring that a Mental Health Transfer Summary is completed in BEMR/PDS
every time an in.mate with mental illness (CARE2-MH, CARE3-MH, and
CARE4-MH) transfers out of ADX, pursuant to the ADX Institutional
Supplement regarding Treatment and Care ofInmates with Mental nlness;
cc. Ensuring the collaboration of Psychology and Health Services staft: beginning no
later than 12 months before an inmate's anticipated release with Community
Treatment Specialist (CTS) regarding ADX in.mates CARE2-MH or higher
releasing to an residential re-entry center or home detention, pursuant to the
applicable section of the ADX Institutional Supplement regarding Treatment and
Care ofInmates with Mental Illness;
11
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dd. Hiring a full-time Social Worker for FCC Florence, whose priority is those
inmates housed at ADX and who provides Reentry Planning Services within 1
year of an inmate's projected release date, as appropriate, and pursuant to the
applicable section of the ADX Institutional Supplement regarding Treatment and
Care ofInmates with Mental fllness;
ee. Taking steps to ensure that discipline is applied appropriately to inmates with
Serious Mental Illnesses or Mental Illness, as set forth in the Policies; and

ff. Enhancing mental health training provided to Bureau staff.
Conclusion
20. The facts and information contained in this Supplemental Declaration are true and
correct according to the best of my knowledge, information, and belief.

{1--Ib._~

Gordon D. Kromberg
Assistant United States Attorney
Office of the United States Attorney
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division
UNITED STATES OF AMERICA

v.
CRIMINAL NO.: 1:18-CR-111
JULIAN PAULASSANGE,
Defendant.
SECOND SUPPLEMENTAL DECLARATION JN SUPPORT OF
REQUEST FOR EXTRADITION OF JULIAN PAULASSANGE
I, Gordon D . Kromberg, being duly swom, depose and state:

1.

I have made two previous declarations in supp01t of the request for extradition of

Julian Paul Assange, and incorporate here the description of my background and qualifications
that I included in those previous declarations. See Gordon Kromberg, Declaration in Suppo1t of
Request for Extradition of Julian Paul Assange ,r,r 1-4 (Jan. 17, 2020) (hereafter, "First
Declaration"); Gordon Kromberg, Supplemental Declaration in Support of Request for
Extradition of Julian Paul Assange ,r,r 1-3 (Feb. 19, 2020) (hereafter, "Second Declaration").
2.

This declaration responds to ce1tain of the defense's allegations raised before this

Cmut, but it does not respond to all of them. I understand that a number of the defense's
allegations can be answered by reference to matters that have already been decided as a matter of
extradition law in the United Kingdom or by argument from facts in the record before the Court.

If I have not addressed a matter in this declaration, it should not be regarded as an acceptance of
its accuracy or j ts truthfulness. The statements in this declaration are based on my experience;
training, and i-esearch, as well as information provided to me by other members of the U.S.
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government, including members of the Federal Bureau of Investigation ("FBI"), the United
States Department of Justice, and other federal agencies.

I.

Assange's Claims of Prejudicial Delay
Because of Political Motivation Are Meritless.
3.

Tam aware that Assange and his legal team have claimed that the political

motivations of the cunent ad.minisLJation drove the decision to charge him, representing a
xeversal of course from an alleged decision in 2013 by a prior administration, and that this delay
has prejudiced his ability to defend himself. SpecificaJly, I am aware that Assange and his legal
team asse1t that the alleged delay prejudices Assange' s ability to defend himself because, had he
known about the charges earlier, he could have retained evidence and unde1taken investigation
into the allegations.

A.

4.

Assange and His Legal Team Have Presented No Evidence to Overcome
the United States' Representation that Its Charges Are Not PoliticaUy
Motivated.
As I have previously ernpbasized, the superseding indictment does not reflect

political bias or motivation. See First Declaration 1 11. As explained, federal prosecutors are
forbidden from taking into accom1t such considerations when malcing charging decisions. See id

U 10-13.

As I have represented, the superseding indictment against Assange is not based on

Assange's political opinions, but, instead, on the evidence and the rule oflaw. See id.
5.

1 17.

Assange and bis legal team's arguments- and the affidavits filed in supp01t-

primarily rely on a select number of news articles. Based on those articles and the hearsay
with.in them, they invite the Court to infer that the decision to prosecute was politically
motivated. As a prosecutor involved in this case, however, I reemphasize that this prosecution is
founded on objective evidence of criminality, and focused upon Assange's complicity in
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criminal conduct and his dissemination of the names of individuals who provided information to
the United States. See id.

B.

6.

,r,r 6, 13,

17.

Assange Cannot Be Prej udiced By Delay Because He Knew of
the Nature of the Criminal Investigation that Transferred from
One Administration to Another.
Assange's arguments are contradicted by judicial findings, made in the U.S.

District Court of the District of Columbia, that the investigation into the unauthorized disclosure
of classified infonnation on the WikiLeaks website remained ongoing when the present
administration came into office. On March 4, 2015, United States District Judge Barbara J.
Rothstein wrote that she was "persuaded that there is an ongoing criminal investigation....
Defendants [the United States Depaitment of Justice] have provided sufficient specificity as to
the status of the investigatton, and sufficient explanation as to why the investigation is of longte1m dw-ation." Electronic Privacy information Center v. Department ofJustice Criminal

Division, 82 F. Supp. 3d 307,322 (D.D.C. 2015) (involving a lawsuit over a.Freedom of
Information Act request). Then, on the basis of two declarations submitted by an FBI official
(the latter of which was made on May 17, 2016), United States District Judge Amit P. Mehta
found "no reason to doubt that there is an ongoing investigation ofindividuals other than"
Chelsea Manning. Manning v. US Department ofJustice, 234 F. Supp. 3d 26, 35 (D.D.C. Jan.
11, 2017) (involving a lawsuit over a Freedom of InfotmationAct request by Chelsea Manning).
Judge Mehta further wrote that the ''government repeatedly and explicitly states that an
investigation is pending.... Nor has there been such a protracted passage of time since the
government first learned of WikiLeaks' publication of classified material for the court to doubt
whether any investigation of others might still be ongoing." Id.
7.

Not only have U.S . comts made findings as to the existence of an ongoing

investigation , but Assange and his representatives have publicly indicated their understanding
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that the investigation continued from 2010-and well after 2013- through the end of the
previous administration in 2017.
8.

For purposes of these extradition proceedings, Assange has placed heavy

emphasis on news reports claiming that a decision was made not to prosecute him in 2013. See,

e.g., Transcript of Proceedings in the Crown Comt at Woolwich, at 54 (Feb. 24, 2020). At the
time, howeve1~ Assange' s representatives expressed skepticism of those news reports, noting that
Assange was never notified of any decision not to prosecute. See Sari Horwitz, WildLeaks

Publisher Unlikely to Face US. Charges, Washington Post (Nov. 26, 2013) ("WikiLeaks
spokesman K.ristinn Hrafnsson said last week that the anti-secrecy organization is skeptical
'short of an open, official, formal confirmation that the U.S. govemment is not going to
prosecute WikiLeaks. "'); id ("' We have repeatedly asked the Department ofJustice to tell us
what the status of the investigation was with respect to Mr. Assange,' said Ba1Ty J. Pollack, a
Washington attorney for Assange. 'They bave declined to do so. They have not informed us in
any way that they are closing the investigation or have made a decision not to bring charges
against Mr. Assange. While we would certainly welcome that development, it should not have
taken the Depattment of Justice several years to come to the conclusion that it should not be
investigating jow-nalists for publishing truthful information.' " ).
9.

Indeed, in 2016, WikiLeaks tweeted that "precedent" required the Depmtment of

Justice to close the case against WikiLeaks, and that, in exchange for the then-administration' s
grant of clemency to Chelsea Manning (with whom a grand jury has charged Assange for
conspiring to commit the criminal offenses alleged in the superseding indictment at issue in these
extradition proceedings), Assange would agree to U.S. prison. Here is the tweet:
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WikiLeaksO @wikileaks · Sep 15, 2016
If Obama grants Manning clemency, Assange will agree to
exchange -- despite its clear unlawfulness

v

us prison in

WikiLeaksO @wikileaks · Aug 16, 2016
WikiLeaks lawyers to Loretta Lynch: 'Clinton precedent' requires closing
DoJ case against WikiLeaks docdroid.net/1 CJRtOg/201608...

0

351

t l.

C) 1.9K

2.2K

@wikileaks, Twitter (Sept. 15, 2016) (8:09 AM), https://twitter.com/wikileaks/status/
776437869376262 l 44?lang=en.
10.

Moreover, on January 12, 2017 (eight days before the transition to the current

administration), WikiLeaks tweeted that, in exchange for the then-adminish·ation's agreement to
grant clemency to Manning, Assange would agree to extradition to the United States. Here is that
tweet:
WikiLeaks O @wikileaks • Jan 12, 2017
If Obama grants Manning clemency Assange·will agree to US extradition
despite dear unconstitutionality of DoJ case

V

Wikileaks O @wikileaks · Aug 16, 2016
Wikileaks lawyers to Loretta Lyncl1: 'Clinton precedent' requires closing
DoJ case against WikiLeaks docdroid.net/lCJRtOg/201608...

Q

1.1K

t1

C) 4.6K

5.SK

@wik:ileaks, Twitter (Jan. 12, 2017) (11 :40 AM), https://twitter.corn/wikileaks/status/
819630102787059713?lang=en.
11.

Attached to both of these tweets was a letter from Assange' s lawyer to Attorney

Generai Loretta Lynch, concerning public acknowledgements by the Department of Justice of
the ongoing criminal investigation of Assange between 2010 and 2016. This lawyer requested

5
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closure of the then six-year investigation, into the very charges at issue in this extradition. The
letter stated, in relevant part, as follows:

As )'OU nrc nw4rc, on Novtl'llbef 29. 2010, 1he U11i1ed Stoics r.>c:panmcnl of Jus!ke Mm.>unccd it
~onuncncins nn inve.s1ign1lon of potcnli~I crimes commi11cd by Wikil.c.lks and its fuuntln,
J11li~11 A.ssans~- As rcccn1ly os Morch 1S, 2016, 1he Ocpmtmtnt of Ju~ticc in a publicly filed
court document contim1ed that this "im·~ti&ation continues to this dny." S,•e l>cfendanls'
Motion for Summ~r)' Judgment. Maiming 1•. U.S. Depar/mrnt of J11,·1ir~ anti th~ frdua/ Ourenu
of /111•wlga1/011, 15-.:v-01654•1\PM (D.U.C.), 0[! 12 ot I, 11. On Mtty 19, 2016, in a
subsequent publicly filed pk.iding. the DepMmcnt reitcm1ed the on•going natllrc of th~
iov,·sti&nlion. S.•t l>efcndunt,' Rtply in Suppon of Motion for i::ummary Judgmcnt and
Opposition 10 Plairltifl's Cros.<-Motion for Sum_m,,,y Judsn1c11t, Manning i>. U.S. l)epartmc111 n/
Jmrice ,me/ tilt Fc-,lrral lJ11r~nt1 nf /111·e-.11lgfltln11, 15-\>,'•0165-1·/\PM (D.D.C.), filed Moy 19.
2016, DE 16 nl I ('1nhc fDl's ongoing i11vcs1isn1ion is focused on ~ol)' civiliru1involvement in
Mruining's leak or cla,t<ifkd record! published on Wikil.c11ks, und 1101 011 ;m investigation of
Mo.nning herself."). TI1~1c ~re Ihm: dis1i11ct componc111s or the Dcpattmcnl curTcnll>'
contluctinr; the invesiigatinn(s): the Crimin~! Division, the Nntionnl Security Division, :111d 1h«
r odcr:il Surcau of lnvcl!ign1ion. Ser, e I(, EJutronlc Primer Jnfnrma1/011 Center v
Oepcirtmnl/ of .lmth·1·, Cr/111/11al {)/1'1.<lon, cl ul., 12-~,•-127 BJR (D.D.C.), Memorandum
Opinion 1~1ted M1uch 4, 2015, Dh 40, nl 1, 4.
\\';IS

As Mr. /\ssmigc's criminul dcfcnse coun.scl in the Un iced Slates , I have repeatedly sought
infom1ation from the lk1).,11mc11t of Justice rcgo.rdini; this nuw nearJy.six-ycnr.old
i11vc~1ign1ion. Despite the fact that the Ocp.'lrhncnt hns continuolly publicly t:onfirmoo lhrougli'
coun filing.s ;u1d stnlcmcnts to the press thal it is conducting M 011-i;oi11g criminnl invcStit~li0n
of Mr. A~sani,:c, tho Dcp:1rtmcnt hns pmviJed 111~ no )Ubs1nntivc informotion \\hot~oc,·~1 ul>out

* **
the status of the invc,~1iga1ion. 1\vo developments during the pcndcncy of this invcstig4tion
cause me to write 10 you to as.I{ that you publicly announc~ lhc closure of lhe criminal
investigation with no criminal charges.

***
See Letter from Barry J. Pollack to Loretta E. Lynch, Attorney General of the United States
(Aug. 16, 2016), available at https ://www.docdroid.net/l CJRtOg/20160816-letter-to-usattorney-general-loretta-e-lynch.pdf (last viewed Mar. 10, 2020).
12.

In essence, Assange has known of and fo llowed this investigation for almost a.

decade. As early as 2010, the media was publicly repmting that the Deprutment of Justice had
confirmed it was investigating Assange for his acts in connection with the Manning disclosmes.

1

1

See, e.g., Luke Harding et al., The US Embassy Cables, Behind the Leak: Julian Assange:
Inte,pol Puts WikiLeaks Founder on Wanted List as Legal Threats Mount, The Guru·dian (Dec. 1,
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Further, the specific concerns of the United States that Assange's publications endangered the
lives of innocent informants and sources were well publicized.2
13.

Contemporaneous news repo1ts reflect statements Assange made in response to

the annow1cements of the investigation into him in 2010. 3 Moreover, through the years, Assange

2010) ("WikiLeaks founder Julian Assange was last mght facing growing legal problems around
the world, with the US announcing that it was investigating whether he had violated its
espionage laws."); Charlie Savage, US. Weighs Prosecution of WikiLeaks Founde,~ but Legal
Scholars Warn ofSteep Hurdles, N .Y. Times (Dec. 2, 2010) ("Attorney General Exie H. Holder
Jr. has confirmed that the Justice Department is examining whether Mr. Assange could be
charged with a crime . ... "); Charlie Savage, Building Case/or Conspiracy by WikiLeaks, N.Y.
Times (Dec. 16, 2010) ("Federal prosecutors, seeking to build a case against the WikiLeaks
leader Julian Assange for his role in a huge dissemination of classified government documents,
are looking for evidence of any collusion in his early contacts with an Army intelligence analyst
suspecting ofleaking the information.").
2

See, e.g., Greg Jaffe & Joshua Paitlow, Mullen Says Leak Put Troops and Afghans in Danger;
WikiLeaks Documents Include Names ofInformants Helping US., Washington Post (July 30,
2010) ("The U.S. military's top officer charged Thmsday that WikiLeaks founder Julian
Assange, in releasing tens of thousands of secret documents, had endangered the lives of
American troops and Afghan info1mants who have assisted U.S. forces . ... A Washington Post
search of the 76,000 reports released by WikiLeaks turned up at least 100 instances dealing with
Afghan informants. In some of the repo1ts the informants' names and villages are listed along
with the names of the insurgent commanders that they had discussed with U.S. and Afghan
officials."); Scott Shane, WikiLeaks Leaves Names ofDiplomatic Sources in Cables, N.Y. Times
(Aug. 30, 2011) (''ln a shift of tactics that has alarmed American officials, the anti secrecy
organization WilciLeaks has published on the Web neai·ly 134,000 leaked diplomatic cables in
recent days, more than six times the total disclosed publicly since the posting of the leaked State
Department documents began last November. A sampling of the documents showed that the
newly published cables included the names of some people who had spoken confidentially to
American diplomats and whose identities were mai·ked in the cables with the wai·ning 'sh'ictly
protect.' State Department officials and human rights activists have been concerned that such
diplomatic sources, including activists, journalists and academics in authoritarian countries,
could face reprisals, including dismissal from their jobs, prosecution or violence.").
3

See, e.g., Ravi Somaiya, From WikiLeaks Founde1; a Barrage ofInterviews, N.Y Times (Dec.
18, 2010) ("Jn a series of media appearances Thursday and Friday the WildLeaks founder Julian
Assange railed against what he called an 'illegal' and 'aggressive' investigation of him and his
Web site by the United States and dismissed accusations of sexual misconduct in Sweden as
'politically motivated. ' Free on bail after rune days in prison in Britain, where he is fighting
exh·adition to Sweden, Mr. Assange said a United States espionage indictment against him was
imminent. In eai·lier comments, he and his supporters had called the Swedish exh·adition
proceeding a 'holding' action intended to keep him within the law's grasp while the United

7
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continued to make public statements reflecting that he was tracking the ongoing criminal
investigation. Two ofAssange's books-Cypherpunks: Freedom and the Future ofthe Internet,
fast published in 2012, and When Google Met WikiLeaks, first published in 2014--contain
subchapters in which Assange acknowledged that the WikiLeaks investigation continued. See
Julian Assange, Cypherpunks: Freedom and the Future ofthe Internet, at 13-19 & n.16 (2012)
(citing an investigative timeline that is available at http://\-vww.alexaobrien. com/timelineus_
versus_manning_asssange_wikileaks_2012.html); JulianAssange, When Google Met Wikileaks,
at 220-23 & n.311 (2014/2016) (ebook) (citing, in relevant pa1t, Electronic Privacy Information
Center v. Department ofJustice Criminal DMsion, No. I: 12-cv-00127, the same Freedom of

Information Act case, in the U.S. District Court for the District of Columbia, that I referenced
above, in Paragraph 6).

I do not vouch for the accuracy of descriptions by Assange, his legal team, or the

14.

media, but note only that these public accounts demonstrate that he knew of the existence and
ongoing nature of the investigation by the United States into his alleged criminal activities.
C.

15.

Assange Cannot Complain About Pre,j udice Because He Actively
Attempted to Evade Justice.

Assange's conduct in staying in the Embassy of Ecuador to avoid U.S.

prosecution plainly co1rnborates that he understood that he continued to face prosecution.

States completed its investigation."); Charlie Savage, US Prosecutors, Weighing WikiLeaks
Charges, Hit the Law Books, N.Y. Times (Dec. 8, 20 I 0) ("After WikiLeaks released a batch of
government documents concerning Jraq and Afghanistan in July, Mr. Holder and the director of
the Federal Bureau of Investigation, Robett S. Mueller Ill, both said the Jealcs were being
investigated, and Mr. Assange said United States officials had previously warned his
organization that there had been 'thoughts of whether I could be charged as a co-conspirator to
espionage, which is serious."').
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16.

As the Court is well aware, Assange fled to, and remained in, the Embassy of

Ecuador in London from June 2012 to April 2019. Assange's own lawyers have informed this
Cuurt that he hid in the Embassy of Ecuador to avoid prosecution in the United States. See
Statement of Jennifer Rob.inson 13 (Feb. 14, 2019) ("Mr. Assange had been granted asylum by
Ecuador because of [the ongoing investigation and reports of a sealed indictment,] and he remained
in the embassy to protect himself from US extradition."); Statement of Gareth Peirce 1 6 (Oct. 18,
2019) ("Mr Assange on June 19th 2012 took refuge inside the Ecuadorian Embassy jn London and
applied for asylum. The basis of his application was a fear of his re-extradition from Sweden to the
United States, a country from which he feared persecution. He believed that a sealed case against
him was prepared in the US, for the organisation of which he was at the time a director, WikiLeaks,
having published information on war crimes committed by the US in Iraq and Afghanistan.").
Likewise, Assange made public statements that he was remaining in the Embassy

17.

of Ecuador to avoid prosecu{ion in the United States. For example, in 2013, the Wilci.Leaks
website posted an affidavit by Assange concerning alleged monitoring of his activities and search
and seizure of his propeiiy. In this affidavit, Assange acknowledged that he was "granted asylum
after a formal assessment by the government of Ecuador in relation to the current and future risks
of persecution and cruel, inhuman and degrading treatment in the United States in response to
my publishing activities and my political opinions. I remain under the protection of the embassy
of Ecuador in London for this reason."

D.
18.

Assange Will Be Able to Raise Claims About Prejudicial Delay and
Selective Prosecution in the United States.
Finally, and importantly, Assange will have an opp01tunity to raise these exact

arguments in the United States. The Fifth Amendment to the U.S. Constitution guaran.tees that
"rn]o lJerson shall . .. be deprived of life, liberty, or prope1ty, without due process of law." U.S.
9
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Const. amend. V. The United States Supreme Court has recognized that a criminal defendant
may seek dismissal of an indictment on the ground that the government's delay in bringing the
indictment violated his right to due process. See United States v. Gouveia, 467 U.S. 180, 192
(1984); United States 1~ Lovasco, 431 U.S. 783, 789-91 (1977); United Stares v. .Afarion, 404
U.S. 307, 324-25 (1971). To establish such a claim of preindictment delay, the defendant must
demonstrate that the delay caused him actual prejudice. See United States v. Uribe-Rios, 558
F.3d 347, 358 (4th Cir. 2009). Iftbe defendant demonstrates actual prejudice, cour ts will then
"consider the government's reasons for the delay, balancing the prejudice to the defendant with
the Government's justification for the delay." Id. (internal quotation omitted). As someone who
knew of the investigation and actively took steps to evade prosecution for almost seven years, it
will be difficult fm Assange to demonstrate this prejudice. See Barker v. Wingo, 407 U.S. 514,
536 (1972) ("But barring extraordinary circumstances, we would be reluctant indeed to rule that
a defendant was denied this constitutional right [to a Speedy Trial] on a record that strongly
indicates, as does this one, that the defendant did not want a speedy trial.").
19.

Moreove1~ as described in paragraph 68 of the First Declaration, Assange can file

a pre-trial motion to challenge the superseding indictment on the basis of selective prosecution.
To succeed on such a motion, Assange would have to demonstrate that the prosecution "had a
discriminatory effect and that it was motivated by a discriminatory pmpose." Wayte v. United
States, 470 U.S. 598, 608 (1985). Meeting this heavy burden requires the defendant to establish
"both (1) that he has been singled out while others similarly situated have not been prosecuted;
and (2) that the decision to prosecute was invidious or in bad faith, i.e., based upon such
impermissible considerations as race, religion, or the desire to exercise his constitutional rights."
United States v. Greenwood, 796 F.2d 49, 52 (4th Cir. 1986) (internal quotation omitted).
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20.

In short, Assange will have a forum in the United States courts to raise his

allegations of prejudicial delay and selective prosecution. The United States cowts- the tribunal
responsible for resolving the charges against h.im-will be best positioned to address whether
there has been any such violation.
Conclusion
21.

The facts and infonnation contained in this Declaration are trne and c01Tect

according to the best of my knowledge, information, and belief.

Gordoiii3. Kromberg '
- ;
Assistant United States AttorneyV
Office of the United States Attorney
Eastern District of Virginia

SUBSCRIBED and SWORN to before me
this 12th day of March 2020.

,ro
~

_AA_
yPublic

~

My commission expires
Alexandria, Virginia

/!ldd( ~I . &81
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Id. r. 3.8. A prosecutor, for example, "shall ... not file or maintain a charge that the prosecutor
knows is not supported by probable cause." Id. r. 3.8(a). Federal prosecutors are subject to
sanction by the couits, governing bar authorities, and the Depaitment of Justice if they violate
these Rules of Professional Conduct.2
5.

Federal prosecutors have abided by these ethical guidelines when preparing its

extradition request. The United States' extradition request faithfully and accurate~y reflects its
case against Assange. Each allegation is premised upon the evidence identified in the request.
As demonstrated below, Assange has not shown that any of the allegations ai·e false.
6.

Instead, in his "Zakrzewski abuse" submissions, Assange essentially argues that

the United States should have anticipated the defenses and theories of the case that he might raise
and included them in its extradition request or in the indictment itself. But that is the purpose of
a trial on the merits, not the function of an extraclition request or chai·ging document. As
demonstrated in the Superseding Indictment, as well as the affidavit and declarations previously
filed on behalf of extradition by the United States, Assange's ai·guments are contested issues of
Jaw and fact that will be addressed at trial in front of an independent judge and jury in the United
States.
7.

At trial in the United States, Assange will have a constitutional right to present

evidence, cail witnesses on bis behalf, confront and cross-examine the government's witnesses,

2

See, e.g., E.D. Va. Local Rules, Appendix B, FRDE Rule IV(B) ("Acts or omissions by an
attorney admitted to practice before this Comt, inclividually or in concert with any other person
or persons, which violate the Virginia Rules of Professional Conduct adopted by this Court shall
constitute misconduct and shall be grounds for discipline, whether or not the act or omission
occurred in the course of any attorney-client relationship."); Office of Professional
Responsibility, U.S. Depaitment of Justice, available at https://www.justice.gov/opr/
professional-misconduct 0ast visited Mar. 22, 2020) (describing the role of the Depaitment of
Justice's Office of Professional Responsibility in investigating allegations of professional
misconduct by federal prosecutors).
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and assert his defenses. See, e.g., U.S. Const. amend. VI (guaranteeing criminal defendants the
rights, among other things, "to be confronted with the witnesses against him; to have compulsory
process for obtaining witnesses in his favor, and to have the Assistance of Counsel for his
defence"); Crane v. Kentucky, 476 U.S . 683, 690 (1986) (recognizing that the U.S . Constitution
"guarantees criminal defendants 'a meaningful opportunity to present a complete defense' "
(quoting California v. Trombetta, 467 U.S. 479,485 (1984))); Stricklandv. Washington, 466 U.S.
668, 684-85 ( 1984) (recognizing that the U.S. Constitution guarantees criminal defendants the
right to a fair trial). 3

II.

Assange Has Failed to Show that the United States Made Any
Misrepresentations in Its Extradition Request.

In the following section of the declaration, I refute a number of particular

8.

arguments-tbatAssange's counsel made in arguing that the United States knowingly made false
allegations to support its extradition request. As I stated at the beginning of this declaration, 1 do
not attempt to respond to every single accusation, and my failure to address a paiticular
accusation does not signify that the United States accepts the accusation as true or meritorious.

See infi·a ,r 2.

A.
9.

The nature and purpose of the hash-cracking agreement
During the February 25, 2020 hearing, the defense argued that the United States'

allegations concerning the hash-cracking agreement between Assange and Manning were
"provably wrong" and "a knowingly false account of the conduct that occurred." Extradition

3

As discussed in paragraph 67 of the First Declaration, Assange will also have a right to appeal
his conviction and sentence if he believes the trial comt committed any error. See Coppedge v.
United States, 369 U.S. 438, 441-42 (1962) (recognizing that "a defendant has a right to have his
conviction reviewed by a Comt of Appeals").
4
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Hr'g Tr. 7. As demonstrated below, the defense's argwn ents are misleading regarding the natw·e
of the United States' allegations, and fail to show that the allegations are false.

i.
10.

State Department cables

The defense asse1ted that the Superseding lndichnent alleged that the hash-

cracking agreement was for the specific purpose of gaining anonymous access to the Net Centric
Diplomacy database from which Manning stole the State Depa1tment cables. See Extradition
Hr' g Tr. 10-11 . According to the defense, the purpose of the hash-cracking agreement could not
possibly have been to gain anonymous access to the Net Centric Diplomacy database, because
the database tracked access by IP address rather than usemame. Id. at 11. This argument,
however, is misleading, because it does not accurately describe the natme of the United States'
allegations .
11.

Contrary to the defense' s assertion, the United States bas not alleged that the

purpose of the hash-cracking agreement was to gain anonymous access to the Net Centric
Diplomacy databao;;e or, for that matter, any other particular database. Instead, Count 18 of the
Superseding Indictment generally alleged that the "primary pwpose of the conspiracy was to
facilitate Manning's acquisition and transmission of classified information related to the national
defense ofthe United States so that WikiLeaks could publicly disseminate the information on its
website." The Superseding Indichnent fw.ther asserted that "badASSANGE and Manning
successfully cracked [the password hash], Manning may have been able to log onto computers
under a username that did not belong to her" and "[s]uch a measure wouJd have made it more
difficult for investigators to identify Manning as the source of disclosures of classified
information." Superseding Indictment 1 18. As this language plainly reflects, the United States
alleged that tl1e puipose of the hash-cracking agreement was to facilitate the acquisition and
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transmission of classified, national defense information generally, not to access a particular
database or set of docmnents.

12.

Cracking the password hash could have fi.uthered the alleged goals of the

conspiracy in many ways that have nothing to do with how the Net Centric Diplomacy database
(or any other of the particular databases) tracks access. Stealing hundreds of thousands of
documents from classified databases, as Manning did, was a multistep process. It required much
more than simply gaining access to the databases on which the information was stored. For
example, Manning had to extract lai·ge amounts of data from the database, move the stolen data
onto a government computer (here, Manning's SIPRNet computer), exfiltrate the stolen
documents from the government computer to a non-government computer (here, Manning' s
personal computer), and ultimately trai1smit the stolen documents to the ultimate recipient (here,
Assange and WikiLeaks). Each step in this process can leave behind forensic artifacts on the
computers or computer accounts used to accomplish the crime. Therefore, the ability to use a
computer or a computer account not easily attributable to Manning could be a valuable form of
anti-forensics. Put another way, Manning needed anonymity not only on the databasefi·om

wMch the documents were stolen (e.g., the Net Centric Diplomacy database), but also on the
computer with which the documents were stolen (e.g., the SIPRNet computer). The hashcracking agreement, at a minimum, could have fu1thered the latter goal.
13.

Manning's trial itself illustrates the point. Anny forensic investigators were able

to find impo1tant forensic evidence on the Bradley.Manning user account contained on the
SIPRNet computers that Manning used (that is, on Manning's assigned SIPRNet account). This
evidence, which was introduced at Manning's trial, included files that Manning viewed and/or
saved, and scripts that Manning stored while signed into an Almy SIPRNet computer under
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Manning's own username. See, e.g., Manning Comt-Ma1tial Tr. 8347 ("Within the user profile

Bradley.Manning there was a folder called bloop and within there, there was files.zip. The
files.zip contained over 10,000 complete Department of State cables."); id. at 8355 ("(W]ithin
the Windows temp folder there were two files, both have the SID, the security identifier of tbe
user profile Bradley.Manning and these two fi les each contain several hundred complete
Depaitment of State cables."); id. at 9168 ("Within the Bradley.Manning user profile, that video
was present."); id. at 9190 ("Within .22, in the bradJey.manning user profile, files with [the]
name [redacted] appeared in several locations."); id. at 10635 ("Within the ....22 computer on
the braclley.manning user profile, I examined the NTuser.dat. In there it maintained the last ten
batch files which would have been accessed.").
14.

To give just one example, Manning used a custom script, created with a program

called Wget (the "Wget script"), to download the State Department cables from the Net Centric
Diplomacy database (exfiltrating 250,000 State Department Cables maimally would likely have
been prohibitively time-consuming). At Manning's trial, the Almy inh·oduced forensic evidence
showing that the Wget script had been stored on a SlPRNet computer under the

Bradley.Manning user profile. See id. at 8354 ("Q. What other Wget related information did
you find on this computer? A. Within Windows prefetch files there showed ... prefetch files
where I captured Wget being run from the Bradley.Manning user profile on several
occasions."); id. at 10608 ("Wget.exe was run from documents and settings
bradley.manning/mydoci1ments/yada, folder 060000 ...."); id. at 10638 ("Q. [D]id you find a
folder on Private First Class Manning's SIPRNet computer that contained a batch file and the
associated files pulled using Wget? A. I did. Q. And where did you find that? A. Within the
bi-adley. manning user profile .... "). If Assange had successfully cracked the password hash to
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the FTP account, however, Manning could have used that account for the theft and Anny
investigators might have missed such forensic artifacts or, even if they found them, might not
have been able to attribute them to Manning.

15.

This is simply one way that the hash-cracking agreement may have contributed to

the broad criminal purpose of the conspiracy alleged in Count 18 in the Superseding Indictment.
There may be others, and the Superseding Indictment does not limit the prosecution to proving
any one paiticular theory at trial. I simply raise these points to make clear that eff01ts by the
defense to knock down a pruiicular theory are misleading, when such a theory was never raised
by the United States in the first place.
ii.

16.

Significant activity reports, detainee assessment briefs , anti Iraq
Rules ofEngagement

At the February 25, 2020 hearing, the defense also claimed that the Superseding

Indictment alleged that the purpose of the hash-cracking agreement was to allow Manning to gain
anonymous access to the Ouru1ta11amo Bay detainee assessment briefs, the Iraq Rules of
Engagement, and the Afghanistan and Iraq war-related significant activity rep01is. See Extradition
Hr'g Tr. 31-34, 4 1-42. After characterizing the allegations in this way, the defeuse then argued
that the purpose of the hash-cracking agreement could not possibly have been to gain anonymous
access to these docmnents, either because Manning had already provided them at the time of the
agreement (in the case of the significant activity reports), see id. at 4 1-42, or because Manning
could not access them from the FTP user account (in the case of the rules of engagement), see id.
at 32-34, or because access to the documents were 1Tacked by IP address and not user names (in
the case of the detainee assessment briefs and the significant activity repo1ts), see id. at 31, 41.

17.

Again, however, the defense' s arguments are misleading, because they do not

accurately describe the allegations made by the United States. The Superseding Indictment does
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not allege that the purpose of the hash-cracking agreement was to gain anonymous access to those

particular documents (i.e., the detainee assessment briefs, the significant activity reports, 4 or the
Iraq Rules of Engagement). Rather, the purpose of the agreement was to gain access to the FTP
account, which could have been used for Mann_jng's ongoing theft of classified information
generally.

For the reasons stated above, such anonymous access could assist Mannmg in

preventing investigators from learning of any future activities conducted on Manning's SIPRNet
computer.

This could include activities related to the theft and transmission of the State

Depaitment cables and any other theft and/or transmission of classified info1mation that Manning
might have committed in the future, but for the anest in May 2010.

B.
18.

The "Most Wanted Leaks" list
Next, I address three patticular arguments that the defense made with respect to

Assange's use of the ''Most Wanted Leaks" list to solicit classified, national defense information
of the United States.

19.

First, the defense argued that the "Most Wanted Leaks" webpage was

collaborative and allowed anyone to edit it. See Extradition Hr' g Tr. 12~13. Even assuming that
is true, it is i.tTelevant. The United States never alleged that Assange drafted all ofthe items on
the Most Wanted Leaks list. Rather, the United States has maintained that Assange used the list
to encourage and cause individuals to illegally obtain and disclose information to WikiLeaks.
Whether the preparation of the list was collaborative makes no difference to that allegation.
What matters is that Assange posted the list on WikiLeaks, and personally solicited and
encouraged others to break the law to obtain and provide responsive information.

4 As the defense points out (at 41-42), such an allegation would not have made sense with respect

to the detainee assessment briefs and significant activity reports, because Manning transinitted
those document sets to Assai1ge before they entered into the hash-cracki.t1g agreement.
9
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20.

The extradition request contains specific examples of when Assange actively

encouraged others to obtain information on the Most Wanted Leaks list. For example, as
outlined in the extradition request, Assange spoke at a "Hack in the Box Security Conference" in
2009 in Malaysia, where he encouraged people to search for the Most Wanted Leaks list and for
those with access to obtain and give to Wik:iLeaks information responsive to that list. See
Affidavit in Support of Request for Extradition of Julian Paul Assange ,r 16 (June 4, 2019)
(hereafter, "ExtraditionAff."). As another exarnp1e, the extradition request notes that, under the
general category "Bulk Databases," the Most Wanted Leaks list specifically sought the "Central
Intelligence Agency (CIA) Open Source Center database." Id

,r l S(a). As alleged, when

Manning brought up the Open Source Center database in a chat with Assange on March 8, 2010,
Assange informed Manning "that's something we want to mine entirely, btw." Id.

,r 3 l (b).

As

these examples reflect, regardless of who drafted the information listed on the Most Wanted
Leaks list, Assange actively encouraged others to obtain and provide it.
21.

Second, the defense repeatedly argued that ce1tain materials that Manning

provided- namely, the Afghanistan and Iraq war-related significant activity reports, the
Guaotanarno Bay detainee assessment briefs, and the U.S. Depaitment of State cables- were not
specifically listed on the Most Wanted Leaks. See Exh·adition Hr'g Tr. 8, 14, 30-31, 41. But the
United States never alleged that the -"1ost Wanted Leaks specifically listed these documents.
22.

Instead, the United States alleged generally that the WikiLeaks website solicited

"classified, censored, or otherwise restricted material ofpalilical, diplomatic, or ethical
significance.'' Extradition Aff. ,r 12. Fmtber, the United States alleged that the Most Wanted

Leaks list included broad categories of information, such as "bulk databases and military and
intelligence categories."

id. ,r 21,

As alleged, Manning acted consistent with the list in

10

204

downloading "four nearly complete databases from depa1tments and agencies of the United
States," including "approximately 90,000 Afghanistan war-related significant activity reports,
400,000 Iraq war-related significant activities reports, 800 Guantanamo Bay detainee assessment
briefs, and 250,000 U.S. Department of State cables."5 Id.
23.

These allegations were- and remain-accurate. Assange has not shown that they

were false. If Assange wants to contest whether the Most Wanted Leaks list solicited these
databases because it did not specifically list tbem, he is free to make those arguments to the jury
at tt·ial. But the United States did not misrepresent the facts in its extradition request.
Finally, the defense argued that the "Most Wanted Leaks" bad been sholiened

24.

significantly by May 2010. See Extradition Hr'g Tr. 13. But that was after Manning had already
supplied troves of responsive classified information to Assaoge and around the time of
Manning's arrest. See Superseding Indictment ,r,r 12-13.

C.
25.

Risk to the safety of sou.rces by Assange's dissemination of documents
During the February 25, 2020 hearing, the defense argued that the United States

knowingly made "obviously and provably false" allegations thatAssange's publication of the
Afghanistan and Iraq war-related significant activity reports and State Depamnent cables put
human sources as risk. See Extradition Hr'g Tr. 8. The United States, however, has offered
evidence of the risk to sources caused by Assange's publication of these documents. See First
Declaration ,r,r 25-65; Extradition Aff.

,r,r 38-45.

As explained below, Assange's arguments do

not establish that these allegations were knowingly false. Instead, Assange's arguments reflect,

J also observe that the United States has not charged Assaoge with aiding and abetting
Manoing's theft or transmission of the Iraq and Afghanistan significant activity reports. Rather,
the aiding and abetting and knowing receipt charges were explicitly limited to the detainee
assessment briefs, the State Department cables, and the rules of engagement. See Superseding
Indictment, Counts 2-4, 6-14.
5
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at most, his defenses to contested issues of law and fact, which he will have an opporttmity to
litigate in the United States.
i.

26.

Significant activity reports

At the hearIDg, the defense argued that the cornt-martial evidence established that

the significant activity i-ep01ts did not contain any "sensitive names." Extradition Hr'g Tr. 42.
Specifically, the defense pointed to the testimony of two witnesses called by Manning in the
couit-maitial-Captain Steven Lim and Chief Warrant Officer 2 Joshua Ehresman- who
testified that significant activity reports did not contain the names of "key sources." Id. at 42-43.
Neither Captain Lim nor Chief Watnnt Officer Ehresman, however, testified that the significant
activity reports did not contain the names of any sources. Instead, Captain Lim and Chief
Wanant Officer Ehresman testified only as to whether significant activity repo1ts contained the
names of "key" sources. The defense ignored that impo1tant qualification.
27.

The United States has not alleged that the significant activity .repmts revealed the

names of "key sources." As reflected in the extTadition request, the United States has alleged
that "[t]he significant activity reports from the Afghanistan and Iraq wars that AS SANGE
published included names of local Afghans a.11d Iraqis who had provided infmmation to U.S. and
coalition forces." Extradition Aff. 139; see also id.

ii 82 ("These reports contained the names,

a.11d in some cases information abou1 the locations, of local Afghans and fraqis who had provided
information to American and coalition forces."). The public outing of such local Afghans and
Iraqis put them in danger, regai·dless of whether they were considered "key" sources. Nor does
18 U.S.C. § 793(e)- the statute that the United States has charged Assange with violating by
publishing these documents-require the prosecution to prove that the disclosed sources were
"key." Because the United States did not, and was not, required to limit its charges to the
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identification of "key" somces, the testimony ofthe two witnesses highlighted by the defense in
no way suggests that the allegations were inaccurate.
28.

In fact, other testimony from Manrung's comt-martial suppotis U1e United States'

allegations in this case. Most notably, Brigadier General Robert Can, who oversaw the
Info1mation Review Task Fmce (IRTF), testified about how the significant activity reports
included the names oflocaJ nationals who provided U.S. soldiers with inf01mation. See, e.g.,
Manning Comt-Martial Tr. 11337 ("Q. And, sir, that example you gave, would those repo1ts
sometimes include those local nationalist names? A. In many cases they were."); id. at 11348
("When tWs data all came out and the hundreds of names that were io there, they were not
necessarily -- not all of these names were legitimate intelligence sources that were committed to
operating on om behalf. They were relationships of local villagers that were cooperating with
patrols and Soldiers as they went through as they talked from the police chief to the captain so
that they would begin to work together in a security operation."); id. at 11372 ("First, let's talk
about these conversations with local nationals that show up in the CIDNE reporting, both
CIDNE-I and CIDNE-A, right? So, sir, there were names listed in those :reporting? A. In some of
the reporting, yes."). General Carr fmther described the extensive efforts that the U.S.
Department ofDefense undertook to notify such individuals of their disclosure to mitigate the
risk of harm. See id. at 11348-50, 11370, 11384~86, 11402-04. As this testimony reflects, the
issue of source safoty was not, as the defense has wrongly suggested, uncontested at Manning's
court-martial trial.
29.

Most imp01tantly, the United States has previously described the !RTF, its duty-

to-not.ify eff01ts, and the evidence of the potential harm to sources caused by Assange's
disclosw-es. See First Declaration 1~ 27-29, 36-43.

13

207

208

209

to raise this issue in United States coutts. But his evidence of those efforts does not suggest that
the United States' allegations were false.

ii.

34.

State Department cables

The defense also challenged the United States' allegation that Assange put human

sources at risk by disseminating the State Department cables. See Exh-adition Hr'g Tr. 15-28.
35.

Importantly, the defense did not question the veracity of ce1tain core factua l

allegations that the United States made. Assange did not dispute that he initially "published
some of the cables in redacted form beginning in November 2010." Extradition Aff. 144.
Assange did not dispute that he then "published over 250,000 cables in September 201 I, in
unredacted form, that is, without redacting the names of the human sources." Id Assange did
not even dispute that he knew public release of the unredacted cables put the som ces at risk. See
Extradition Hr'g Tr. 27 (arguing that Assange called the U.S. Govemment over the telephone
prior to release of the infonnation "saying that he feared for the safety of informants").
36.

The defense instead argues that Assange was justified in publishing the

unredacted cables because others released them a day or two before him. As background, the
defense claims that, in the summer of 2010, WikiLeaks shared the unredacted cables with a
reporter from the Guardian, David Leigh, by posting an encrypted file containing the cables on
the WikiLeaks website. See Letter Statement of Christian Grothoff, at l (Feb. 12, 2020)
(hereafter, "Grothoff Statement"). The defense claims that, in February 2011, Leigh published a
book tl1al contained the password to the encrypted file. See Extradition Hr'g Tr. 23; Grothoff
Statement 3. The defense fu1ther asserts that no one connected the password with the encrypted
file until August 25, 20 11 , when Der Freitag announced it had obtained the encrypted file,
decrypted the file using a password found on the Internet, and accessed the unredacted cables.

See Extradi lion Hr' g Tr. 20, 24; Grothoff Statement 4. According to the defense, Assange called
16
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the State Department the same day, warning that release of the umedacted cables was imminent
and that people's lives would be at risk "[u]nless we do something." Extradition Hr'g Tr. 25.
The defense argued that other actors-including Cryptome and Pirate Bay- were then able to
access the unredacted cables and released them in the August 31, 2011 to September 1, 2011
timefrarne. See Extradition Hr'g Tr. 26-27; Grothoff Statement 4. Only aner that time, the
defense claims, didAssange publish the unredacted cables on the WikiLeaks website on
September 2, 2011. See Grothoff Statement 4.
37.

This argument is, at most, a defense theory that Assange can raise in United States

comts. It does not establish that the United States made any false allegations in its extradition
request. The fact remains that, on his high-profile WikiLeaks website, Assange published
unredacted State Depaitment cables that revealed the names of human sources, knowing that the
release of such inf01mation posed a dahger to their safety. While Assange may challenge - - on
the basis of an asse1tion that other actors released the inf01mation a day or two before him - whether his publication of the unredacted cables created such a risk, the relevance and merits of
such a defense will be issues for United States comts to resolve. The United States' position is
that Assange's dissemination and publication of the unredacted cables placed sources at a risk of
harm - - regardless of whether other actors released the information a day or two before him
(particularly when Assange is responsible for originally disseminating the file with the
unredacted cables that those actors accessed).
38.

Publicly available information, moreover, suggests that Assange's defense theory

is materially incomplete. On or about August 29, 2011 , Wik:iLeaks posted a statement on its
website announcing, "Over the past week, WikiLeaks has released 133,887 US diplomatic cables
from around the world- more than half of the entire Cablegate material (251,287 cables)." The
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statement noted that "[t] he decision to publish 133,877 cables was taken in accordance with
Wild.Leaks' commitment to maximising impact, and making information available to all." Soon
thereafter, a number of major news outlets expressed alarm that these cables i-evealed the names
of sources. See, e.g., Ken Dilanian, New WildLeaks Cables Name Sources; Human Rights

Groups and the US Voice Alarm About Safety of Those Who Confided, L.A. Times (Aug. 31,
2011) ("Previously, cables released by WikiLeaks bad the names of [confid~ntial] sources
redacted, but analysts who have examined the cables released in recent days say that does not
seem to be occurring."); Scott Shane, WikiLeaks .Leaves Names a/Diplomatic Sources in Cables,
N.Y. Times (Aug. 30, 2011) ("In a shift of tactics that has alarmed American officials, the
antisecrecy organization WikiLeaks has published on the Web nearly 134,000 leaked diplomatic
cables in recent days, more than six times the total disclosed publicly since the posting of the
lealced State Department documents began last November. A sampling of the documents showed
that the newly published cables included the names of some people who bad spoken
confidentially to American diplomats and whose identities were marked in the cables with the
warning ' strictly protect."'). While I cannot vouch for the accuracy of these articles, they
indicate thatAssange began publishing cables that identified confidential somces befme
Cryptome, Pfrate Bay, and others published umedacted cables.
39.

It is also worth observing that, after the extradition hearing, a number of key

actors in the defense' s accotmt have disputed the veracity of its claims. For exampJe, David
Leigh and the Guardian have publicly disputed Assange's attempt to shift blame to them. The
Guardian released a statement that "it is entirely wrong to say the Guardian's 2011 Wilileaks
book led to the publication of unredacted US government .files." Ben Quinn, Julian Assange Was

'Handciiffed 11 Times and Stripped Naked '; WikiLeaks Founder 's Lawyers Complain of
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Inte,ference After First Day ofExtradition Hearing, The Guardian (Feb. 25, 2020). The

Guardian explained, '"The book contained a password which the authors had been told by Julian
Assange was temporary and would expire and be deleted in a matter of hours. The book also
contained no details about the whereabouts of the files. No concerns were expressed by Assange
or Wikileaks about secmity being compromised when the book was published in February 2011.
Wikileaks published the unredacted files in September 2011.'" id. And David Leigh stated,
"' It's a complete invention that I had anything to do with Julian Assange's own publication
decisions. His cause is not helped by people maldng things up."' Id.
40.

While I am not in a position to vouch for the accuracy of these statements, I

highlight them to note thatAssange's account is a subject of dispute. The point is that the
defense's arguments merely raise factual disputes of dubious legal significance that s~ould be
resolved by the United States courts responsible for addressing the merits of the charges, not in
an exh·adition proceeding.

D.
41.

lraq Rules of Engagement
Finally, the defense argued that Manning uploaded the Iraq Rules of Engagement

to WikiLeaks at the same time Manning uploaded the so-called "Collateral Murder" video. See
Extradition H.r'g Tr. at 35-37. The defense made this argument to suggest that Manning obtained
the Rules of Engagement on Manning' s own, without encouragement, as context for the video.

See id. In making this argument, the defense relied on Manning's plea statement t hat the Rules
of Engagement were up loaded to WikiLeaks with the "Collateral Mw·der" v ideo. See ;d. at 3537.
42.

The United States has described at length the circumstances in which Manning

made that plea statement. See First Declaration ,i,i 140-44. As previously described, Manning
was not subject to cross-examination it. See id. ,i 143. Instead, the military judge engaged in a
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limited inquiry to ensw-e a factual basis for the plea. See id.

,r,r 142-43.

In fact, when given the

opp01tunity at the court-martial, Manning elected not to testify. See Manning Comt-Martial Tr.
l 0313 ("MJ: All right. PFC Manning, you have not testified, is that your decision? Ac;C: Yes,
Yom Honor."). As a result, the United States has never had the opportunity to cross-examine
Maiming about the offense.7
43.

The United States disputes the veracity ofMam1ing's account about when the

Rules of Engagement were downloaded and uploaded. In Mannii1g's plea statement, Manning
stated that the Collateral Murder video and Rules of Engagement were uploaded on February 21,
2010. See Manning Cowt-Martial Tr. 6768. As discussed in the extradition request, boweve1~
forensic computer evidence reflects that Manning downloaded the Rules of Engagement on or
about March 22, 2010, and then provided them to WikiLeaks. See ExtraditionAff. ,r 33. Thus,
this evidence shows that Manning did not obtain and provide to WikiLeaks the Rules of
Engagement until about a month after Manning claims to have provided to WikiLeaks the
"Collateral Murder" video.

7

I also observe that Manning had reasons to omit relevant facts from the plea statement.
Because Manning was not charged at the comt-martial with a conspiracy offense, it was
unnecessary to disclose the full extent of any agreement with Assange and WikiLeaks. To the
contrary, it was in Manning's interest to avoid making any statements that could be used against
her in a separate prosecution for conspiracy.
20
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Conclusion
44.

The facts and information contained in this Declaration are true and conect

according to the best of my knowledge, infmmation, and belief.

Gordon D . Kromberg
Assistant United States Attorney
Office of the United States Attor
Eastern District of Virginia

SUBSCRIBED and SWORN to before me
this 12th day of March 2020.
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

UNITED STATES OF AMERICA

CRIMINAL NO.: 1:18-CR-111

v.
JULIAN PAUL ASSANGE,
Defendant.

AFFIDAVIT IN SUPPORT OF REQUEST FOR EXTRADITION
OF JULIAN PAUL ASSANGE ON SECOND SUPERSEDING INDICTMENT
I, Gordon D. Kromberg, being duly sworn, depose and state:
1.

I make this affidavit in support of this Extradition Request of the United States of

America to the United Kingdom of Great Britain and Northern Ireland for the extradition of
Julian Paul Assange (ASSANGE), who is believed to be a citizen of Australia and Ecuador. This
Extradition Request seeks ASSANGE’s extradition on charges alleged in a Second Superseding
Indictment filed in this case on June 24, 2020, as described further below.
2.

I have made four previous declarations in support of the request for extradition of

Julian Paul Assange, and incorporate here the description of my background and qualifications
that I included in the first of those previous declarations. See Gordon Kromberg, Declaration in
Support of Request for Extradition of Julian Paul Assange ¶¶ 1-4 (Jan. 17, 2020) (hereafter,
“Kromberg First Declaration”); Gordon Kromberg, Supplemental Declaration in Support of
Request for Extradition of Julian Paul Assange ¶¶ 1-3 (Feb. 19, 2020) (hereafter, “Supplemental
Kromberg Declaration”); Gordon Kromberg, Second Supplemental Declaration in Support of
Request for Extradition of Julian Paul Assange ¶ 1 (Mar. 12, 2020) (hereafter, “Second
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Supplemental Kromberg Declaration”); Gordon Kromberg, Third Supplemental Declaration in
Support of Request for Extradition of Julian Paul Assange ¶ 1 (Mar. 24, 2020) (hereafter, “Third
Supplemental Kromberg Declaration”). 1
3.

In the course of my duties as an Assistant United States Attorney, I have become

familiar with the evidence and charges in the case of United States v. Julian Assange, Case Number
1:18-CR-111, pending in the U.S. District Court for the Eastern District of Virginia. This
affidavit does not detail all of the evidence against ASSANGE that is known to me, but only the
evidence necessary to establish a basis for this Extradition Request. I have confirmed the facts
of this affidavit with agents of the Federal Bureau of Investigation (FBI) who are assigned to
investigate this matter.
SUMMARY OF THE EXTRADITION REQUEST
4.

This Extradition Request arises from a longstanding investigation that the United

States has conducted of ASSANGE for illegal acts that he committed in connection with a
website known as WikiLeaks. As described below, the United States previously filed charges
against ASSANGE related to his illegal conduct in obtaining, conspiring and attempting to
obtain, and disseminating classified information from Bradley (now Chelsea) Manning, an
intelligence analyst in the U.S. Army. Recently, the United States obtained a Second
Superseding Indictment that expands two of the charges, holding ASSANGE responsible for his
participation in broader unlawful conspiracies to obtain national defense information from, and
engage in computer hacking with, other individuals in addition to Manning.

1

The Third Supplemental Kromberg Declaration bears the mistaken date of March 12,

2020.
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5.

On December 21, 2017, a federal magistrate judge in Alexandria, Virginia, issued

a criminal complaint charging ASSANGE with conspiracy to commit unlawful computer
intrusion, in violation of Title 18, U.S. Code, Section 371, based on ASSANGE’s agreement with
Manning to crack an encrypted password hash stored on U.S. Department of Defense computers
connected to a classified network. On March 6, 2018, a federal grand jury in Alexandria,
Virginia, returned an Indictment charging ASSANGE with the same offense. The United States
submitted a provisional arrest request to the United Kingdom in connection with this charge.
6.

As I have detailed in a prior affidavit, ASSANGE was actively attempting to

evade justice in the United States during this time. See Second Supplemental Kromberg
Declaration ¶¶ 15-17. Specifically, in June 2012, ASSANGE fled to the Embassy of Ecuador in
London, and for almost seven years, ASSANGE hid in the Embassy of Ecuador to avoid
prosecution in the United States. See id. ¶¶ 16-17. ASSANGE remained in the Embassy of
Ecuador from June 2012 until on or about April 11, 2019, when U.K. law enforcement arrested
ASSANGE in the Embassy of Ecuador.
7.

Soon after ASSANGE’s arrest, on May 23, 2019, a federal grand jury in

Alexandria, Virginia, returned a Superseding Indictment charging ASSANGE with 18 counts. As
I have explained in a prior affidavit, the Superseding Indictment charged ASSANGE for his
complicity in illegal acts to obtain or receive voluminous databases of classified information
from Manning, his agreement with Manning and attempt to obtain classified information through
computer hacking, and his publication of certain classified documents that were provided by
Manning and contained the un-redacted names of innocent people who risked their safety and
freedom to provide information to the United States and its allies, including local Afghans and
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Iraqis, journalists, religious leaders, human rights advocates, and political dissidents from
repressive regimes. See First Kromberg Declaration ¶ 6.
8.

The next month, on or about June 6, 2019, the United States submitted, via the

diplomatic channels, a request that the United Kingdom extradite ASSANGE based on the
charges in the Superseding Indictment. As Attachment A to this affidavit, I have attached a
copy of the original papers submitted in support of the request for ASSANGE’s extradition,
including an affidavit, dated June 4, 2019 (hereinafter, “Initial Extradition Affidavit”). 2
9.

After the grand jury returned the Superseding Indictment, the United States

continued to investigate ASSANGE’s criminal conduct, including criminal conduct that was not
alleged in the Superseding Indictment or any of the other prior charging instruments against him.
In my training and experience, it is lawful, and indeed common, for U.S. prosecutors to continue
investigating a defendant’s criminal conduct even after he has been arrested and charged. For
example, the arrest and detention of the defendant often permit law enforcement to take more
overt investigative steps that might previously have been unavailable due to concerns that they
would cause the target and co-conspirators to flee or continue flight from prosecution, destroy or
tamper with evidence, change patterns of behavior, or notify confederates.
10.

On June 24, 2020, a federal grand jury in Alexandria, Virginia, returned a Second

Superseding Indictment against ASSANGE. Like the prior Superseding Indictment, the Second
Superseding Indictment charges ASSANGE with 18 counts. The Second Superseding
Indictment does not add or remove any counts against ASSANGE. Nor does the Second

2

In addition to the initial extradition request, I have attached as Attachment B,
Attachment C, Attachment D, and Attachment E the four declarations that I previously
submitted in support of ASSANGE’s extradition, as referenced above in Paragraph 2. For the
avoidance of any doubt, I hereby incorporate those declarations in support of this Extradition
Request, except where clarified or context suggests otherwise herein.
4
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Superseding Indictment increase the maximum penalty to which ASSANGE was already subject
under the prior Superseding Indictment. The Second Superseding Indictment continues to charge
ASSANGE for the same offenses arising from his illegal acts in obtaining, conspiring and
attempting to obtain, and disseminating classified national defense information from Manning.
For the avoidance of doubt, the entirety of the previous request is incorporated herein, except
where clarified, or context suggests otherwise herein. 3
11.

The Second Superseding Indictment differs from the Superseding Indictment in

the following significant ways:
a.

The Second Superseding Indictment alleges additional General
Allegations, including allegations relating to ASSANGE’s and his coconspirators’ efforts to recruit and agreement with hackers to commit
computer intrusions to benefit WikiLeaks, and efforts to recruit individuals
to violate the law in disclosing classified information to benefit
WikiLeaks;

b.

The Second Superseding Indictment expands the dates and scope of
Count 1 (Conspiracy to Obtain and Disclose National Defense
Information), thereby encompassing ASSANGE’s and his co-conspirators’
agreement to recruit individuals to violate the law in obtaining and
disclosing classified information to benefit WikiLeaks, and to publish
classified information containing source names to certain individuals not
authorized to receive it as well as the public;

c.

The Second Superseding Indictment moves the prior Count 18
(Conspiracy to Commit Computer Intrusion) to Count 2 and expands the
dates, scope, and objects of the conspiracy, thereby encompassing
ASSANGE’s and his co-conspirators’ efforts to recruit and agreement with
other hackers—in addition to Manning—to commit computer intrusions to
benefit WikiLeaks;

d.

The Second Superseding Indictment moves Count 2 in the Superseding
Indictment to Count 18; and

e.

The Second Superseding Indictment includes language in Counts 15, 16,
and 17 clarifying that ASSANGE violated the law by distributing the
significant activity reports and State Department cables that named human

3

For example, Paragraphs 58, 82, 83, 85, and 87 of the Initial Extradition Affidavit are
not incorporated herein.
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sources to persons not authorized to receive them, in addition to
publishing and causing the documents to be published publicly on the
internet.
12.

As set forth below, I provide a summary of the evidence supporting the additional

facts and the revised charges alleged in the Second Superseding Indictment. Because the Second
Superseding Indictment continues to allege facts and charges that were included in the prior
Superseding Indictment, I will incorporate by reference the Initial Extradition Affidavit to avoid
unnecessary repetition.
SUMMARY OF THE ADDITIONAL FACTS OF THE CASE
13.

The charges concern one of the largest compromises of classified information in

the history of the United States. As summarized in the Initial Extradition Affidavit, ASSANGE
conspired with U.S. Army Intelligence Analyst Bradley (now Chelsea) Manning to obtain,
receive, and communicate certain classified materials and to crack an encrypted password hash
stored on a U.S. Department of Defense computer connected to a network used for classified
documents and communications. Paragraphs 5 to 8 of the Initial Extradition Affidavit are
adopted as if fully set forth here, except that Paragraph 7 is amended to note that the password
hash discussed therein was an encrypted password hash.
14.

ASSANGE, however, did not just conspire with Manning to steal and disclose

classified information. The evidence shows that, from the time ASSANGE started WikiLeaks,
he and others at WikiLeaks sought to recruit individuals with access to classified information to
unlawfully disclose such information to WikiLeaks, and sought to recruit - - and worked with - hackers to conduct malicious computer attacks for purposes of benefiting WikiLeaks. In other
words, before ASSANGE first communicated with Manning about providing classified
information or hacking computers, ASSANGE already was engaged in a conspiracy with others
to do so as well. Moreover, after Manning was arrested, ASSANGE sought to recruit other
6
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hackers and leakers of classified information, by publicizing his willingness to help such
individuals avoid identification and arrest.
15.

Among the individuals with whom ASSANGE conspired were Jeremy Hammond,

“Sabu,” and “Laurelai,” all of whom were hackers located in the United States at the time they
committed the overt acts alleged in the Second Superseding Indictment. These individuals are
discussed further below. In addition, several of the computers that are listed in the Second
Superseding Indictment as targets and intended targets of computer intrusions were computers
located in the United States and owned by U.S. business and/or U.S. government entities.
A.

Background on ASSANGE and WikiLeaks
16.

From at least 2007, 4 ASSANGE was the public face of WikiLeaks, a website he

founded with others as an “intelligence agency of the people.” The nature and operation of
WikiLeaks are set forth in Paragraphs 11 to 13 of the Initial Extradition Affidavit, and those
Paragraphs are adopted as if fully set forth here, except that WikiLeaks not only continued to
explicitly solicit “classified” materials until September 2010, but also continued to do so up
through in or about 2015. In sum, ASSANGE and WikiLeaks repeatedly sought, obtained, and
disseminated information that the United States classified due to the serious risk that
unauthorized disclosure could harm the national security of the United States. And, ASSANGE
designed WikiLeaks to focus on information restricted from public disclosure by law, precisely
because of the value of that information.
17.

As explained in Paragraphs 14 and 15 of the Initial Extradition Affidavit, which is

incorporated by reference, the WikiLeaks website included a detailed list of “The Most Wanted
Leaks of 2009.” This list explained that the sought after documents or materials must “[b]e

4

As with the Initial Extradition Affidavit, all dates in this affidavit are approximate.
7
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likely to have political, diplomatic, ethical or historical impact on release . . . and be plausibly
obtainable to a well-motivated insider or outsider,” and must be “described in enough detail so
that . . . a visiting outsider not already familiar with the material or its subject matter may be able
to quickly locate it, and will be motivated to do so.”
18.

ASSANGE used the “Most Wanted Leaks” as a means to recruit individuals to

hack into computers and/or illegally obtain and disclose classified information to WikiLeaks.
For instance, as evidenced by a video available on the internet, in August 2009, ASSANGE and a
WikiLeaks associate (WLA-2) spoke at the “Hacking at Random” conference in the Netherlands.
ASSANGE sought to recruit those who had or could obtain authorized access to classified
information and hackers to search for, steal and send to WikiLeaks the items on the “Most
Wanted Leaks” list that was posted on WikiLeaks’s website. To embolden potential recruits,
ASSANGE told the audience that, unless they were “a serving member of the United States
military,” they would have no legal liability for stealing classified information and giving it to
WikiLeaks because “TOP SECRET” meant nothing as a matter of law.
19.

Moreover, as evidenced by video available on the internet, at the Hacking at

Random conference, WLA-2 invited members of the audience who were interested in helping
WikiLeaks to attend a follow-on session, where they could discuss where the items on the Most
Wanted Leaks list could be found and how they could be obtained. At that follow-on session,
ASSANGE explained how WikiLeaks had exploited “a small vulnerability” inside the document
distribution system of the United States Congress to obtain reports of the Congressional
Research Service that were not available to the public, and he asserted that “[t]his is what any
one of you would find if you were actually looking.”

8
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20.

Likewise, as described in Paragraph 16 of the Initial Extradition Affidavit, which

is incorporated by reference, ASSANGE spoke at the “Hack in the Box Security Conference” in
Malaysia in October 2009. ASSANGE told the audience, “I was a famous teenage hacker in
Australia, and I’ve been reading generals’ emails since I was 17.” ASSANGE again referenced
the “Most Wanted Leaks” list for purposes of recruiting individuals to engage in computer
hacking and to steal classified information for publication by WikiLeaks.
B.

Chelsea Manning
21.

From 2009 to 2010, Chelsea Manning, then known as Bradley Manning, was an

intelligence analyst in the U.S. Army who was deployed to Forward Operating Base Hammer in
Iraq. Paragraphs 17 to 37 and 46 to 48 of the Initial Extradition Affidavit detail Manning’s
duties as an intelligence analyst, Manning’s access to classified documents and communications,
ASSANGE’s and Manning’s agreement to steal and disclose classified information to
WikiLeaks, ASSANGE’s and Manning’s overt acts in furtherance of their conspiracy, and the
evidence establishing that Manning exchanged instant message communications with ASSANGE
who was using a particular Jabber account. Those Paragraphs are incorporated by reference here
in their entirety, except Paragraph 31(c), which is amended to state that on March 8, 2010,
Manning told ASSANGE - - in reference to the Guantanamo Bay detainee assessment briefs - that “after this upload, that’s all I really have got left,” and, in response to this statement (which
indicated that Manning had no more classified documents to unlawfully disclose), ASSANGE
replied, “curious eyes never run dry in my experience.”
22.

As evidenced by a video available on the internet, in July 2010, at a conference in

New York City of “Hackers on Planet Earth,” a WikiLeaks associate (WLA-3) urged attendees to
leak to WikiLeaks. WLA-3 said that WikiLeaks had “never lost a source,” told the audience that
it should reject the thought that someone else was more qualified than them to determine whether
9
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a document should be kept secret, and urged attendees to assist WikiLeaks and emulate others
who had broken the law to disseminate classified information. WLA-3 ended his request for
assistance with the slogan, “Think globally, hack locally.”
23.

As demonstrated by evidence obtained from WikiLeaks’ website, WikiLeaks

published documents that Manning had unlawfully provided. Specifically, in July 2010,
WikiLeaks published approximately 75,000 significant activity reports related to the war in
Afghanistan, classified up to the SECRET level; in October 2010, WikiLeaks published
approximately 400,000 significant activity reports related to the war in Iraq, classified up to the
SECRET level; in November 2010, WikiLeaks started publishing redacted versions of U.S.
Department of State Cables, classified up to the SECRET level; in April 2011, WikiLeaks
published approximately 800 Guantanamo Bay detainee assessment briefs, classified up to the
SECRET level; and in August and September 2011, WikiLeaks published un-redacted versions
of approximately 250,000 U.S. Department of State Cables, classified up to the SECRET level.
C.

Teenager, Manning, and NATO Country-1
24.

Information provided by a human source, which has been corroborated by the

Jabber Communications between ASSANGE and Manning, shows that, in early 2010, around the
same time that ASSANGE was working with Manning to obtain classified information,
ASSANGE met a 17-year old in NATO Country-1 (“Teenager”), who provided ASSANGE with
data stolen from a bank. ASSANGE thereafter asked Teenager to commit computer intrusions
and steal additional information, including audio recordings of phone conversations between
high-ranking officials of the government of NATO Country-1, including members of the
Parliament of NATO Country-1.
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25.

Evidence obtained from a forensic examination of Manning’s computer media

shows that, beginning in January 2010, Manning repeatedly searched for classified information
about NATO Country-1.
26.

On February 14, 2010, as Manning admitted at court-martial, Manning

downloaded classified State Department materials regarding the government of NATO Country1. Evidence obtained from WikiLeaks’ website shows that, on February 18, 2010, WikiLeaks
posted a classified cable from the U.S. Embassy in NATO Country-1, that WikiLeaks received
from Manning.
27.

The Jabber Communications between ASSANGE and Manning show that, on

March 5, 2010, ASSANGE told Manning about having received stolen banking documents from
a source who, in fact, was Teenager. Then, five days later, on March 10, 2010, after ASSANGE
told Manning that ASSANGE had given an “intel source” a “list of things we wanted” and the
source had agreed to provide and did provide four months of recordings of all phones in the
Parliament of the government of NATO Country-1, ASSANGE stated, “So, that’s what I think
the future is like ;),” referring to how he expected WikiLeaks to operate.
28.

In early 2010, according to a human source and as corroborated by the Jabber

Communications between ASSANGE and Manning, a source provided ASSANGE with
credentials to gain unauthorized access into a website that was used by the government of NATO
Country-1 to track the location of police and first responder vehicles, and agreed that ASSANGE
should use those credentials to gain unauthorized access to the website.
29.

The Jabber Communications between ASSANGE and Manning show that, on

March 17, 2010, ASSANGE told Manning that ASSANGE used the unauthorized access to the
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website of the government of NATO Country-1 for tracking police vehicles (provided to
ASSANGE by a source) to determine that NATO Country-1 police were monitoring ASSANGE.
30.

Evidence obtained from WikiLeaks’ website shows that, on March 29, 2010,

WikiLeaks posted classified State Department materials regarding officials in the government of
NATO Country-1, which Manning had downloaded on February 14, 2010.
31.

According to a human source, after ASSANGE and Teenager failed in their joint

attempt to decrypt a file stolen from a NATO Country-1 bank, Teenager asked a U.S. person to
try to do so on July 21, 2010. Information provided by this U.S. person, as well as records of
online chats, corroborate that Teenager asked the U.S. person to try to decrypt the stolen file. In
2011 and 2012, that individual, who had been an acquaintance of Manning since early 2010,
became a paid employee of WikiLeaks, and reported to ASSANGE and Teenager.
32.

According to a human source, and as corroborated by the records of online chats

between ASSANGE and that source, no later than the summer of 2010, ASSANGE put Teenager
in charge of operating, administering, and monitoring WikiLeaks’s Internet Relay Chat (“IRC”)
channel. Because WikiLeaks’s IRC channel was open to the public, ASSANGE regarded it as
both a means of contacting new sources and a potential “den of spies.” ASSANGE warned
Teenager to beware of spies, and to refer to ASSANGE sources with “national security related
information.”
33.

In September 2010, according to a human source, and as corroborated by the

records of online chats between ASSANGE and that source, ASSANGE directed Teenager to
hack into the computer of an individual formerly associated with WikiLeaks and delete chat logs
containing statements of ASSANGE. When Teenager asked how that could be done, ASSANGE
wrote that the former WikiLeaks associate could “be fooled into downloading a trojan,” referring
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to malicious software, and then asked Teenager what operating system the former-WikiLeaks
associate used.
D.

Anonymous, Gnosis, AntiSec, and LulzSec
34.

In December 2010, media outlets reported that hackers affiliated with a group

known as “Anonymous” launched distributed denial of service attacks (“DDoS” attacks) against
PayPal, Visa, and MasterCard in retaliation for their decisions to stop processing payments for
WikiLeaks. Anonymous called these attacks “Operation Payback.”
35.

Later in December 2010, according to a human source, and as corroborated by the

records of online chats obtained from a forensic examination of a computer belonging to
“Laurelai,” a hacker affiliated with Anonymous, Laurelai contacted Teenager and identified
herself as a member of the hacking group “Gnosis.” Laurelai subsequently introduced Teenager
to another member of Gnosis, who went by the online moniker “Kayla.” Teenager told Laurelai
that he [Teenager] was “in charge of recruitments” for WikiLeaks and stated, “I am under
JULIAN ASSANGE’s authority and report to him and him only.” First Laurelai and later Kayla
indicated to Teenager their willingness to commit computer intrusions on behalf of WikiLeaks.
36.

In January 2011, according to a human source, and as corroborated by the records

of online chats between ASSANGE and that source, Teenager told ASSANGE, “a group of
Hackers offered there servicses [sic] to us called Gnosis.” ASSANGE approved of the
arrangement and told Teenager to meet with Gnosis.
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37.

Records of online communications recovered from Laurelai’s computer show that

on February 6, 2011, Laurelai told Kayla that they should show to Teenager materials that Kayla
had obtained by hacking a U.S. cybersecurity company (“U.S. Cybersecurity Company”). 5
38.

On February 7, 2011, according to a human source, and as corroborated by the

records of online chats between ASSANGE and that source, Teenager messaged ASSANGE that
Gnosis had hacked U.S. Cybersecurity Company. Then, on February 11, 2011, Teenager
provided ASSANGE with computer code that Kayla had hacked from U.S. Cybersecurity
Company and told ASSANGE it came from Gnosis’s hack of that company.
39.

Records of online communications recovered from Laurelai’s computer show that

on February 15, 2011, in a chat with a hacker with the moniker “elChe,” Laurelai characterized
herself as “part of WikiLeaks staff … hacker part.” The next day, on February 16, 2011, Laurelai
asked Kayla whether Laurelai could tell Teenager about Kayla’s penetration of a hosting service,
so that WikiLeaks could determine if WikiLeaks needed information hosted there.
40.

On February 17, 2011, according to communications provided by a human source,

Teenager told Laurelai that WikiLeaks was the world’s largest hacking organization.
41.

Records of online communications recovered from Laurelai’s computer show that

on March 1, 2011, Laurelai told Kayla to let Laurelai know if Kayla found any “@gov”
passwords” so that Laurelai could then send them to WikiLeaks (through Teenager). Five days
later, on March 6, 2011, according to communications provided by a human source, Laurelai

5

The identities of the victims discussed in the Second Superseding Indictment and this
affidavit are known to U.S. law enforcement, but have been anonymized in accordance with
Section 9-6.200 of the Justice Manual. It is the policy of the Department of Justice to not
publicly disclose victims’ identities before trial if there is any reason to believe that such
disclosure would endanger the safety of the victim or any other person or lead to efforts to
obstruct justice. The Department of Justice, however, intends to disclose the identity of the
victims listed herein to ASSANGE in discovery pursuant to a protective order.
14

229

offered WikiLeaks (through Teenager) “unpublished zero days” (vulnerabilities that can be used
to hack computer systems).
42.

On March 15, 2011, according to communications recovered from both Laurelai’s

computer and a human source, Laurelai emailed WikiLeaks (through Teenager) a list of
approximately 200 purported passwords to U.S. and state government email accounts, including
passwords (hashed and plaintext) that purported to be for accounts associated with information
technology specialists at government institutions.
43.

In May 2011, as established later upon their arrests, members of Anonymous,

including several who were involved in “Operation Payback” from December 2010, formed their
own hacking group, which they publicly called “LulzSec.” These members included Kayla,
“Sabu,” and “Topiary.”
44.

On May 24, 2011, a television network (the “Television Network”) aired a

documentary about WikiLeaks that included an allegation that ASSANGE intentionally risked
the lives of the sources named in WikiLeaks publications. Approximately five days later, on
May 29, 2011, LulzSec members publicly claimed that, as retaliation for the Television
Network’s negative coverage of WikiLeaks, they hacked into the Television Network’s
computers and published passwords used by its journalists, affiliates, and employees.
45.

FBI records show that, on June 7, 2011, Sabu was arrested. Shortly thereafter,

Sabu began cooperating with the FBI.
46.

In June 2011, after LulzSec took credit for a purported DDoS attack against the

CIA’s public-facing website, as evidenced by at least WikiLeaks’ official Twitter account,
ASSANGE decided that WikiLeaks should publicly support LulzSec. From the official
WikiLeaks Twitter account, WikiLeaks tweeted: “WikiLeaks supporters, LulzSec, take down
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CIA . . . who has a task force into WikiLeaks,” adding, “CIA finally learns the real meaning of
WTF.”
47.

According to a human source, and as corroborated by records provided by that

source and evidence obtained from a cooperating witness, after receiving ASSANGE’s approval
to establish a relationship between WikiLeaks and LulzSec, Teenager made contact with Topiary
on June 16, 2011, by going through Laurelai. To show Topiary that Teenager spoke for
WikiLeaks so that an agreement could be reached between WikiLeaks and LulzSec, Teenager
posted to YouTube (and then quickly deleted) a video of his computer screen that showed the
conversation that he was then having with Topiary. The video turned from Teenager’s computer
screen and showed ASSANGE sitting nearby. The FBI captured that video.
48.

According to records of chats involving a cooperating witness and captured by the

FBI, Teenager told Topiary, “[m]y main purpose here is mainly to create some kind of a
connection between lulzsec and wikileaks.” Topiary agreed to this partnership, stating, “if we do
get a /massive/ cache of information, we’d be happy to supply you with it.” Teenager later
added, “WikiLeaks cannot publicly be taking down websites, but we might give a suggestion of
something or something similar, if that’s acceptable to LulzSec.”
49.

On June 19, 2011, LulzSec publicly posted a release, stating that it was launching

a movement called “AntiSec” that would engage in cyberattacks against government agencies,
banks, and cybersecurity firms. According to a cooperating witness, from this point forward,
people affiliated with the groups often used the names LulzSec and AntiSec interchangeably.
50.

According to a human source, as corroborated by chat records between a

cooperating witness and Assange, in the fall of 2011, Teenager left WikiLeaks.
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E.

Sabu, Hammond, and ASSANGE
51.

On December 25, 2011, media outlets reported that hackers claiming an affiliation

with Anonymous and LulzSec announced they had hacked the servers of a private intelligence
consulting company (“Intelligence Consulting Company”).
52.

As evidenced by a chat involving a cooperating witness that the FBI recorded, on

December 29, 2011, a hacker affiliated with LulzSec/AntiSec, Jeremy Hammond, told other
hackers on an IRC channel called “#Lulzxmas” that information hacked from Intelligence
Consulting Company was being sent to WikiLeaks. In this same chat, Hammond informed elChe
and others in the group, “JA almost done copying the files.” Hammond also told elChe that there
should be “no leaks about this partnering.”
53.

In December 2011, in a communication the FBI recorded, Hammond told Sabu

that he had been partnering with an individual at WikiLeaks who Hammond believed to be
ASSANGE. Hammond explained that he had (a) received from that individual a message that
WikiLeaks would tweet a message in code; (b) seen that shortly thereafter, the WikiLeaks Twitter
account tweeted, “rats for Donavon”; (c) received another message from that individual believed
to be ASSANGE, explaining that the tweet contained an anagram for a particular term that such
individual specified; and (d) the term specified contained a reference to the name of Intelligence
Consulting Company. The FBI captured that “rats for Donavan” tweet.
54.

On December 31, 2011, WikiLeaks tweeted “#antisec owning Law enforcement

in 2012,” as well as links to emails and databases that Hammond and AntiSec had obtained from
hacking two U.S. state police associations. On January 3, 2012, WikiLeaks tweeted a link to
information that LulzSec/AntiSec had hacked and published in 2011, stating,
“Anonymous/Antisec/Luzsec releases in 2011.” On January 6, 2012, WikiLeaks tweeted a link
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to a spoofed email sent by Hammond to the clients of Intelligence Consulting Company,
purporting to be the CEO of that company, stating, “AnonymousIRC email sent by #AntiSec to
[Intelligence Consulting Company]’s customers #Anonymous #LulzSec.”
55.

In January 2012, in a communication recorded by the FBI, Hammond told Sabu

that “JA” provided to Hammond a script to search the emails stolen from Intelligence Consulting
Company, and that “JA” would provide that script to associates of Hammond as well. Hammond
also introduced Sabu via Jabber to “JA.” In January and February 2012, in communications
recorded by the FBI, Sabu used Jabber to communicate with ASSANGE, who, at the time, used
at least these two Jabber accounts: dpaberlin@jabber.ccc.de and ardeditor@jabber.ccc.de. For
instance:
a.

On January 16, 2012, in a communication recorded by the FBI, and in
response to a message from Sabu that stated, “If you have any targets in
mind by all means let us know,” ASSANGE (who was using the Jabber
account dpaberlin@jabber.ccc.de) initially responded that he could not
“give target suggestions for the obvious legal reasons,” but approximately
44 seconds later added, “But, for people that do bad things, and probably
have that documented, there’s [‘Research and Investigative Firm’]” and
“lots of the companies” listed on a website whose address ASSANGE
provided.

b.

On January 21, 2012, in a communication recorded by the FBI,
ASSANGE (who was using the Jabber account dpaberlin@jabber.ccc.de)
suggested that, in the course of hacking Research and Investigative Firm,
Sabu and other members of LulzSec/AntiSec should look for and provide
to WikiLeaks mail and documents, databases and pdfs.

c.

On February 21, 2012, in a communication recorded by the FBI, and in
response to Sabu’s request, ASSANGE (who was using the Jabber account
ardeditor@jabber.ccc.de) provided Sabu with a computer script to search
for emails hacked from Intelligence Consulting Company. In addition, in
order to focus the hacking efforts of the hackers associated with Sabu,
ASSANGE told Sabu that the most impactful release of hacked materials
would be from the CIA, NSA, or the New York Times.
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56.

On February 22, 2012, in a communication recorded by the FBI, Hammond told

Sabu that, at ASSANGE’s “indirect” request, Hammond had spammed the Intelligence
Consulting Company again.
57.

On February 27, 2012, WikiLeaks began publishing emails that Hammond and

others hacked from Intelligence Consulting Company.
58.

On February 27, 2012, in a communication recorded by the FBI, Hammond told

Sabu, “we started giving JA” materials that had been obtained from other hacks.
59.

On February 27, 2012, in a communication recorded by the FBI, Hammond told

Sabu that ASSANGE was talking to elChe.
60.

On February 28, 2012, in a communication recorded by the FBI, Hammond

complained to Sabu that the incompetence of his fellow hackers was causing him to fail to meet
estimates he had given to ASSANGE for the volume of hacked information that Hammond
expected to provide WikiLeaks, writing, “can’t sit on all these targets dicking around when the
booty is sitting there … especially when we are asked to make it happen with WL. We repeated
a 2TB number to JA. Now turns out it’s like maybe 100GB. Would have been 40-50GB if I
didn’t go and reget all the mail from [foreign cybersecurity company].” Hammond then stated
that he needed help with ongoing hacks that his associates were committing against victims that
included a U.S. law enforcement entity, a U.S. political organization, and a U.S. cybersecurity
company.
61.

In March 2012, Hammond was arrested.
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F.

Evidence that ASSANGE Used dpaberlin@jabber.ccc.de and
ardeditor@jabber.ccc.de to Communicate with SABU
62.

As summarized below, the user of the dpaberlin@jabber.ccc.de and

ardeditor@jabber.ccc.de Jabber account made statements to Sabu that are distinctive and
particular to ASSANGE. Those accounts thus can be attributed to ASSANGE.
63.

For instance, on January 16, 2012, Sabu sent a message to the

dpaberlin@jabber.ccc.de account asking how “the case [was] going.” In response, the user of the
account stated, “[i]t’s a huge legal-political quagmire,” and added, “[i]f I’m going down it sure
hasn’t been without a fight.” Then, when Sabu suggested in a chat dated January 21, 2012, that
it had to be “boring” to stay at Ellingham Hall “every day with an ankle bracelette [sic] to look at
all day,” dpaberlin@jabber.cccc.de responded that the user of the account was involved in:
supreme court strategy, fowl theory, new crypto-systems for our
guys, talking to sources, coordinating new releases, another 5 law
suits, pr, tv series, press complaints, trying to get money back form
[sic] old lawyers, working on new books, censorship projects,
moving $/people around... about the same as any CEO of a medium
sized international company with a lot of law suits....
According to press reports, by January 2012, Sweden had issued an arrest warrant for ASSANGE
arising from allegations that he committed rape and molestation in 2010, and the UK Supreme
Court was considering whether ASSANGE should be extradited to Sweden. ASSANGE had
been released on bail in December 2010 and was residing at Ellingham Hall in the English
county of Norfolk.
64.

Also on January 21, 2012, the dpaberlin@jabber.ccc.de account stated to Sabu

that the user of the account was very busy, but trusted only himself to deal with sources. The
user of the account further stated the others who worked at WikiLeaks were good people, but
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indicated that he lacked confidence that anyone at WikiLeaks other than himself could survive
prosecution and prison without talking to law enforcement.
65.

Also on January 16, 2012, dpaberlin@jabber.ccc.de told Sabu that

dpaberlin@jabber.ccc.de was making a television show in which he would be interviewing
“ultimate insiders and outsiders on the fate of the world.” The user of the
dpaberlin@jabber.ccc.de account further told Sabu that, on his show, he would interview guests
including presidents, the leader of Hezbollah, and participants in the Occupy Movement. Then,
about a week later, on January 23, 2012, WikiLeaks announced a new television series that
would start in March 2012, in which ASSANGE would host conversations with key political
players over the course of approximately ten weekly episodes. Airing on the Russia Today
network, the guests interviewed by ASSANGE included the Presidents of Tunisia and Ecuador,
the leader of Hezbollah, representatives of the Occupy Movement, and an individual who
claimed to be a former Guantanamo Bay prisoner who ran the website cageprisoners.org in 2012.
On February 21, 2012, the ardeditor@jabber.ccc.de account told Sabu that he had, the previous
day, interviewed a former Guantanamo Bay prisoner who now ran the website cageprisoners.org.
66.

The ardeditor@jabber.ccc.de account is further attributable to ASSANGE based

on a message the account sent to Sabu on February 21, 2012, in which the user of
ardeditor@jabber.ccc.de wrote that he was “concerned” about “dealing” with “this yoho guy.”
Markedly, yohoho@jabber.ccc.de was the Jabber account that Hammond was using to
communicate with Sabu on January 12, 2012, in which Hammond explained that he was in
communication with “JA” and stated that “JA” would “hit [Sabu] up” through Jabber.
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G.

ASSANGE’s Efforts to Recruit System Administrators
67.

In June 2013, media outlets reported that Edward J. Snowden had leaked

numerous documents taken from the NSA and was located in Hong Kong. Later that month, an
arrest warrant was issued in the United States District Court for the Eastern District of Virginia,
for the arrest of Snowden, on charges involving the theft of information from the United States
government.
68.

To encourage leakers and hackers to provide stolen materials to WikiLeaks in the

future, ASSANGE and others at WikiLeaks openly displayed their attempts to assist Snowden in
evading arrest.
69.

In June 2013, media outlets reported that a WikiLeaks associate (“WLA-4”)

traveled with Snowden from Hong Kong to Moscow.
70.

On December 31, 2013, at the annual conference of the Chaos Computer Club

(“CCC”) in Germany, and as reflected in a video available on the internet, ASSANGE, WLA-3
and WLA-4 gave a presentation titled “Sysadmins of the World, Unite! A Call to Resistance.”
On its website, the CCC promoted the presentation by writing, “[t]here has never been a higher
demand for a politically-engaged hackerdom” and that ASSANGE and WLA-3 would “discuss
what needs to be done if we are going to win.” ASSANGE told the audience that “the famous
leaks that WikiLeaks has done or the recent Edward Snowden revelations” showed that “it was
possible now for even a single system administrator to . . . not merely wreck[] or disabl[e]
[organizations] . . . but rather shift[] information from an information apartheid system . . . into
the knowledge commons.” ASSANGE exhorted the audience to join the CIA in order to steal
and provide information to WikiLeaks, stating, “I’m not saying don’t join the CIA; no, go and
join the CIA. Go in there, go into the ballpark and get the ball and bring it out.”
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71.

At the same presentation, in responding to the audience’s question as to what they

could do, WLA-3 said “Edward Snowden did not save himself. . . . Specifically for source
protection, [WLA-4] took actions to protect [Snowden] . . . . [I]f we can succeed in saving
Edward Snowden’s life and to keep him free, then the next Edward Snowden will have that to
look forward to. And if we look also to what has happened to Chelsea Manning, we see
additionally that Snowden has clearly learned. . . .”
H.

ASSANGE and WikiLeaks Continue to Recruit
72.

On May 6, 2014, at a re:publica conference in Germany, and as reflected in a

video available on the internet, WLA-4 sought to recruit those who had or could obtain
authorized access to classified information and hackers to search for and send the classified or
otherwise stolen information to WikiLeaks by explaining, “[f]rom the beginning our mission has
been to publish classified or in any other way censored information that is of political, historical
importance.”
73.

On May 15, 2015, WikiLeaks tweeted a request for nominations for the 2015

“Most Wanted Leaks” list, and as an example, linked to one of the posts of a “Most Wanted
Leaks” list from 2009 list that remained on WikiLeaks’s website.
74.

In an interview on May 25, 2015, and as reflected in a video of that interview

available on the internet, ASSANGE claimed to have arranged distraction operations to assist
Snowden in avoiding arrest by the United States:
Let’s go back to 2013. There was a worldwide manhunt for Edward
Snowden . . . vast resources were put into trying to grab Edward
Snowden or work out where he might go, if he was leaving Hong
Kong, and grab him there.
So we worked against that, and we got him out of Hong Kong and
got him to Russia, and we were going to transit through Russia to get
him to Latin America. Now, the U.S. government canceled his
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passport as he was en route, it seems, to Moscow, meaning that he
then couldn’t take his next flight, which had been booked through
Cuba. And at that point, there became a question of, well, how else
can he proceed? If he can’t proceed by a commercial airline, are there
other alternatives? And so, we looked into private flights, private
jets, other unusual routes for commercial jets, and presidential
jets. . . .
There was an oil conference on in—there was an international oil
conference in Moscow that week. Edward Snowden and our
journalist, [WLA-4], still in the Moscow airport in the transit lounge,
and so we thought, well, this is an opportunity, actually, to send
Edward Snowden to Latin America on one of these jets. . . .
We had engaged in a number of these distraction operations in the
asylum maneuver from Hong Kong, for example, booking him on
flights to India through Beijing and other forms of distraction, like
Iceland, for example.
75.

On June 18, 2015, at an event sponsored by the Rosa Luxemburg Foundation in

Germany, and as reflected in a video available on the internet, WLA-3 and WLA-4 sought to
recruit individuals to search for, steal, and send to WikiLeaks classified information by
promising their audience that, if anyone in the audience could infiltrate organizations supporting
the military, find the right “informational way to strike,” and emulate Snowden, WikiLeaks
would publish their information.
76.

In June 2015, to continue to encourage individuals to hack into computers and/or

illegally obtain and disclose classified information to WikiLeaks, WikiLeaks maintained on its
website “The Most Wanted Leaks of 2009.”
I.

ASSANGE Revealed the Names of Human Sources and Created a Grave and
Imminent Risk to Human Life.
77.

During 2010 and 2011, ASSANGE disseminated and published via the WikiLeaks

website the documents classified up to the SECRET level that he had obtained from Manning,
as described above, including approximately 75,000 Afghanistan war-related significant activity
reports, 400,000 Iraq war-related significant activity reports, 800 Guantanamo Bay detainee
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assessment briefs, and 250,000 U.S. Department of State cables. Paragraphs 38 to 43 and 45 of
the Initial Extradition Affidavit, which are incorporated here, describe these disclosures and the
grave and imminent risk of harm that arose from their disclosure, except that, as noted
previously, WikiLeaks published un-redacted versions of approximately 250,000 U.S.
Department of State Cables in August and September 2011.
78.

ASSANGE knew that his dissemination and publication of Afghanistan and Iraq

war-related significant activity reports endangered sources, whom he named as having provided
information to U.S. and coalition forces. Evidence of ASSANGE’s knowledge is set forth in
Paragraph 44 and 45 of the Initial Extradition Affidavit, and are incorporated here.
J.

U.S. Law Regarding the Protection of Classified Information
79.

Paragraphs 9 and 10 of the Initial Extradition Affidavit provide an overview of the

basis under U.S. law for classifying information and explain that ASSANGE has never been
authorized to receive, possess, or communicate classified information. Those Paragraphs are
incorporated here.
PROCEDURAL HISTORY OF THE CASE
80.

Paragraphs 49 through 52 of the Initial Extradition Affidavit provide an overview

of the charging process under the laws of the United States, and Paragraph 53 through 57 of the
Initial Extradition Affidavit describe the previous charges filed against ASSANGE in this case.
Those Paragraphs are incorporated here.
81.

On June 24, 2020, a federal grand jury in Alexandria, Virginia, returned a Second

Superseding Indictment, also bearing case number 1:18-CR-111, charging ASSANGE with the
following crimes:

25

240

82.

a.

Count One: Conspiracy to Obtain and Disclose National Defense Information,
in violation of Title 18, U.S. Code, Section 793(g), which punishable by a
maximum penalty of 10 years of imprisonment;

b.

Count Two: Conspiracy to Commit Computer Intrusion, in violation of Title
18, U.S. Code, Section 371, which is punishable by a maximum penalty of 5
years of imprisonment;

c.

Counts Three, Four, and Eighteen: Unauthorized Obtaining of National
Defense Information, in violation of Title 18, U.S. Code, Sections 793(b) and
2, which is punishable by a maximum penalty of 10 years of imprisonment;

d.

Counts Five through Eight: Unauthorized Obtaining and Receiving of
National Defense Information, in violation of Title 18, U.S. Code, Sections
793(c) and 2, which is punishable by a maximum penalty of 10 years of
imprisonment;

e.

Counts Nine through Eleven: Unauthorized Disclosure of National Defense
Information, in violation of Title 18, U.S. Code, Sections 793(d) and 2, which
is punishable by a maximum penalty of 10 years of imprisonment;

f.

Counts Twelve through Fourteen: Unauthorized Disclosure of National
Defense Information, in violation of Title 18, U.S. Code, Sections 793(e) and
2, which is punishable by a maximum penalty of 10 years of imprisonment;
and

g.

Counts Fifteen through Seventeen: Unauthorized Disclosure of National
Defense Information, in violation of Title 18, U.S. Code, Section 793(e),
which is punishable by a maximum penalty of 10 years of imprisonment.
It is the practice in the U.S. District Court for the Eastern District of Virginia for

the Clerk of Court to retain the originals of all indictments. It is also the practice in the U.S.
District Court for the Eastern District of Virginia not to make publicly available the signed
version of the indictment. Rather, for the protection of the grand jury foreperson, an unsigned
copy of the indictment is entered on the Court’s docket as part of the official record of the case.
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Therefore, I have obtained a copy of the Second Superseding Indictment (Case No. 1:18-CR-111)
and attached it to this affidavit as Attachment F.
83.

On June 24, 2020, the U.S. District Court for the Eastern District of Virginia issued

an arrest warrant for ASSANGE for the offenses charged in the Second Superseding Indictment.
It is the practice in the U.S. District Court for the Eastern District of Virginia for the Clerk of
Court to retain the original arrest warrants. Therefore, I have obtained a copy of the arrest
warrant and attached it to this affidavit as Attachment G.
84.

The United States requests the extradition of ASSANGE for all the offenses charged

in the Second Superseding Indictment. Each count charges a separate offense. Each offense is
punishable under a statute that (1) was the duly enacted law of the United States at the time the
offense was committed, (2) was the duly enacted law of the United States at the time the
Superseding Indictment was filed, and (3) is currently in effect. Each offense is a felony offense
punishable under United States law by more than one year of imprisonment. I have attached
copies of the pertinent sections of these statutes and the applicable penalty provisions to this
affidavit as Attachment H.
THE CHARGES AND PERTINENT U.S. LAW
Count 1: Conspiracy to Obtain and Disclose National Defense Information
85.

Count One of the Second Superseding Indictment charges ASSANGE with

Conspiracy to Obtain and Disclose National Defense Information, in violation of Title 18, U.S.
Code, Section 793(g).
86.

Paragraphs 59 through 63 of the Initial Extradition Affidavit describe the pertinent

U.S. law related to this charge, and I incorporate those Paragraphs by reference as if fully set
forth here.
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87.

As detailed in the Second Superseding Indictment, the United States will establish

that, beginning in at least 2009, ASSANGE conspired with other individuals, in and out of
WikiLeaks, to unlawfully obtain and disclose classified documents of the United States. In
furtherance of the conspiracy, ASSANGE agreed with others to recruit and assist leakers and
hackers to violate the law by stealing classified documents of the United States and providing
them to WikiLeaks. As part of the conspiracy, ASSANGE agreed with Manning to unlawfully
obtain classified documents stolen from the United States. ASSANGE encouraged Manning to
steal classified documents from the United States and to provide them to ASSANGE and
WikiLeaks. ASSANGE also agreed to assist Manning in cracking an encrypted password hash
stored on U.S. Department of Defense computers connected to SIPRNet, a U.S. government
network used for classified documents and communications.
88.

Paragraph 64 of the Initial Extradition Affidavit sets forth a non-exhaustive list of

the type of evidence that the United States will use at trial to prove Count One. I hereby
incorporate that Paragraph by reference. In addition to the evidence discussed in that Paragraph,
the United States will introduce evidence that includes, but is not limited to, recordings and
transcripts of public statements made by ASSANGE and other WikiLeaks associates.
Count 2: Conspiracy to Commit Computer Intrusion
89.

Count Two of the Second Superseding Indictment charges ASSANGE with

Conspiracy to Commit Computer Intrusion, in violation of Title 18, U.S. Code, Section 371. The
objects of the conspiracy charged in Count 2 are to knowingly access a computer without
authorization and exceeding authorized access,
a. to obtain information that has been determined by the United States Government
pursuant to an Executive order and statute to require protection against
unauthorized disclosure for reasons of national defense and foreign relations,
28
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namely, documents relating to the national defense classified up to the SECRET
level, with reason to believe that such information so obtained could be used to
the injury of the United States and the advantage of any foreign nation, and to
willfully communicate, deliver, transmit, and cause to be communicated,
delivered, or transmitted the same, to persons not entitled to receive it, and
willfully retain the same and fail to deliver it to the officer or employee entitled to
receive it;
b. to obtain information from a department and agency of the United States and from
protected computers; committed in furtherance of criminal and tortious acts in
violation of the laws of the United States and of any State, and to obtain
information that exceeded $5,000 in value;
c. to knowingly cause the transmission of a program, information, code, or
command, and as a result of such conduct, intentionally cause damage without
authorization to protected computers resulting in (i) aggregated loss during a oneyear period of at least $5,000 in value, (ii) damage affecting a computer used by
or for an entity of the United States Government in furtherance of the
administration of justice, national defense, and national security; and (iii) damage
affecting 10 or more protected computers during a one-year period; and
d. to intentionally access protected computers without authorization, and as a result
of such conduct, recklessly cause damage resulting in (i) aggregated loss during a
one-year period of at least $5,000 in value, (ii) damage affecting a computer used
by or for an entity of the United States Government in furtherance of the
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administration of justice, national defense, and national security; and (iii) damage
affecting 10 or more protected computers during a one-year period.
90.

In order to convict ASSANGE of conspiracy, in violation of Title 18, U.S. Code,

Section 371, the United States must establish the elements set forth in Paragraph 86 of the Initial
Extradition Affidavit. I hereby incorporate that Paragraph by reference. As detailed in the
Second Superseding Indictment, the United States will establish that, beginning in at least 2009,
ASSANGE conspired with other individuals, in and out of WikiLeaks, to access computers
without authorization. In furtherance of the conspiracy, ASSANGE agreed with others to recruit
computer hackers to access computers without authorization in order to obtain classified
information and other valuable information to provide to ASSANGE and WikiLeaks, and to
otherwise benefit ASSANGE and WikiLeaks. As part of the conspiracy, ASSANGE agreed to
assist Manning in cracking an encrypted password hash stored on U.S. Department of Defense
computers connected to SIPRNet, a U.S. government network used for classified documents and
communications. In addition, ASSANGE gained unauthorized access to a government computer
system of a NATO country, and personally and through a conduit, provided hacking targets
(including targets in the United States) to members of hacking groups, among other overt acts
specified in the Second Superseding Indictment.
91.

Paragraph 88 of the Initial Extradition Affidavit sets forth a non-exhaustive list of

the type of evidence that the United States will use at trial to prove Count Two (which was then
numbered as Count 18). I hereby incorporate that Paragraph by reference. In addition to the
evidence discussed in that Paragraph, the United States will introduce evidence that includes, but
is not limited to, recordings and transcripts of public statements made by ASSANGE and other
WikiLeaks associates, testimony from former computer hackers who communicated directly with
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ASSANGE and/or other members of WikiLeaks, forensic evidence recovered from the
computers of hackers who communicated directly with ASSANGE and/or other members of
WikiLeaks, testimony from FBI agents who investigated the hacking groups Gnosis, LulzSec,
AntiSec, and Anonymous and the computer intrusions those groups committed, and
representative(s) from victim(s) of computer intrusions referenced in the Second Superseding
Indictment.
Counts 3, 4, and 18: Unauthorized
Obtaining of National Defense Information
92.

Counts Three, Four, and Eighteen of the Second Superseding Indictment remain

unchanged from the prior Superseding Indictment, except that Count Two of the prior
Superseding Indictment is now Count Eighteen in the Second Superseding Indictment. I
therefore incorporate by reference Paragraphs 65 through 69 of the Initial Extradition Affidavit,
which describe the pertinent law, allegations, and evidence related to these charges.
Counts 5-8: Unauthorized
Obtaining and Receiving of National Defense Information
93.

Counts Five through Eight of the Second Superseding Indictment remain

unchanged from the prior Superseding Indictment. I therefore incorporate by reference
Paragraphs 70 through 73 of the Initial Extradition Affidavit, which describe the pertinent law,
allegations, and evidence related to these charges.
Counts 9-11: Unauthorized
Disclosure of National Defense Information
94.

Counts Nine through Eleven of the Second Superseding Indictment remain

unchanged from the prior Superseding Indictment. I therefore incorporate by reference
Paragraphs 74 through 77 of the Initial Extradition Affidavit, which describe the pertinent law,
allegations, and evidence related to these charges.
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Counts 12-14: Unauthorized
Disclosure of National Defense Information
95.

Counts Twelve through Fourteen of the Second Superseding Indictment remain

unchanged from the prior Superseding Indictment. I therefore incorporate by reference
Paragraphs 78 through 80 of the Initial Extradition Affidavit, which describe the pertinent law,
allegations, and evidence related to these charges.
Counts 15-17: Unauthorized
Disclosure of National Defense Information
96.

Counts Fifteen through Seventeen of the Second Superseding Indictment charge

ASSANGE with Unauthorized Disclosure of National Defense Information, in violation of Title
18, U.S. Code, Section 793(e). Paragraph 81 of the Initial Extradition Affidavit describes the
pertinent U.S. law related to this charge, and I hereby incorporate that Paragraph here.
97.

To prove Counts Fifteen and Sixteen of the Second Superseding Indictment, the

United States will establish that from in or around July 2010 to April 2019, ASSANGE
distributed to persons not authorized to receive them, and published on WikiLeaks and caused to
be published on the internet, Afghanistan war-related significant activity reports and Iraq warrelated significant activity reports that were stolen from the United States and described
information that U.S. and coalition forces had received, including information from local
Afghans and Iraqis. These reports contained the names, and in some cases information about the
locations, of local Afghans and Iraqis who had provided information to American and coalition
forces. The evidence at trial will show that, by publishing these documents without redacting the
sources’ names or other identifying information of the sources, ASSANGE created a grave and
imminent risk that the sources he named would suffer serious physical harm and/or arbitrary
detention.
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98.

To prove Count Seventeen of the Second Superseding Indictment, the United

States will establish that from in or around July 2010 to April 2019, ASSANGE distributed to
persons not authorized to receive them, and published on WikiLeaks and caused to be published
on the internet, diplomatic cables that were stolen from the U.S. Department of State. These
cables, which generally were communications from U.S. Department of State employees living
abroad to U.S. government officials in the United States, contained the names of hundreds of
innocent people who provided information to the U.S. government. These sources included
journalists, religious leaders, human rights advocates, and political dissidents who were living in
repressive regimes and reported to the United States the abuses of their own government at great
risk to their own safety. By publishing the names of these vulnerable people, ASSANGE outed
them to their own governments and potentially put them in grave and immediate risk of being
unjustly jailed, physically assaulted, or worse. At the time he distributed and published the unredacted names of the U.S. Department of State’s sources, ASSANGE was aware that doing so
would cause serious risk to innocent human life.
99.

Paragraph 84 of the Initial Extradition Affidavit sets forth a non-exhaustive list of

the type of evidence that the United States will use at trial to prove Count 1. I hereby incorporate
by reference that Paragraph here.
IDENTIFICATION INFORMATION
100.

Paragraph 89 of the Initial Extradition Affidavit contains information identifying

ASSANGE, and I hereby incorporate by reference that Paragraph here.
SURRENDER OF PROPERTY
101.

Pursuant to Article 16 of the Annex to the U.S.-UK Extradition Instrument, it is

requested that any items relevant to the charged offenses and found in ASSANGE’s possession at
the time of his arrest be delivered to the United States if he is found to be extraditable.
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SUPPLEMENTING THE REQUEST
102.

Should the British authorities decide this matter requires further information in

order to reach a decision on extradition, I request the opportunity to present supplemental
materials, pursuant to Article 10 of the U.S.-U.K. Extradition Treaty, prior to the rendering of the
decision.
CONCLUSION
103.

This affidavit is sworn to before a U.S. Magistrate Judge legally authorized to

administer an oath for this purpose. I have thoroughly reviewed this affidavit and the
attachments thereto, and attest that this evidence indicates that ASSANGE is guilty of the
offenses charged in the superseding indictment.

______________________________
Gordon D. Kromberg
Assistant United States Attorney
Office of the United States Attorney

Respectfully submitted and sworn to
via telephone on this 14th day of July 2020
_________________________________
Ivan D. Davis
United States Magistrate Judge
Eastern District of Virginia
UNITED STATES OF AMERICA
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Crim.ii1al No. 1: 18-cr- I I I (CMTL)
Count l: 18 U.S.C. § 793(g)
Conspiracy To Obtain and D isclose NaLi onal
Defense In.formation

V.

.I ULJAN PAUL ASSANGE,

Cow1t 2: 18 U.S.C. § 371

Defendant.

Conspiracy to Commit Computer Intrusions
Counts 3, 4 : 18: 18 U.S.C. §§ 793(b) and 2
Obtaining National Defense Info rmation
Counts 5-8: 18 U.S .C. §§ 793(c) and 2
Obtaining National Defense In.formation
Counts 9-1 1: 18 U.S .C. §§ 793(d) and 2
Disclosure of National Dcfense Jn formation
Counts 12-14: 18 U.S.C. §§ 793(e) and 2
Disclosme of National Defense Informat ion
Counts 15-1 7: 18 U.S.C. § 793(e)
Disclosure of National Dcfensc Info rmation

SECOND SU PERSEDING INDICTMENT

June 2020 Term - at Alexandria, Virginia
THE ORA.ND JURY CHARGES THAT:

GENERI\L A LLEGATIONS

A.

ASSANGE and Wik.iLeaks
I.

1

From at least 2007, 1 JULIAN PAUL ASSANGE ("'ASSANGE" ) was t11e public

'When the Grand Jury alleges in this Superseding Indictment that an event occurred on a

particular date, the Grand Jury means to convey that the event occuned "on o r about" that date.
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face of"WikiLeaks," a website he founded with others as an "intelligence agency of the people."
To obtain infonnation to release on the WikiLeaks website, ASSANGE recruited sources and
predicated the success of WikiLeaks in part upon the recruitment of sources to (i) illegally
circumvent legal safeguards on information, including classification restrictions and computer
and network access restrictions; (ii) provide that illegally obtained infonnation to WikiLeaks for
public dissemination; and (iii) continue the pattern of illegally procuring and providing classified
and hacked infonnation to WikiLeaks for distribution to the public.
2.

ASSANGE and WikiLeaks repeatedly sought, obtained, and disseminated·

information that the United States classified due to the serious risk that unauthorized disclosure
could hann the national security of the United States. ASSANGE designed WikiLeaks to focus
on infonnation restricted from public disclosure by law, precisely because of the value of that
infonnation.

WikiLeaks's website explicitly solicited censored, otherwise restricted, and

"classified" materials.

As the website stated, "WikiLeaks accepts classified, censored, or

otherwise restricted material of political, diplomatic, or ethical significance."
3.

To recruit individuals to hack into computers and/or illegally obtain and disclose

classified infonnation to WikiLeaks, the WikiLeaks website posted a detailed list of "The Most
Wanted Leaks of 2009," organized by country. The post stated that documents or materials
nominated to the list must "[b]e likely to have political, diplomatic, ethical or historical impact
on release ... and be plausibly obtainable to a well-motivated insider or outsider," and must be
"described in enough detail so that ... a visiting outsider not already familiar with the material
or its subject matter may be able to quickly locate it, and will be motivated to do so."
4.

In August 2009, ASSANGE and a WikiLeaks associate (WLA-2) spoke at the

"Hacking at Random" conference in the Netherlands. ASSANGE sought to recruit those who

2
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had or could obtain authorized access to classified information and hackers to search for, steal
and send to WikiLeaks the items on the "Most Wanted Leaks" list that was posted on WikiLeaks's
website. To embolden potential recruits, ASSANGE told the audience that, unless they were "a
serving member of the United States military," they would have no legal liability for stealing
classified information and giving it to WikiLeaks because "TOP SECRET'' meant nothing as a
matter of law.
5.

At the Hacking at Random conference, WLA-2 invited members of the audience

who were interested in helping WikiLeaks to attend a follow-on session, where they could discuss
where the items on the Most Wanted Leaks list could be found and how they could be obtained.
At that follow-on session, ASSANGE explained how WikiLeaks had exploited "a small
vulnerability" inside the document distribution system of the United States Congress to obtain
reports of the Congressional Research Service that were not available to the public, and he
asserted that "[t]his is what any one of you would find if you were actually looking."
6.

In October 2009, ASSANGE spoke at the "Hack in the Box Security Conference"

in Malaysia. ASSANGE told the audience, "I was a famous teenage hacker in Australia, and I've
been reading generals' emails since I was 17." ASSANGE referenced the conference's "capture
the flag" hacking contest, and noted that WikiLeaks had its own list of "flags" that it wanted
captured-namely, the list of"Most Wanted Leaks" posted on the WikiLeaks website. To recruit
sources to engage in computer hacking and steal classified information for publication by
WikiLeaks, ASSANGE encouraged his audience to obtain and provide to WikiLeaks information
responsive to that list.
7.

As of November 2009, WikiLeaks's "Most Wanted Leaks" for the United States

included the following:

3
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a.

"Bulk Databases," including an encyclopedia used by the United States
intelligence community, called "lntellipedia," and the unclassified, but
non-public, CIA Open Source Center database; and

b.

"Military and Intelligence" documents, including documents that the list
described as classified up to the SECRET level, for example, "Iraq and
Afghanistan Rules of Engagement 2007-2009 (SECRET)"; operating and
interrogation procedures at Guantanamo Bay, Cuba; documents relating to
Guantanamo

CIA

detainees;

detainee

interrogation

videos;

and

information about certain weapons systems.

Chelsea Manning

B.
8.

From 2009 to 20 I 0, Chelsea Manning, then known as Bradley Manning, was an

intelligence analyst in the United States Army who was deployed to Forward Operating Base
Hammer in Iraq.
9.

In connection with the duties of an intelligence analyst, Manning had access to

United States Department of Defense computers connected to the Secret Internet Protocol
Network, a United States government network used for classified documents and
communications. As explained below, Manning also was using the computers to download
Army regulations prohibited Manning from

classified records to transmit to WikiLeaks.

attempting to bypass or circumvent security mechanisms on government-provided information
systems and from sharing personal accounts and authenticators, such as passwords.
10.

Manning held a "TOP SECRET'' security clearance, and signed a classified

information nondisclosure agreement, acknowledging that the unauthorized disclosure or
retention or negligent handling of classified information could cause irreparable injury to the
United States or be used to the advantage of a foreign nation.
4
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i. Manning and the Most Wanted Leaks

11.

Beginning by at least November 2009, Manning responded to ASSANGE's

solicitation of classified information made through the WikiLeaks website.

For example,

WikiLeaks's "Military and Intelligence" "Most Wanted Leaks" category, as described above,
solicited CIA detainee interrogation videos. On November 28, 2009, Manning in turn searched
the classified network search engine, "Intelink," for "retention+of+interrogation+videos." The
next day, Manning searched the classified network for "detainee+abuse," which was consistent
with the "Most Wanted Leaks" request for "Detainee abuse photos withheld by the Obama
administration" under WikiLeaks's "Military and Intelligence" category.
12.

On November 30, 2009, Manning saved a text file entitled "wl-press.txt" to an

external hard drive and to an encrypted container on Manning's computer. The file stated, "You
can currently contact our investigations editor directly in Iceland+354 862 3481; 24 hour service;
ask for 'Julian Assange."' Similarly, on December 8 and 9, 2009, Manning ran several searches
on lntelink relating to Guantanamo Bay detainee operations, interrogations, and standard
operating procedures or "SOPs." These search terms were yet again consistent with WikiLeaks's
"Most Wanted Leaks," which sought Guantanamo Bay operating and interrogation SOPs under
the "Military and Intelligence" category.
ii. Manning Steals and Provides to Wikileaks Classified
Information about Iraq, Afghanistan, and Guantanamo Bay

13.

Between January 2010 and May 2010, consistent with WikiLeaks's "Most Wanted

Leaks" solicitation of bulk databases and military and intelligence categories, Manning
downloaded four nearly complete databases from departments and agencies of the United States.
These databases contained approximately 90,000 Afghanistan war-related significant activity
reports, 400,000 Iraq war-related significant activity reports, 800 Guantanamo Bay detainee
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assessment briefs, and 250,000 U.S. Department of State cables. The United States had classified
many of these records up to the SECRET level pursuant to Executive Order No. 13526 or its
predecessor orders.

Manning nevertheless provided the documents to WikiLeaks, so that

WikiLeaks could publicly disclose them on its website.
14.

No later than January 20 I 0, Manning repeatedly used an online chat service,

Jabber.ccc.de, to chat with ASSANGE, who used multiple monikers attributable to him. 2
15.

On March 7, 2010, Manning asked ASSANGE how valuable the Guantanamo Bay

detainee assessment briefs would be. After confirming that ASSANGE thought they had value,
on March 8, 2010, Manning told ASSANGE that Manning was ''throwing everything [Manning
had] on JTF GTMO [Joint Task Force, Guantanamo] at [ASSANGE] now."

ASSANGE

responded, "ok, great!"
16.

On March 8, 2010, when Manning brought up the "osc," meaning the CIA Open

Source Center, ASSANGE replied, "that's something we want to mine entirely, btw," which was
consistent with WikiLeaks's list of "Most Wanted Leaks," which solicited "the complete CIA
Open Source Center analytical database," an unclassified (but non-public) database.
17.

On March 8, 20 I 0, Manning used a Secure File Transfer Protocol ("SFTP")

connection to transmit the detainee assessment briefs, classified SECRET, to a cloud drop box
operated by WikiLeaks, with an X directory that WikiLeaks had designated for Manning's use.
18.

On March 8, 2010, in response to Manning's comment that, after transmitting the

detainee assessment briefs to ASSANGE and WikiLeaks, "thats all i really have got left," and to

2

The Grand Jury will allege that the person using these monikers is ASSANGE without
reference to the specific moniker used.
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encourage Manning to continue to steal classified documents from the United States and provide
them to WikiLeaks, ASSANGE replied, "curious eyes never run dry in my experience."
iii. ASSANGE Agrees to Help Manning Crack a Password

19.

On March 8, 2010, ASSANGE told Manning that ASSANGE would have

someone try to crack a password hash to enable Manning to hack into a U.S. government
computer. Specifically, ASSANGE agreed to assist Manning in cracking a password hash stored
on United States Department of Defense computers connected to the Secret Internet Protocol
Network.
20.

The encrypted password hash that Manning gave to ASSANGE to crack --

following ASSANGE's "curious eyes never run dry" comment -- was stored as a "hash value" in
a computer file that was accessible only by users with administrative-level privileges. Manning
did not have administrative-level privileges, and used special software, namely a Linux operating
system, to access the computer file and obtain the encrypted password hash that Manning then
provided to ASSANGE.
21.

On March 10, 20 I 0, ASSANGE requested more infonnation from Manning

related to the encrypted password hash, because he had so far been unable to crack it. Had
ASSANGE and Manning successfully cracked the encrypted password hash, Manning may have
been able to log onto computers under a usemame that did not belong to Manning. Such a
measure would have made it more difficult for investigators to identify Manning as the source of
unauthorized disclosures of classified infonnation.
22.

On March 10, 2010, after ASSANGE told Manning that there was "a usemame in

the gitmo docs," Manning told ASSANGE, "any usernames should probably be filtered, period."
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23.

On March 10, 2010, in response to Manning's question whether there was

"anything useful" in the "gitmo docs," ASSANGE responded, in part, that "these sorts of things
are always motivating to other sources too." ASSANGE stated, "Hence the feeling is people can
give us stuff for anything not as 'dangerous as gitmo' on the one hand, and on the other, for people
who know more, there's a desire to eclipse."
24.

Following ASSANGE's "curious eyes never run dry" comment, on March 22,

20 l 0, Manning downloaded from the Secret Internet Protocol Network multiple Iraq rules of
engagement files (consistent with WikiLeaks's "Most Wanted Leaks" solicitation), and provided
them to ASSANGE and WikiLeaks. The rules of engagement files delineated the circumstances
and limitations under which United States forces would initiate or continue combat engagement
upon encountering other forces. WikiLeaks's disclosure of this information would allow enemy
forces in Iraq and elsewhere to anticipate certain actions or responses by U.S. armed forces and
to carry out more effective attacks.
25.

Following ASSANGE's "curious eyes never run dry" comment, between March

28, 2010, and April 9, 2010, and consistent with WikiLeaks's solicitation of bulk databases and
classified materials of diplomatic significance, Manning further used a U.S. Department of
Defense computer to download over 250,000 U.S. Department of State cables, which were
classified up to the SECRET level.

Manning uploaded these cables to ASSANGE and

WikiLeaks through an SFTP connection to a cloud drop box operated by WikiLeaks, with an X
directory that WikiLeaks had designated for Manning's use.
26.

At the time ASSANGE agreed to receive and received from Manning for the

purpose of public disclosure on WikiLeaks the classified Guantanamo Bay detainee assessment
briefs, the U.S. Department of State Cables, and the Iraq rules of engagement files, ASSANGE

8
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knew that Manning was unlawfully taking and disclosing them, and at the time ASSANGE agreed
to assist Manning in cracking the encrypted password hash, ASSANGE knew that Manning was
taking and illegally providing WikiLeaks with classified documents and records containing
national defense information from classified databases. For example, not only had ASSANGE
already received thousands of military-related documents, including the Afghanistan war-related
significant activity reports and Iraq war-related significant activity reports, classified up to the
SECRET level from Manning, but Manning and ASSANGE also had chatted about (i) military
jargon and references to current events in Iraq, which showed that Manning was a government or
military source; (ii) the "releasability" of certain information by ASSANGE; (iii) measures to
prevent the discovery of Manning as ASSANGE's source, such as clearing logs and use of a
"cryptophone"; and (iv) a code phrase to use if something went wrong.
27.

On April 5, 2010, WikiLeaks released on its website the rules of engagement files

that Manning provided. It entitled four of the documents as follows: "US Rules of Engagement
for Iraq; 2007 flowchart," "US Rules of Engagement for Iraq; Refcard 2007," "US Rules of
Engagement for Iraq, March 2007," and "US Rules of Engagement for Iraq, Nov 2006." All of
these documents had been classified as SECRET, except for the "US Rules of Engagement for
Iraq; Refcard 2007," which was unclassified but for official use only.
28.

Manning was arrested on May 27, 2010.

29.

In July 2010, at a conference in New York City of "Hackers on Planet Earth," a

WikiLeaks associate urged attendees to leak to WikiLeaks. That WikiLeaks associate (WLA-3)
said that WikiLeaks had "never lost a source," told the audience that it should reject the thought
that someone else was more qualified than them to determine whether a document should be kept
secret, and urged attendees to assist WikiLeaks and emulate others who had broken the law to
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disseminate classified information. WLA-3 ended his request for assistance with the slogan,
"Think globally, hack locally."
30.

In July 2010, WikiLeaks published approximately 75,000 significant activity

reports related to the war in Afghanistan, classified up to the SECRET level, illegally provided
to WikiLeaks by Manning.
31.

In October 2010, WikiLeaks published approximately 400,000 significant activity

reports related to the war in Iraq, classified up to the SECRET level, illegally provided to
WikiLeaks by Manning.
32.

In November 2010, WikiLeaks started publishing redacted versions of U.S. State

Department cables, classified up to the SECRET level, illegally provided to WikiLeaks by
Manning.
33.

In April 2011, WikiLeaks published approximately 800 Guantanamo Bay detainee

assessment briefs, classified up to the SECRET level, illegally provided to WikiLeaks by
Manning.
34.

In August and September 2011, WikiLeaks published unredacted versions of

approximately 250,000 U.S. State Department Cables, classified up to the SECRET level, which
- were illegally provided to WikiLeaks by Manning.

c.

Teenager, Manning, and NATO Country-I

35.

In early 2010, around the same time that ASSANGE was working with Manning

to obtain classified information, ASSANGE met a 17-year old in NATO Country-I ("Teenager"),
who provided ASSANGE with data stolen from a bank.
36.

In early 20 I 0, ASSANGE asked Teenager to commit computer intrusions and steal

additional information, including audio recordings of phone conversations between high-ranking
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officials of the government of NATO Country-I, including members of the Parliament of NATO
Country-I.
37.

Beginning in January 2010, Manning repeatedly searched for classified

information about NATO Country-I.
38.

On February 14, 2010, Manning downloaded classified State Department

materials regarding the government of NATO Country-I. On February 18, 2010, WikiLeaks
posted to its website a classified cable from the U.S. Embassy in NATO Country-I, that
WikiLeaks received from Manning.
39.

On March 5, 20 I 0, AS SAN GE told Manning about having received stolen banking

documents from a source who, in fact, was Teenager.
40.

On March 10, 2010, after ASSANGE told Manning that ASSANGE had given an

"intel source" a "list of things we wanted" and the source had agreed to provide and did provide
four months of recordings of all phones in the Parliament of the government ofNATO Country1, ASSANGE stated, "So, that's what I think the future is like;)," referring to how he expected
WikiLeaks to operate.
41.

In early 2010, a source provided ASSANGE with credentials to gain unauthorized

access into a website that was used by the government of NATO Country-I to track the location
of police and first responder vehicles, and agreed that ASSANGE should use those credentials to
gain unauthorized access to the website.
42.

On March 17, 2010, ASSANGE told Manning that ASSANGE used the

unauthorized access to the website of the government of NATO Country-I for tracking police
vehicles (provided to ASSANGE by a source) to determine that NATO Country-I police were
monitoring ASSANGE.
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43.

On March 29, 2010, WikiLeaks posted to its website classified State Department

materials regarding officials in the government of NATO Country- I, which Manning had
downloaded on February 14, 2010.
44.

On July 21, 2010, after ASSANGE and Teenager failed in their joint attempt to

decrypt a file stolen from a NATO Country-I bank, Teenager asked a U.S. person to try to do so.
In 2011 and 2012, that individual, who had been an acquaintance of Manning since early 2010,
became a paid employee of WikiLeaks, and reported to AS SAN GE and Teenager.
45.

No later than the summer of2010, ASSANGE put Teenager in charge of operating,

administering, and monitoring WikiLeaks's Internet Relay Chat ("IRC") channel.

Because

WikiLeaks's IRC channel was open to the public, ASSANGE regarded it as both a means of
contacting new sources and a potential "den of spies." ASSANGE warned Teenager to beware
of spies, and to refer to ASSANGE sources with "national security related information."
46.

In September 2010, AS SAN GE directed Teenager to hack into the computer of an

individual formerly associated with WikiLeaks and delete chat logs containing statements of
ASSANGE. When Teenager asked how that could be done, ASSANGE wrote that the former
WikiLeaks associate could "be fooled into downloading a trojan," referring to malicious software,
and then asked Teenager what operating system the former-WikiLeaks associate used.

D.

Anonymous, Gnosis, AntiSec, and LulzSec
47.

In December 2010, media outlets reported that hackers affiliated with a group

known as "Anonymous" launched distributed denial of service attacks ("DDoS" attacks) against
PayPal, Visa, and MasterCard in retaliation for their decisions to stop processing payments for
WikiLeaks. Anonymous called these attacks "Operation Payback."
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Later in December 2010, "Laurelai," a hacker affiliated with Anonymous, who

48.

identified herself as a member of the hacking group "Gnosis," contacted Teenager. Laurelai
subsequently introduced Teenager to another member ofGnosis, who went by the online moniker
"Kayla."

Teenager told Laurelai that he [Teenager] was "in charge of recruitments" for

WikiLeaks and stated, "I am under JULIAN ASSANGE's authority and report to him and him
only." First Laurelai and later Kayla indicated to Teenager their willingness to commit computer
intrusions on behalf of WikiLeaks.
49.

In January 2011, Teenager told ASSANGE, "a group of Hackers offered there

servicses [sic] to us called Gnosis." ASSANGE approved of the arrangement and told Teenager
to meet with Gnosis.
50.

On February 6, 2011, Laurelai told Kayla that they should show to Teenager

materials that Kayla had obtained by hacking a U.S. cybersecurity company ("U.S. Cybersecurity
Company").
51.

On February 7, 2011, Teenager messaged ASSANGE that Gnosis had hacked U.S.

Cybersecurity Company.
52.

On February 11, 2011, Teenager provided AS SAN GE with computer code that

Kayla had hacked from U.S. Cybersecurity Company and told ASSANGE it came from Gnosis's
hack of that company.
53.

On February 15, 2011, in a chat with a hacker with the moniker "elChe," Laurelai

characterized herself as "part of WikiLeaks staff ... hacker part."
54.

On February 16, 2011, Laurelai asked Kayla whether Laurelai could tell Teenager

about Kayla's penetration of a hosting service, so that WikiLeaks could determine if WikiLeaks
needed information hosted there.
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55.

On February 17, 2011, Teenager told Laurelai that WikiLeaks was the world's

largest hacking organization.
56.

On March 1, 2011, Laurelai told Kayla to let Laurelai know if Kayla found any

"@gov" passwords" so that Laurelai could then send them to WikiLeaks (through Teenager).
57.

On March 6, 2011, Laurelai offered WikiLeaks (through Teenager) "unpublished

zero days" (vulnerabilities that can be used to hack computer systems).
58.

On March 15, 2011, Laurelai emailed WikiLeaks (through Teenager) a list of

approximately 200 purported passwords to U.S. and state government email accounts, including
passwords (hashed and plaintext) that purported to be for accounts associated with information
technology specialists at government institutions.
59.

In May 2011, members of Anonymous, including several who were involved in

"Operation Payback" from December 2010, formed their own hacking group, which they publicly
called "LulzSec." These members included Kayla, "Sahu," and "Topiary."
60.

On May 24, 2011, a television network (the "Television Network") aired a

documentary about WikiLeaks that included an allegation that ASSANGE intentionally risked
the lives of the sources named in WikiLeaks publications. Approximately five days later, on May
29, 2011, LulzSec members claimed that, as retaliation for the Television Network's negative
coverage of WikiLeaks, they hacked into the Television Network's computers and published
passwords used by its journalists, affiliates, and employees.
61.

On June 7, 2011, Sahu was arrested. Shortly thereafter, Sahu began cooperating

with the FBI.
62.

In June 2011, after LulzSec took credit for a purported DDoS attack against the

CIA's public-facing website, ASSANGE decided that WikiLeaks should publicly support
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LulzSec.

From the official WikiLeaks Twitter account, WikiLeaks tweeted: "WikiLeaks

supporters, LulzSec, take down CIA ... who has a task force into WikiLeaks," adding, "CIA
finally learns the real meaning of WTF."
63.

After receiving ASSANGE's approval to establish a relationship between

WikiLeaks and LulzSec, Teenager made contact with Topiary on June 16, 2011, by going through
Laurelai. To show Topiary that Teenager spoke for WikiLeaks so that an agreement could be
reached between WikiLeaks and LulzSec, Teenager posted to YouTube (and then quickly
deleted) a video of his computer screen that showed the conversation that he was then having with
Topiary.

The video turned from Teenager's computer screen and showed ASSANGE sitting

nearby.
64.

Teenager told Topiary, "[m]y main purpose here is mainly to create some kind of

a connection between lulzsec and wikileaks." Topiary agreed to this partnership, stating, "if we
do get a /massive/ cache of information, we'd be happy to supply you with it." Teenager later
added, "WikiLeaks cannot publicly be taking down websites, but we might give a suggestion of
something or something similar, if that's acceptable to LulzSec."
65.

On June 19, 2011, LulzSec posted a release, stating that it was launching a

movement called "AntiSec" that would engage in cyberattacks against government agencies,
banks, and cybersecurity firms. From this point forward, people affiliated with the groups often
used the names LulzSec and Anti Sec· interchangeably.
66.

In the fall of2011, Teenager left WikiLeaks.
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Sahu, Hammond, and ASSANGE

E.
67.

On December 25, 2011, media outlets reported that hackers claiming an affiliation

with Anonymous and LulzSec announced they had hacked the servers of a private intelligence
consulting company ("Intelligence Consulting Company").
68.

On December 29, 2011, in a chat with other hackers on an IRC channel called

"#Lulzxmas," a hacker affiliated with LulzSec/AntiSec, Jeremy Hammond, told the others that
information hacked from Intelligence Consulting Company was being sent to Wikileaks.
69.

On December 29, 2011, in a chat with other hackers on the "#Lulzxmas" IRC

channel, Hammond informed elChe and others in the group, "JA almost done copying the files."
Hammond also told elChe that there should be "no leaks about this partnering."
70.

In December 2011, Hammond told Sahu that he had been partnering with an

individual at WikiLeaks who Hammond believed to be ASSANGE.

Hammond explained that

he had (a) received from that individual a message that WikiLeaks would tweet a message in
code; (b) seen that shortly thereafter, the WikiLeaks Twitter account tweeted, "rats for Donavon";
(c) received another message from that individual believed to be ASSANGE, explaining that the
tweet contained an anagram for a particular term that such individual specified; and (d) the term
specified contained a reference to the name of Intelligence Consulting Company.
71.

On December 31, 2011, WikiLeaks tweeted ''#antisec owning Law enforcement

in 2012," as well as links to emails and databases that Hammond and AntiSec had obtained from
hacking two U.S. state police associations. On January 3, 2012, WikiLeaks tweeted a link to
information

that

LulzSec/Anti Sec

had

hacked

and

published

in

2011,

stating,

"Anonymous/Antisec/Luzsec releases in 2011." On January 6, 2012, WikiLeaks tweeted a link
to a spoofed email sent by Hammond to the clients of Intelligence Consulting Company,
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purporting to be the CEO of that company, stating, "AnonymousIRC email sent by #AntiSec to
[Intelligence Consulting Company]'s customers #Anonymous #LulzSec."
72.

In January 2012, Hammond told Sahu that "JA" provided to Hammond a script to

search the emails stolen from Intelligence Consulting Company, and that "JA" would provide that
script to associates of Hammond as well. Hammond also introduced Sahu via Jabber to "JA." In
January and February 2012, Sahu used Jabber to chat with this WikiLeaks leader, who used
various monikers on Jabber.ccc.de that are attributed to ASSANGE for reasons including but not
limited to the following 3:
a. When Sahu suggested that it had to be "boring" to stay at Ellingham Hall "every
day with an ankle bracelette [sic] to look at all day," ASSANGE responded that
he was involved in "supreme court strategy, fowl theory, new crypto-systems for
our guys, talking to sources, coordinating new releases, another 5 law suits, pr, tv
series, press complaints, trying to get money back form [sic] old lawyers, working
on new books, censorship projects, moving $/people around ... about the same as
any CEO of a medium sized international company with a lot of law suits...."
ASSANGE said that he was very busy, but trusted only himself to deal with
sources. He said that the others who worked at WikiLeaks were good people, but
indicated that he lacked confidence that anyone at WikiLeaks other than himself
could survive prosecution and prison without talking to law enforcement.

3

For the remainder of the Second Superseding Indictment, the Grand Jury will allege that
the person using these monikers is ASSANGE without reference to the specific moniker used.
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b. On January 16, 2012, Sahu asked ASSANGE how "the case [was] going." In
response, ASSANGE said, "[i]t's a huge legal-political quagmire" and also said,
"[i]f I'm going down it sure hasn't been without a fight."
c. On January 16, 2012, ASSANGE told Sahu that he was making a television show
in which he would be interviewing "ultimate insiders and outsiders on the fate of
the world." ASSANGE told Sahu that, on his show, he would interview guests
including presidents, the leader of Hezbollah, and participants in the Occupy
Movement. On February 21, 2012, ASSANGE told Sahu that he had, the previous
day, interviewed a former Guantanamo Bay prisoner who now ran the website
cageprisoners.org. 4
73.

On January 16, 2012, and in response to a message from Sahu that stated, "If you

have any targets in mind by all means let us know," ASSANGE initially responded that he could
not "give target suggestions for the obvious legal reasons," but approximately 44 seconds later
added, "But, for people that do bad things, and probably have that documented, there's ['Research
and Investigative Firm']" and "lots of the companies" listed on a website whose address
ASSANGE provided.
74.

On January 21, 2012, ASSANGE suggested that, in the course of hacking

Research and Investigative Firm, Sahu and other members of LulzSec/AntiSec should look for
and provide to WikiLeaks mail and documents, databases and pdfs.

4

On January 23, 2012, WikiLeaks announced a new television series that would start in
March 2012, in which ASSANGE would host conversations with key political players over the
course of approximately ten weekly episodes. Airing on the Russia Today network, the guests
interviewed by ASSANGE included the Presidents of Tunisia and Ecuador, the leader of
Hezbollah, representatives of the Occupy Movement, and an individual who claimed to be a
former Guantanamo Bay prisoner who ran the website cageprisoners.org in 2012.
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On February 21, 2012, and in response to Sabu's request, ASSANGE provided

75.

Sahu with a computer script to search for emails hacked from Intelligence Consulting Company.
On February 21, 2012, to focus the hacking efforts of the hackers associated with

76.

Sahu, ASSANGE told Sahu that the most impactful release of hacked materials would be from
the CIA, NSA, or the New York Times.
On February 22, 2012, Hammond told Sahu that, at ASSANGE's "indirect"

77.

request, Hammond had spammed the Intelligence Consulting Company again.
On February 27, 2012, WikiLeaks began publishing emails that Hammond and

78.

others hacked from Intelligence Consulting Company.
On February 27, 2012, Hammond told Sahu, "we started giving JA" materials that

79.

had been obtained from other hacks.
80.

On February 27, 2012, Hammond told Sahu that ASSANGE was talking to elChe.

81.

On February 28, 2012, Hammond complained to Sahu that the incompetence of

his fellow hackers was causing him to fail to meet estimates he had given to ASSANGE for the
volume of hacked information that Hammond expected to provide WikiLeaks, writing, "can't sit
on all these targets dicking around when the booty is sitting there ... especially when we are asked
to make it happen with WL. We repeated a 2TB number to JA. Now turns out it's like maybe
100GB.

Would have been 40-S0GB if I didn't go and reget all the mail from [foreign

cybersecurity company]." Hammond then stated that he needed help with ongoing hacks that his
associates were committing against victims that included a U.S. law enforcement entity, a U.S.
political organization, and a U.S. cybersecurity company.
82.

In March 2012, Hammond was arrested.
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F.

ASSANGE's Efforts to Recruit System Administrators

83.

In June 2013, media outlets reported that Edward J. Snowden had leaked numerous

documents taken from the NSA and was located in Hong Kong. Later that month, an arrest
warrant was issued in the United States District Court for the Eastern District of Virginia, for the
arrest of Snowden, on charges involving the theft of information from the United States
government.
84.

To encourage leakers and hackers to provide stolen materials to WikiLeaks in the

future, ASSANGE and others at WikiLeaks openly displayed their attempts to assist Snowden in
evading arrest.
85.

In June 2013, a WikiLeaks associate ("WLA-4") traveled with Snowden from

Hong Kong to Moscow.
86.

On December 3 I, 2013, at the annual conference of the Chaos Computer Club

("CCC") in Germany, ASSANGE, WLA-3 and WLA-4 gave a presentation titled "Sysadmins of
the World, Unite! A Call to Resistance." On its website, the CCC promoted the presentation by
writing, "[t]here has never been a higher demand for a politically-engaged hackerdom" and that
ASSANGE and WLA-3 would "discuss what needs to be done if we are going to
win." ASSANGE told the audience that "the famous leaks that WikiLeaks has done or the recent
Edward Snowden revelations" showed that "it was possible now for even a single system
administrator to ... not merely wreck[] or disabl[e] [organizations] ... but rather shift[]
information from an information apartheid system ... into the knowledge commons." ASSANGE
exhorted the audience to join the CIA in order to steal and provide information to WikiLeaks,
stating, "I'm not saying don't join the CIA; no, go and join the CIA. Go in there, go into the
ballpark and get the ball and bring it out."
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87.

At the same presentation, in responding to the audience's question as to what they

could do, WLA-3 said "Edward Snowden did not save himself. . . . Specifically for source
protection, [WLA-4] took actions to protect [Snowden] .... [I]fwe can succeed in saving Edward
Snowden's life and to keep him free, then the next Edward Snowden will have that to look forward
to. And if we look also to what has happened to Chelsea Manning, we see additionally that
Snowden has clearly learned...."

G.

ASSANGE and WikiLeaks Continue to Recruit
88.

On May 6, 2014, at a re:publica conference in Germany, WLA-4 sought to recruit

those who had or could obtain authorized access to classified information and hackers to search
for and send the classified or otherwise stolen information to WikiLeaks by explaining, "[f]rom
the beginning our mission has been to publish classified or in any other way censored information
that is of political, historical importance."
89.

On May 15, 2015, WikiLeaks tweeted a request for nominations for the 2015

"Most Wanted Leaks" list, and as an example, linked to one of the posts of a "Most Wanted
Leaks" list from 2009 list that remained on WikiLeaks's website.
90.

In an interview on May 25, 2015, ASSANGE claimed to have arranged distraction

operations to assist Snowden in avoiding arrest by the United States:
Let's go back to 2013. There was a worldwide manhunt for Edward Snowden ..
. vast resources were put into trying to grab Edward Snowden or work out where
he might go, if he was leaving Hong Kong, and grab him there.
So we worked against that, and we got him out of Hong Kong and got him to
Russia, and we were going to transit through Russia to get him to Latin America.
Now, the U.S. government canceled his passport as he was en route, it seems, to
Moscow, meaning that he then couldn't take his next flight, which had been
booked through Cuba. And at that point, there became a question of, well, how
else can he proceed? If he can't proceed by a commercial airline, are there other
alternatives? And so, we looked into private flights, private jets, other unusual
routes for commercial jets, and presidential jets....
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There was an oil conference on in-there was an international oil conference in
Moscow that week. Edward Snowden and our journalist, [WLA-4], still in the
Moscow airport in the transit lounge, and so we thought, well, this is an
opportunity, actually, to send Edward Snowden to Latin America on one of these
jets....
We had engaged in a number of these distraction operations in the asylum
maneuver from Hong Kong, for example, booking him on flights to India through
Beijing and other forms of distraction, like Iceland, for example.
91.

On June 18, 2015, at an event sponsored by the Rosa Luxemburg Foundation in

Germany, WLA-3 and WLA-4 sought to recruit individuals to search for, steal, and send to
WikiLeaks classified information by promising their audience that, if anyone in the audience
could infiltrate organizations supporting the military, find the right "informational way to strike,"
and emulate Snowden, WikiLeaks would publish their information.
92.

In June 2015, to continue to encourage individuals to hack into computers and/or

illegally obtain and disclose classified information to WikiLeaks, WikiLeaks maintained on its
website a list of "The Most Wanted Leaks of 2009," which stated that documents or materials
nominated to the list must "[b]e likely to have political, diplomatic, ethical or historical impact
on release ... and be plausibly obtainable to a well-motivated insider or outsider," and must be
"described in enough detail so that ... a visiting outsider not already familiar with the material
or its subject matter may be able to quickly locate it, and will be motivated to do so."
ASSANGE Revealed the Names of Human Sources and
Created a Grave and Imminent Risk to Human Life.

H.

93.

During 2010 and 2011, ASSANGE disseminated and published via the WikiLeaks

website the documents classified up to the SECRET level that he had obtained from Manning,
as described above, including approximately 75,000 Afghanistan war-related significant activity
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reports, 400,000 Iraq war-related significant activity reports, 800 Guantanamo Bay detainee
assessment briefs, and 250,000 U.S. Department of State cables.
94.

The significant activity reports from the Afghanistan and Iraq wars that

ASSANGE disseminated and published included names of local Afghans and Iraqis who had
provided information to U.S. and coalition forces. The State Department cables that WikiLeaks
disseminated and published included names of persons throughout the world who provided
information to the U.S. government in circumstances in which they could reasonably expect that
their identities would be kept confidential. These sources included journalists, religious leaders,
human rights advocates, and political dissidents who were living in repressive regimes and
reported to the United States the abuses of their own government, and the political conditions
within their countries, at great risk to their own safety. By disseminating and publishing these
documents without redacting the human sources' names or other identifying infonnation,
ASSANGE created a gr~ve and imminent risk that the innocent people he named would suffer
serious physical harm and/or arbitrary detention.
95.

On July 30, 2010, the New York Times published an article entitled "Taliban Study

WikiLeaks to Hunt Informants." The article stated that, after the release of the Afghanistan war
significant activity reports, a member of the Taliban contacted the New York Times and stated,
"We are studying the report. We knew about the spies and people who collaborate with U.S.
forces. We will investigate through our own secret service whether the people mentioned are
really spies working for the U.S. If they are U.S. spies, then we know how to punish them."
When confronted about such reports, ASSANGE said, "The Taliban is not a coherent outfit, but
we don't say that it is absolutely impossible that anything we ever publish will ever result in
harm-we cannot say that."
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96.

On May 2, 2011, United States armed forces raided the compound of Osama bin

Laden in Abbottabad, Pakistan. During the raid, they collected a number ofitems of digital media,
which included the following: (I) a letter from bin Laden to another member of the terrorist
organization al-Qaeda in which bin Laden requested that the member gather the Department of
Defense material posted to WikiLeak.s, (2) a letter from that same member of al-Qaeda to bin
Laden with infonnation from the Afghanistan War Documents provided by Manning to
WikiLeak.s and released by WikiLeak.s, and (3) Department of State infonnation provided by
Manning to WikiLeak.s and released by WikiLeak.s.
97.

The following are examples of significant activity reports related to the

Afghanistan and Iraq wars that ASSANGE disseminated and published without redacting the
names of human sources who were vulnerable to retribution by the Taliban in Afghanistan or the
insurgency in Iraq:
a. Classified Document C 1 was a 2007 threat report containing details of a planned
anti-coalition attack at a specific location in Afghanistan. Classified Document
Cl named the local human source who reported the planned attack. Classified
Document C I was classified at the SECRET level.
b. Classified Document C2 was a 2009 threat report identifying a person who
supplied weapons at a specific location in Afghanistan. Classified Document C2
named the local human source who reported infonnation. Classified Document
C2 was classified at the SECRET level.
c. Classified Document DI was a 2009 report discussing an improvised explosive
device ("IED") attack in Iraq.

Classified Document DI named local human
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sources who provided information on the attack. Classified Document D l was
classified at the SECRET level.
d. Classified Document D2 was a 2008 report that named a local person in Iraq who
had turned in weapons to coalition forces and had been threatened afterward.
Classified Document D2 was classified at the SECRET level.
The following are examples of State Department cables that ASSANGE

98.

disseminated and published without redacting the names of human sources who were vulnerable
to retribution.
a. Classified Document A I was a 2009 State Department cable discussing a political
situation in Iran. Classified Document Al named a human source of information
located in Iran and indicated that the source's identity needed to be protected.
Classified Document A I was classified at the SECRET level.
b. Classified Document A2 was a 2009 State Department cable discussing political
dynamics in Iran. Classified Document A2 named a human source of information
who regularly traveled to Iran and indicated that the source's identity needed to be
protected. Classified Document A2 was classified at the SECRET level.
c. Classified Document A3 was a 2009 State Department cable discussing issues
related to ethnic conflict in China. Classified Document A3 named a human
source of information located in China and indicated that the source's identity
needed to be protected. Classified Document A3 was classified at the SECRET
level.
d. Classified Document A4 was a 2009 State Department cable discussing relations
between Iran and Syria.

Classified Document A4 named human sources of
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information located in Syria and indicated that the sources' identities needed to be
protected. Classified Document A4 was classified at the SECRET level.
e. Classified Document AS was a 2010 State Department cable discussing human
rights issues in Syria.

Classified Document AS named a human source of

information located in Syria and indicated that the source's identity needed to be
protected. Classified Document AS was classified at the SECRET level.
99.

ASSANGE knew that his dissemination and publication of Afghanistan and Iraq

war-related significant activity reports endangered sources, whom he named as having provided
information to U.S. and coalition forces.
100.

In an interview in August 2010, ASSANGE called it "regrettable" that sources

disclosed by WikiLeaks "may face some threat as a result."

But, in the same interview,

ASSANGE insisted that "we are not obligated to protect other people's sources, military sources
or spy organization sources, except from unjust retribution," adding that in general "there are
numerous cases where people sell information ... or frame others or are engaged in genuinely
traitorous behavior and actually that is something for the public to know about."
101.

ASSANGE also knew that his dissemination and publication of the State

Department cables endangered sources whom he named as having provided information to the
State Department and other agencies of the United States. In a letter dated November 27, 2010
from the State Department's legal adviser to ASSANGE and his lawyer, ASSANGE was
informed, among other things, that publication of the State Department cables would "[p]lace at
risk the lives of countless innocent individuals-from journalists to human rights activists and
bloggers to soldiers to individuals providing information to further peace and security." Prior to
his dissemination and publication of the unredacted State Department cables, ASSANGE claimed
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that he intended "to gradually roll [the cables] out in a safe way" by partnering with mainstream
media outlets and "read[ing] through every single cable and redact[ing] identities accordingly."
Nonetheless, while ASSANGE and WikiLeaks published some of the cables in redacted form
beginning in November 20 I 0, they disseminated and published over 250,000 cables in August
and September 2011, in unredacted form, that is, without redacting the names of the human
sources.
U.S. Law to Protect Classified Information

I.
102.

Executive Order No. 13526 and its predecessor orders define the classification

levels assigned to classified information.

Under the Executive Order, information may be

classified as "SECRET" if its unauthorized disclosure reasonably could be expected to cause
serious damage

to the

national

security,

and

information

may

be classified

as

"CONFIDENTIAL" if its unauthorized disclosure reasonably could be expected to cause

damage to the national security. Further, under the Executive Order, classified information can
generally only be disclosed to those persons who have been granted an appropriate level of United
States government security clearance and possess a need to know the classified information in
connection to their official duties.
103.

At no point was ASSANGE a citizen of the United States, nor did he hold a United

States security clearance or otherwise have authorization to receive, possess, or communicate
classified information.
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COUNTl
(Conspiracy to Obtain and Disclose National Defense Infonnation)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
Illegal Obiects of the Conspiracy
B.

Between in or about 2009 and continuing until in or about 2015, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, knowingly and unlawfully conspired with other co-conspirators, known and unknown
to the Grand Jury, to commit the following offenses against the United States:
1.

To obtain documents, writings, and notes connected with the national

defense, for the purpose of obtaining information respecting the national defenseincluding detainee assessment briefs related to detainees who were held at Guantanamo
Bay; U.S. State Department cables; and Iraq rules of engagement files classified up to the
SECRET level-and with reason to believe that the information was to be used to the
injury of the United States and the advantage of any foreign nation, in violation ofTitle 18,
United States Code, Section 793(b);
2.

To receive and obtain documents, writings, and notes connected with the

national defense-including detainee assessment briefs related to detainees who were held
at Guantanamo Bay; U.S. State Department cables; and Iraq rules of engagement files
classified up to the SECRET level-for the purpose of obtainfog information respecting
the national defense, and knowing and with reason to believe at the time such materials
were received and obtained, they had been and would be taken, obtained, and disposed of
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by a person contrary to the provisions of Chapter 37 of Title 18 of the United States Code,
in violation of Title 18, United States Code, Section 793(c);
3.

To willfully communicate documents relating to the national defense-

namely, detainee assessment briefs related to detainees who were held at Guantanamo Bay;
U.S. State Department cables; Iraq rules of engagement files; and documents containing
the names of individuals in Afghanistan, Iraq, and elsewhere around the world, who risked
their safety and freedom by providing information to the United States and our allies, which
were classified up to the SECRET level-from persons having lawful possession of or
access to such documents, to persons not entitled to receive them, in violation of Title 18,
United States Code, Section 793(d); and
4.

To willfully communicate documents relating to the national defense-

namely, (i) for Manning to communicate to ASSANGE the detainee assessment briefs related
to detainees who were held at Guantanamo Bay, U.S. State Department cables, and Iraq rules
of engagement files classified up to the SECRET level, and (ii) for ASSANGE to
communicate documents classified up to the SECRET level containing the names of
individuals in Afghanistan, Iraq, and elsewhere around the world, who risked their safety and
freedom by providing information to the United States and our allies to certain individuals
and the public-from persons in unauthorized possession of such documents to persons not
entitled to receive them, in violation of Title 18, United States Code, Section 793(e).
C.

In furtherance of the conspiracy, and to accomplish its objects, ASSANGE and his

conspirators committed lawful and unlawful overt acts, including but not limited to, those described
in the General Allegations Section of this Superseding Indictment.
(All in violation of Title 18, United States Code, Section 793(g))
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COUNT2
(Conspiracy To Commit Computer Intrusions)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
Illegal Obiects of the Conspiracy
B.

Between in or about 2009 and continuing until in or about 2015, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, knowingly and unlawfully conspired with other co-conspirators, known and unknown
to the Grand Jury, to commit the following offenses against the United States:
1.

To knowingly access a computer, without authorization and exceeding authorized

access, to obtain information that has been determined by the United States Government
pursuant to an Executive order and statute to require protection against unauthorized
disclosure for reasons of national defense and foreign relations, namely, documents relating
to the national defense classified up to the SECRET level, with reason to believe that such
information so obtained could be used to the injury of the United States and the advantage of
any foreign nation, and to willfully communicate, deliver, transmit, and cause to be
communicated, delivered, or transmitted the same, to persons not entitled to receive it, and
willfully retain the same and fail to deliver it to the officer or employee entitled to receive it
in violation of 18 U.S.C. §§ 1030(a)(l) and 1030(c)(l)(A);
2.

To intentionally access a computer, without authorization and exceeding

authorized access, and thereby obtain information from a department and agency of the United
States and from protected computers; committed in furtherance of criminal and tortious acts
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in violation of the· laws of the United States and of any State, and to obtain information that
exceeded $5,000 in value, in violation of 18 U.S.C. §§ 1030(a)(2) and I 030(c )(2)(8);
3.

To knowingly cause the transmission of a program, information, code, or

command, and as a result of such conduct, intentionally cause damage without authorization
to protected computers resulting in (i) aggregated loss during a one-year period of at least
$5,000 in value, (ii) damage affecting a computer used by or for an entity of the United States
Government in furtherance of the administration of justice, national defense, and national
security; and (iii) damage affecting I 0 or more protected computers during a one-year period,
in violation of 18 U.S.C. §§ 1030(a)(5)(A) and 1030(c)(4)(B); and
4.

To intentionally access protected computers without authorization, and as a result

of such conduct, recklessly cause damage resulting in (i) aggregated loss during a one-year
period of at least $5,000 in value, (ii) damage affecting a computer used by or for an entity of
the United States Government in furtherance of the administration ofjustice, national defense,
and national security; and (iii) damage affecting 10 or more protected computers during a oneyear period, in violation of 18 U.S.C. §§ 1030(a)(5)(B) and I030(c)(4)(A).
C.

In furtherance of the conspiracy, and to accomplish its objects, ASSANGE and his

conspirators committed lawful and unlawful overt acts, including but not limited to, those
described in the General Allegations Section of this Indictment.

(All in violation of Title 18, United States Code, Sections 3 71)
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COUNT3

(Unauthorized Obtaining of National Defense Information)
(State Department Cables)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
B.

Between in or about November 2009 and in or about May 2010, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, and others unknown to the Grand Jury, knowingly and unlawfully obtained and aided,
abetted, counseled, induced, procured and willfully caused Manning to obtain documents,
writings, and notes connected with the national defense, for the purpose of obtaining information
respecting the national defense-namely, U.S. Department of State cables classified up to the

SECRET level-and with reason to believe that the information was to be used to the injury of
the United States or the advantage of any foreign nation.

(All in violation of Title 18, United States Code, Sections 793(b) and 2)

32

281

Case 1:18-cr-00111-CMH Document 44 Filed 06/24/20 Page 33 of 48 PageID# 318

COUNT4
(Unauthorized Obtaining of National Defense Information)
· (Iraq Rules of Engagement Files)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
B.

Between in or about November 2009 and in or about May 2010, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, and others unknown to the Grand Jury, knowingly and unlawfully obtained and aided,
abetted, counseled, induced, procured and willfully caused Manning to obtain documents,
writings, and notes connected with the national defense, for the purpose of obtaining information
respecting the national defense-namely, Iraq rules of engagement files classified up to the

SECRET level-and with reason to believe that the information was to be used to the injury of
the United States or the advantage of any foreign nation.

(All in violation of Title 18, United States Code, Sections 793(b) and 2)
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COUNTS
(Attempted Unauthorized Obtaining and Receiving of National Defense Information)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
·

B.

Between in or about November 2009 and in or about May 2010, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, and others unknown to the Grand Jury, knowingly and unlawfully attempted to
receive and obtain documents, writings, and notes connect~d with the national defense-namely,
information stored on the Secret Internet Protocol Network classified up to the SECRET levelfor the purpose of obtaining information respecting the national defense, knowing and having
reason to believe, at the time that he attempted to receive and obtain them, that such materials
would be obtained, taken, made, and disposed ofby a person contrary to the provisions of Chapter
37 of Title 18 of the United States Code.

(All in violation of Title 18, United States Code, Sections 793(c) and 2)
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COUNT6
(Unauthorized Obtaining and Receiving of National Defense Information)
(Detainee Assessment Briefs)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.

B.

Between in or about November 2009 and in or about May 2010, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, knowingly and unlawfully received and obtained documents, writings, and notes
connected with the national defense-namely, detainee ass·essment briefs classified up to the
SECRET level related to detainees who were held at Guantanamo Bay-for the purpose of

obtaining information respecting the national defense, knowing and having reason to believe, at
the time that he received and obtained them, that such materials had been and would be obtained,
taken, made, and disposed ofby a person contrary to the provisions of Chapter 37 of Title 18 of
the United States Code.

(All in violation of Title 18, United States Code, Sections 793(c) and 2)
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COUNT7
(Unauthorized Obtaining and Receiving of National Defense Infonnation)
(State Department Cables)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
B.

Between in or about November 2009 and in or about May 2010, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
.of Virginia, knowingly and unlawfully received and obtained docwnents, writings, and notes
connected with the national defense-namely, U.S. Department of State cables classified up to
the SECRET level-for the purpose of obtaining infonnation respecting the national defense,
knowing and having reason to believe, at the time that he received and obtained them, that such
materials had been and would be obtained, taken, made, and disposed of by a person contrary to
the provisions of Chapter 37 of Title 18 of the United States Code.

(All in violation of Title 18, United States Code, Sections 793(c) and 2)
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COUNTS
(Unauthorized Obtaining and Receiving of National Defense Infonnation)
(Iraq Rules of Engagement Files)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
B.

Between in or about November 2009 and in or about May 2010, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, knowingly and unlawfully received and obtained documents, writings, and notes
connected with the national defense-namely, Iraq rules of engagement files classified up to the
SECRET level-for the purpose of obtaining infonnation respecting the national defense,
knowing and having reason to believe, at the time that he received and obtained them, that such
materials had been and would be obtained, taken, made, and disposed of by a person contrary to
the provisions of Chapter 37 of Title 18 of the United States Code.

(All in violation of Title 18, United States Code, Sections 793(c) and 2)
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COUNT9
(Unauthorized Disclosure of National Defense Information)
(Detainee Assessment Briefs)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.

B.

Between in or about November 2009 and in or about May 2010, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, and others unknown to the Grand Jury, aided, abetted, counseled, induced, procured
and willfully caused Manning, who had lawful possession of, access to, and control over
documents relating to the_ national defense-namely, detainee assessment briefs classified up to
the SECRET level related to detainees who were held at Guantanamo Bay-to communicate,
deliver, and transmit the documents to ASSANGE, a person not entitled to receive them.

(All in violation of Title 18, United States Code, Sections 793(d) and 2)
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COUNTl0
(Unauthorized Disclosure of National Defense Information)
(State Department Cables)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
B.

Between in or about November 2009 and in or about May 2010, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, and others unknown to the Grand Jury, aided, abetted, counseled, induced, procured
and willfully caused Manning, who had lawful possession of, access to, and control over
documents relating to the national defense-namely, U.S. Department of State cables classified
up to the SECRET level-to communicate, deliver, and transmit the documents to ASSANGE,
a person not entitled to receive them.

(All in violation ofTitle 18, United States Code, Sections 793(d) and 2)

39

288

Case 1:18-cr-00111-CMH Document 44 Filed 06/24/20 Page 40 of 48 PageID# 325

COUNT 11
(Unauthorized Disclosure of National Defense Information)
(Iraq Rules of Engagement Files)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.

B.

Between in or about November 2009 and in or about May 2010, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, and others unknown to the Grand Jury, aided, abetted, counseled, induced, procured
and willfully caused Manning, who had lawful possession of, access to, and control over
documents relating to the national defense---namely, Iraq rules of engagement files classified up
to the SECRET level-to communicate, deliver, and transmit the documents to ASSANGE, a
person not entitled to receive them.

(All in violation of Title 18, United States Code, Sections 793(d) and 2)
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COUNT12
(Unauthorized Disclosure of National Defense lnfonnation)
(Detainee Assessment Briefs)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
B.

Between in or about November 2009 and in or about May 2010, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, and others unknown to the Grand Jury, aided, abetted, counseled, induced, procured
and willfully caused Manning, who had unauthorized possession of, access to, and control over
documents relating to the national defense-namely, detainee assessment briefs classified up to
the SECRET level related to detainees who were held at Guantanamo Bay-to communicate,
deliver, and transmit the documents to ASSANGE, a person not entitled to receive them.

(All in violation of Title 18, United States Code, Sections 793(e) and 2)
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COUNT13
(Unauthorized Disclosure of National Defense Infonn~tion)
(State Department Cables)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
B.

Between in or about November 2009 and in or about May 2010, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, and others unknown to the Grand Jury, aided, abetted, counseled, induced, procured
and willfully caused Manning, who had unauthorized possession of, access to, and control over
documents relating to the national defense-namely, U.S. Department of State cables classified
up to the SECRET level-to communicate, deliver, and transmit the documents to ASSANGE,
a person not entitled to receive them.

(All in violation of Title 18, United States Code, Sections 793(e) and 2)
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COUNT14
(Unauthorized Disclosure of National Defense lnfonnation)
(Iraq Rules of Engagement Files)

A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
B.

Between in or about November 2009 and in or about May 2010, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, and others unknown to the Grand Jury, aided, abetted, counseled, induced, procured
and willfully caused Manning; who had unauthorized possession of, access to, and control over
documents relating to the national defense-namely, Iraq rules of engagement files classified up
to the SECRET level-to communicate, deliver, and transmit the documents to ASSANGE, a
person not entitled to receive them.

(All in violation of Title 18, United States Code, Sections 793(e) and 2)
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COUNTIS
(Unauthorized Disclosure of National Defense Information)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.

B.

From in or about July 2010 and continuing until April 2019, in an offense begun

and committed outside of the jurisdiction of any particular state or district of the United States,
the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, having unauthorized possession of, access to, and control over documents relating to
the national defense, will fully and unlawfully caused and attempted to cause such materials to be
communicated, delivered, and transmitted to persons not entitled to receive them.
C.

Specifically, as alleged above, ASSANGE, having unauthorized possession of

significant activity reports, classified up to the SECRET level, from the Afghanistan war
containing the names of individuals, who risked their safety and freedom by providing
information to the United States and our allies, communicated the documents containing names
of those sources to persons not authorized to receive them by distributing them and then by
publishing them and causing them to be published on the Internet.

(All in violation of Title 18, United States Code, Section 793(e))
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COUNT16
(Unauthorized Disclosure of National Defense Infonnation)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
B.

From in or about July 2010 and continuing until April 2019, in an offense begun

and committed outside of the jurisdiction of any particular state or district of the United States,
the defendant, JULIAN PAUL AS SAN GE, who will be first brought to the Eastern District of
Virginia, having unauthorized possession of, access to, and control over documents relating to
the national defense, willfully and unlawfully caused and attempted to cause such materials to be
communicated, delivered, and transmitted to persons not entitled to receive them.
C.

Specifically, as alleged above, ASSANGE, having unauthorized possession of

significant activity reports, classified up to the SECRET level, from the Iraq war containing the
names of individuals, who risked their safety and freedom by providing information to the United
States and our allies, communicated the documents containing names of those sources to persons
not authorized to receive them by distributing them and then by publishing them and causing them
to be published on the Internet.

(All in violation ofTitle 18, United States Code, Section 793(e))
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COUNT17
(Unauthorized Disclosure of National Defense Information)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
B.

From in or about July 2010 and continuing until April 2019, in an offense begun

and committed outside of the jurisdiction of any particular state or district of the United States,
the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District of
Virginia, having unauthorized possession of, access to, and control over documents relating to
the national defense, willfully and unlawfully caused and attempted to cause such materials to be
communicated, delivered, and transmitted to persons not entitled to receive them.
C.

Specifically, as alleged above, ASSANGE, having unauthorized possession of

State Department cables, classified up to the SECRET level, containing the names of individuals,
who risked their safety and freedom by providing information to the United States and our allies,
communicated the documents containing names of those sources to persons not authorized to
receive them by distributing them and then by publishing them and causing them to be published
on the Internet.

(All in violation of Title 18, United States Code, Section 793(e))
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COUNT 18
(Unauthorized Obtaining of National Defense Information)
(Detainee Assessment Briefs)
A.

The general allegations of this Superseding Indictment are re-alleged and

incorporated into this Count as though fully set forth herein.
B.

Between in or about November 2009 and in or about May 2010, in an offense

begun and committed outside of the jurisdiction of any particular state or district of the United
States, the defendant, JULIAN PAUL ASSANGE, who will be first brought to the Eastern District
of Virginia, and others unknown to the Grand Jury, knowingly and unlawfully obtained and aided,
abetted, counseled, induced, procured and willfully caused Manning to obtain documents,
writings, and notes connected with the national defense, for the purpose of obtaining information
respecting the national defense-namely, detainee assessment briefs classified up to the

SECRET level related to detainees who were held at Guantanamo Bay-and with reason to
believe that the information was to be used to the injury of the United States or the advantage of
any foreign nation.

(All in violation of Title 18, United States Code, Sections 793(b) and 2)
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Notice of ForfeituJe
Pursuant to Federal Rule of CJiminal Procedure 32.2(a), lhe United Slates of America
gives notice to tbe defendant, JULIAN PAUL AS SANGE, that, if convicted of any of the counts
of this Second Superseding Indictmenl, he shall forfoit to the United States, pursuant to 18 U.S.C.
§§ 793(h) and 98l(a)(l)(C ), 28 U.S.C. § 2461 , and 21 U.S.C. § 853, any property, real or personal,
which constitutes or is derived from proceeds traceable to such violation(s).

A TRUE BILL
Pursuant to the E-Government Act,,
The original of this page has been filed
under seal in the Clerk.'s Of1ice
FOREPERS ON

DATE

G . Zachary Terwilliger

By:

~Y -'-. . ___,._~

Tracy Doherty-McCormick
First Assistant United States Attorney
Kellen S. Dwyer
Thomas W. Traxler
Gordon D. Kromberg
Alexander P. Berrang
Assistant United States Altorneys
Adam Small
N icholas Hunter
Trial Attorneys, National Security Division
U.S. Department of Justice
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division
UNITED STATES OF AMERICA
v.
JULIAN PAUL ASSANGE,
Defendant.

)
)
)
)
)
)
)

No. 1:18cr111

FOURTH SUPPLEMENTAL DECLARATION IN SUPPORT OF
REQUEST FOR EXTRADITION OF JULIAN PAUL ASSANGE
I, Gordon D. Kromberg, declare and state:
1.

I have made four previous declarations and one affidavit in support of the request

for extradition of Julian Paul Assange, and incorporate here the description of my background and
qualifications that I included in those previous declarations. See Gordon D. Kromberg, Declaration
in Support of Request for Extradition of Julian Paul Assange ¶¶ 1-4 (Jan. 17, 2020) (hereafter,
“First Declaration”); Gordon D. Kromberg, Supplemental Declaration in Support of Request for
Extradition of Julian Paul Assange ¶¶ 1-3 (Feb. 19, 2020) (hereafter, “Second Declaration”);
Gordon D. Kromberg, Second Supplemental Declaration in Support of Request for Extradition of
Julian Paul Assange ¶ 1 (Mar. 12, 2020) (hereafter, “Third Declaration”); Gordon D. Kromberg,
Third Supplemental Declaration in Support of Request for Extradition of Julian Paul Assange
(Mar. 24, 2020) 1 (hereafter, "Fourth Declaration"); and Affidavit in Support of Request for

1

The Third Supplemental Declaration bears the mistaken date of March 12, 2020.
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Extradition of Julian Paul Assange on Second Superseding Indictment ¶¶ 2-3 (July 14, 2020)
(hereafter, "Affidavit in Support of Second Superseding Indictment”).
2.

I make this declaration for the limited purpose of providing additional information

relevant to several objections to the U.S. request for his extradition, that Assange has made in the
evidence most recently served on his behalf. The statements in this declaration are based on my
experience, training, and research, as well as information provided to me by other members of the
United States Department of Justice and other federal agencies.
3.

This declaration does not respond to every assertion or allegation made in the

defense case. Rather, it focuses on responding to statements served on Assange's behalf in July
2020, particularly related to the William G. Truesdale Adult Detention Center (“ADC”) in
Alexandria, Virginia, and the United States Bureau of Prisons (“BOP”). This declaration also
clarifies the law regarding the definition of "national defense information" in the United States for
purposes of Section 793 of Title 18 of the United States Code. If I have not addressed in this
declaration a matter raised by Assange, it should not be regarded as an acceptance of the accuracy
or truthfulness of such matter.
I.

The ADC Will Safely House Assange Pretrial
4.

As detailed in the First Declaration, see ¶¶ 80-91, it is likely that Assange will be

housed at the ADC, in Alexandria, Virginia. In his affidavit (dated June 20, 2020), Joel Sickler
claims that Assange will be placed in solitary confinement and unable to have visitors. See Sickler
Aff. ¶¶ 8 and 9. Mr. Sickler makes the general allegation that U.S. prisons at all levels, including
state facilities such as the ADC, are overcrowded, understaffed, and are ill-equipped to deal with
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the COVID-19 pandemic. See id. ¶¶ 10, 11, 28-38. At least as to the ADC and BOP facilities, Mr.
Sickler is mistaken.
A.
5.

The ADC Has Adequate Health Care Resources and COVID Protocols
The ADC can handle Assange’s physical and mental health needs. As an initial

matter, the ADC is not overcrowded, as Mr. Sickler implies. Based on the single-bunking of
inmates, the total capacity of the facility is 300 male inmates and 40 female inmates. Although
the ADC has double-bunked inmates, it has not done so in the recent past. Over the last 12 months,
the ADC has housed an average of 240 male inmates and 20 female inmates.
6.

The ADC will provide Assange with quality mental health care. Mental health

treatment at the ADC is provided by contract with the Alexandria Community Services Board.
One clinical supervisor, ten full-time therapists, and one part time therapist are assigned to the
ADC. The staff is comprised of six licensed clinical social workers (“LCSWs”), two licensed
professional counselors (“LPCs”), one licensed clinical psychologist, and three Masters-level
therapists who are nearing eligibility for licensure as licensed professional counselors. In addition,
the ADC employs a psychiatrist who providers 20 hours of psychiatric services per week.
7.

Under normal circumstances, all therapists would work during weekday business

hours, and one therapist would work a partial day on Saturdays. Due to COVID-19, the clinical
supervisor and half of the therapists currently are at the jail daily, with the other half of the
therapists available to provide telemedicine. After-hours services are available and are provided
by the Alexandria CSB Emergency Services team. This team consists of LCSWs and LPCs. While
at the ADC, Assange could be seen by an outside mental health professional, subject to approval
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by the USMS. Mental health treatment is available to all inmates, regardless of where they are
housed within the ADC.
8.

On occasion, federal prisoners at the ADC are transferred to other BOP facilities.

Based upon my experience and discussions with the USMS, these transfers are not made because
the ADC is unable to handle prisoners’ mental health needs. Rather, they are made because a
federal judge has ordered that the inmate receive an evaluation to determine whether such inmate
is competent to stand trial, or because the inmate has a serious health condition that requires
specialized health care in a hospital setting.
9.

The ADC employs detailed and rigorous COVID-19 protocols. See Exhibit A to

this Declaration. Among other things, all inmates are issued a cloth mask, which they must wear
any time they are out of their cells, and the temperatures of all inmates are taken on a daily basis.
The protocols are updated on a regular basis to reflect current best practices. According to the
USMS, only one inmate at the ADC has tested positive for COVID-19. That inmate was a new
arrestee. Staff placed the arrestee in quarantine, and the arrestee subsequently tested negative and
was released.
B.

10.

Assange Will Be Able to See Visitors, Meet With His
Attorneys, and Participate in Programs at the ADC
As I discussed in the First Declaration (at ¶ 83), the ADC does not use “solitary

confinement.” It is possible, but not certain, that Assange could be placed in administrative
segregation, which is the most restrictive form of custody at the ADC. Id. ¶ 85. Even in
administrative segregation, Assange would be able to communicate with other inmates through the
doors and windows of his cell. Assange would be confined to his cell for no more than 22 hours
per day, and have access to ADC programs as well as the day-room, law library, and other locations
4
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within the ADC as his and the facility’s schedules permitted. It is possible that Assange would
receive pretrial Special Administrative Measures (“SAMs”). Even if Assange does receive pretrial
SAMs, he would not be held in solitary confinement, and he would have access to other parts of
the ADC.
11.

Due to COVID-19, there are currently no in-person visits at the ADC. Any physical

visits must be approved by the Chief of the ADC. Nevertheless, prisoners are able to meet with
visitors virtually. Prisoners can have two virtual visits per week (during non-COVID times, they
could have two in-person visits per week). Prisoners also are able to meet with their attorneys
virtually. There are no limitations on attorney virtual visits, except that attorneys must reserve
time slots. The imposition of pretrial SAMs would not impact Assange’s ability to meet with his
lawyers (either virtually or in-person, depending on circumstances).
II.

The BOP Will House Assange Safely and
Humanely, and Provide Him with Due Process
12.

In his affidavit, Mr. Sickler claims that the BOP will be unable to ensure Assange’s

safety and meet his physical and mental health care needs. In particular, Mr. Sickler alleges that
BOP facilities are overcrowded and unable to provide for inmates’ mental and physical well-being.
Mr. Sickler also alleges that the BOP will improperly restrict his ability to communicate with his
family and attorneys, and violate his due process rights through the use of Communication
Management Units (“CMUs”) or the imposition of SAMs. Finally, Mr. Sickler claims that the
BOP is unable either to prevent inmates from contracting COVID-19, or treat inmates who have
the virus. Mr. Sickler’s affidavit is inaccurate. On the contrary, and as detailed below, the BOP is
a professional organization that treats its prisoners consistent with the law in the United States, and
will make reasonable efforts to meet Assange’s physical and mental health care needs.
5
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A.

The BOP Provides Inmates With Quality Health Care

13.

As an initial matter, Mr. Sickler’s statistics regarding inmate population and

staffing at BOP facilities appear to be out of date. See Sickler Aff. ¶ 10 (citing statistics from
December 31, 2019). The most recent available statistics are from June 30, 2020. See Federal
Bureau of Prisons Program Fact Sheet, available at
https://www.bop.gov/about/statistics/docs/program_fact_sheet_202008.pdf (last visited Sep. 1,
2020). According to the fact sheet, the BOP ended fiscal year 2019 with 4,484 fewer inmates
than the prior year, marking the sixth consecutive year of decreases in the inmate population.
The fact sheet does acknowledge that the BOP “remains crowded in high, medium, and low
security facilities.” Id. The relative crowding information referenced on the BOP's Fact Sheet is
based on the rated capacity. The rated capacity measurement facilitates the BOP's ability to
manage and distribute its inmate population on an equitable and rational basis in accord with
capacity computation formulas, security considerations, and institution needs. Further, rated
capacity is not necessarily the same as any institution’s design or operating capacity. It is an
objective measurement of inmate housing space, without regard to items such as institution age,
location, or infrastructure.
14.

Although these facilities are crowded according to one of the BOP's metrics, this

metric alone is not reflective of the overall safety and security of the BOP's facilities. To
maintain safe and secure facilities, te BOP uses a combination of tools, including staffing,
inmate population management, security and custody levels, medical and mental health care
levels, treatment programs, education and vocational training, and work programs.
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15.

Mr. Sickler also makes reference to the inmate/staff and inmate/correctional officer

ratios. Relying on these rations alone has limited utility. The BOP staffs its facilities according to
a variety of factors, including security level, inmate population, and facility programs and
capabilities. These variations are not captured in the overall ratios.
16.

Turning to the ratios themselves, across BOP, the inmate/staff ratio is 3.8 to 1, and

the inmate/correctional officer ratio is 8.0 to 1. Id. The BOP regards all staff, with a few
exceptions, as law enforcement regardless of their actual discipline. These staff members are
engaged in the supervision and management of offenders and receive the same training as
correctional officers.
B.
17.

The BOP Will Meet Assange’s Healthcare Needs
The BOP meets the health care needs of the inmate population in a variety of ways.

Emergency/urgent health care is available 24 hours a day by on-site or community medical staff.
All BOP staff are trained to provide first-aid, CPR, AED, and treatment of opioid overdose with
naloxone. Less urgent acute medical conditions are triaged and scheduled at appropriate times.
Health care staff make daily rounds in segregation units ("Special Housing Units") to triage
requests for care.
18.

Similar to health insurance plans, the BOP has a defined scope of services which

determines the care provided to inmates in its custody. Medically necessary care is provided to all
inmates. Elective health care which may improve quality of life is assessed on a case-by-case basis
through a process called utilization review. Health care with limited medical value or expressly
for the inmate’s convenience is not routinely approved. "Extraordinary" care must be approved
by the BOP medical director. Inmates with chronic conditions are seen by a physician at least once
7
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every 12 months, or more frequently as clinically indicated, either by a physician or advance
practice provider such as a nurse practitioner or physician's assistant.
19.

The BOP also uses a medical classification system to identify inmates with different

levels of medical and mental health needs, based on the complexity or risk of the condition or the
frequency of services required. Institutions are also assigned a Care Level based upon on-site and
community capabilities for providing health care. Inmates are designated to specific institutions
to align their care level with the care level of the facility. Care Level 1 includes inmates who are
essentially healthy or who have medical conditions that are stable and easily treated or controlled.
At the other end of the spectrum are Care Level 4 inmates, with more advanced health care needs,
who are housed at BOP medical centers for treatment such as 24-hour nursing care, dialysis, cancer
treatments, and organ transplant services. These BOP medical centers have contracts with local
health care systems of national and international renown, who provide advanced health care
services to the inmate population consistent within established standards of care.
20.

With regard to staffing, individual institutions maintain a multidisciplinary

complement of full-time health services staff. Currently, the medical disciplines of physicians,
pharmacists, advanced practice providers and nurses are filled at 90% across the agency. Full-time
Regional and Central Office clinical staff supplement the institution staff and provide additional
services through telepsychiatry, telehealth or periodic on-site visits. Institutions also contract with
local civilian health care providers and health systems for additional services either on site at the
correctional facility or in the community.
21.

The BOP’s Care 2 and 3 facilities are accredited by the Accreditation Association

for Ambulatory Health Care (“AAAHC”), and the BOP’s Care 4 facilities (medical centers) are
8
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accredited by The Joint Commission. The AAAHC and The Joint Commission are national health
care accreditation organizations. In addition, all BOP institutions are also accredited by the
American Correctional Association, which applies both health care standards and correctional
standards.
C.

22.

The BOP Has Made Improvements to Its Mental Health
Treatment Programs Since the Cunningham Lawsuit Was Filed
Mr. Sickler relies on the lawsuit of Cunningham v. Bureau of Prisons, Case No.

1:12-cv-01570-RPM (D. Colo.), to claim that mental health treatment at the ADX is deficient. I
draw the Court's attention to the Declaration of Dr. Alison Leukefeld, that was recently served by
the United States, and that addressed many of Mr. Sickler’s claims regarding BOP’s mental health
treatment. I also draw the Court’s attention to paragraphs 16 through 19 of my Second Declaration,
in which I described a number of improvements to BOP mental health treatment, and policies at
the ADX.
23.

Many of the improvements outlined in my Second Declaration and in Dr.

Leukefeld’s declaration were put in place following the initiation of the Cunningham lawsuit
referenced by Mr. Sickler. The BOP denied the allegations in the Cunningham litigation, and the
issue of liability was never litigated. The BOP never conceded that the policies and initiatives
contained within the Settlement Agreement were required by the U.S. Constitution; it asserted that
those initiatives far exceed what the Constitution requires. In any event, the BOP undertook an
innovative approach to address the criticisms raised by the Cunningham plaintiffs.
24.

The parties agreed to a settlement subject to the Prison Litigation Reform Act

(“PLRA”), 18 U.S.C. § 3626(c)(2), with dismissal under the theory set forth in Kokkonen v.
Guardian Life Insurance Co. of America, 511 U.S. 375 (1994), which gives the district court
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limited jurisdiction to enforce the settlement as provided in the agreement. See Exhibit B to this
Declaration. The settlement provided for a three-year presumptive term, with a four-year “hard
stop” and the ability for the BOP to move to partially or completely terminate the obligations with
the Plaintiffs’ consent after two years. The Plaintiffs and the BOP each selected an expert to
monitor the settlement. The experts undertook a maximum of three site visits per year. The
monitoring was limited to the ADX and the Secure STAGES program at the United States
Penitentiary, High Security, in Florence, Colorado. The Special Security Unit program was
excluded from oversight by the monitors, although a United States Magistrate Judge was permitted
to enter the unit on several occasions, and report any concerns to the monitors. The first visit, or
base-line visit, by the monitors occurred the week of January 30, 2017. The last visit by the
monitors occurred the week of January 20, 2020.
25.

Under the settlement agreement, the BOP retained the ability to change its policies

and to make decisions concerning mental health diagnoses, assignment of mental health care
levels, and appropriate care for all inmates. The agreement contained significant meet and confer
requirements before the plaintiffs could attempt to enforce any terms of the agreement, and allowed
for the Court hold the BOP in contempt, if necessary. This never occurred. Likewise, no monetary
damages were paid to the named plaintiff-inmates.
26.

The presumptive term of the agreement was three years. The plaintiff-inmates had

the burden to move for a one-time, one-year extension. The agreement also allowed the BOP to
move for termination, in whole or in part, after two years with the plaintiffs’ consent. The plaintiffs
never sought an extension, and the BOP did not move for early termination.
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27.

In sum, the BOP addressed the plaintiffs’ criticisms through a transparent,

collaborative process. As outlined in my declaration and that of Dr. Leukefeld, the BOP developed
a range of progressive policies and procedures to improve and enhance mental health programs
and services. The BOP also transferred of a number of prisoners from ADX. The negotiated terms
of the Cunningham settlement had and continue to have a direct and positive impact on the safety
and wellbeing of BOP staff, inmates, and the general public. As a result, mental health care at the
ADX has improved through early detection of mental health issues, as well as more effective
treatment, management, and stabilization.
D.

28.

Assange Will Be Able to Participate in Programs and
Socialize with Others If He is Housed at the ADX
Mr. Sickler claims that if Assange is sent to the Administrative Maximum Security

Prison (“ADX”), he will effectively live the remainder of his live in isolation. As I stated in the
First Declaration, see ¶¶ 183-88, sentencing in the United States is driven by a variety of factors,
notably including the United States Sentencing Guidelines. Similarly, prison designations are
made by the BOP, which takes into account a number of different factors, including but not limited
to, the length of a defendant’s sentence. In short, sentencing and facility designations are difficult
to predict, and, as a result, it is purely speculative to conclude that Assange would receive a life
sentence and/or be designated to the ADX.
29.

The philosophy of the BOP is to house all inmates in the least restrictive

environment, appropriate for that inmate, in order to allow for work and self-improvement
opportunities to assist in reentry efforts. The ADX is the most secure prison in the federal system.
It is designed to safely house the BOP’s most violent, predatory, and escape-prone inmates, in an
environment providing each inmate an opportunity to demonstrate improved behavior, and the
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ability and motivation to eventually reintegrate into the open population at a different facility. The
unique security and control procedures implemented to control these inmates are designed to
enhance the safety of staff, inmates, and visitors. Of the approximately 129,000 inmates in the
BOP’s custody, just over 300 are currently housed at the ADX (which has a maximum capacity of
490); in other words, the ADX houses less than one quarter of one percent of the BOP's inmate
population. Through regular, careful, case reviews, the BOP ensures that the ADX is used only
for those individuals for whom its security and controls are necessary.
30.

All inmates at the ADX are single-celled. The sizes of the cells range from 75 to

87 square feet. The cells in six of the nine housing units (B, C, D, E, F, and G units) are
approximately 87 square feet, which does not include the inner sallyport area of the cell, which is
17 square feet. Each cell has a solid outer door and an inner grill. The wall next to the door for
each cell also has an approximately 12-by-48 inch window. Each cell solid outer door has an
approximately 5-by-18 inch window, which looks out on to the housing unit range. Each cell also
has a 5-by-38 inch window that looks outside, providing the inmate with natural lighting, as well
as a shower in the cell. The cells in the remaining 3 units (H, J, and K units), have approximately
75.5 square feet of living space and do not have an inner sallyport or a shower. Each cell has a
solid outer door, with a 5-by-18 inch window, which looks out on to the range. Each cell also has
a 5-by-38 inch window that looks outside, providing the inmate with natural lighting.
31.

Each cell at the ADX has a light, which the inmate may turn on and off as needed.

These lights have three settings (dim, medium, and bright). The inmate controls the setting of the
lights from inside his cell and can turn the light completely off. The inmate is required to turn the
light on when staff are interacting with him at the front of his cell. Each cell has a bed with a
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mattress and bedding, a sink, a desk, a shelf, and a chair. Inmates may have certain personal items
in their cells, such as photographs, reading materials, and legal papers.
32.

With the exception of inmates in disciplinary segregation, each ADX inmate has a

13" television in his cell, which generally provides channels for closed circuit institutional
programming (recreation, education, religious services, and psychology), broadcast channels,
radio stations, and digital music channels. One of the television channels that is utilized to provide
bulletins to the inmates also shows the date and time. The televisions and select broadcast channels
are paid for through profits from inmate commissary or canteen purchases.
33.

Even if Assange is to be housed at the ADX, he would have ample opportunity to

participate in programs and socialize with inmates and members of the public. ADX Inmates are
provided with access to both indoor and outdoor recreation, with the amount of time varying by
unit, as explained below. When inmates go to outside recreation, they have access to sunlight and
fresh air. Generally, the areas contain pull-up and dip bars, and inmates can play with handballs
and soccer balls. Inmates may request instruction in aerobic exercise from ADX Recreation staff.
Inmates have access to psychology programming (individual and group sessions), educational
programming (group and individual), wellness programs, weekly leisure games via the ADX
closed circuit television system, weekend “brain teaser” games, arts and crafts, a weekly movie
program, and special holiday activities.
34.

Contrary to the assertions in Mr. Sickler’s affidavit, there is no contradiction

between close controls and the provision of basic amenities and life-enhancing programs. Inmates
housed at the ADX may subscribe to periodicals; may borrow leisure reading materials from the
institution’s library; may take GED, Adult Continuing Education, and correspondence classes;
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may paint, draw, or crochet; may participate in a weekly bingo game; and may participate in art,
essay, and poetry contests. Inmates may make purchases from the commissary, including food
items, toiletries, pens, paper, and religious items.
35.

From February 1, 2020, through August 15, 2020, 222 inmates at the ADX

participated in some type of group or individual programming. The following are examples of the
group programs available at the ADX:

36.

•

7 Habits for Highly Effective People (taught in English and Spanish)

•

Threshold

•

How to Draw

•

Managing Diabetes

•

Five Love Languages

•

GED Testing, Tutoring, Lectures

•

Wellness Recovery Action Planning

•

Positive Psychology for the Long Term Incarcerated

•

Release Preparation Programming

•

Money Smart

•

Victim Impact

The ADX also has a robust creative arts program, which is known as “CAP.” The

CAP is designed to expose participants to a variety of different artistic methods, ideologies, and
entrepreneurial techniques that can better prepare them for re-entry. The CAP also centers on
teaching inmates to develop a stronger work ethic through channeling their “artist spirit.” There
are three unique phases to the program—CAP History, a CAP Exploratory phase, and CAP
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Business. Some of the educational material used is on loan through the National Gallery of Art in
Washington, D.C. In an attempt to better prepare for life on the outside for creative individuals,
the CAP also teaches inmates the business side of the creative industries.
37.

Inmates at the ADX are encouraged to engage with family and friends in the

community through social visits, correspondence, and telephone calls. All inmates are ordinarily
given the opportunity to have up to five in-person social visits per month, unless they are subject
to some sort of visitation restriction. These visits are non-contact and have been temporarily
suspended due to the COVID-19 pandemic. Inmates may also make social telephone calls, the
number of which depends on the inmate’s housing unit, as described below. Inmates may send
and receive legal and social correspondence, unless there is some sort of restriction on their
correspondence privileges.
38.

Inmates at the ADX are encouraged to engage with staff. The Warden, Associate

Wardens, Captain, and Department Heads perform weekly rounds in each unit for the opportunity
to visit with inmates. Correctional Officers perform regular 30-minute rounds throughout all three
shifts on a daily basis. A member of an inmate’s Unit Team visits the inmates every day. Inmates
receive regular visits from medical staff, education staff, religious services staff, and psychology
staff when they perform their rounds, and upon request if needed. Medical staff visit each unit
daily. In addition, inmates have the ability to communicate with one another in several ways—
they can and do speak to their neighbors in the cells next to, above or below them and may speak
to one another during out-of-cell recreation.
39.

The ADX currently operates five distinct housing programs: the Control Unit

Program; the Special Security Unit (“SSU”) Program; the General Population and Step-Down
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Program; the Reentry Preparation Unit; and the High Security Adult Alternative Housing
Program. 2

Each of these programs is detailed below. As explained below, each unit seeks to

balance safety and security while meeting the BOP’s goal of placing inmates in the least restrictive
environment possible.
1.
40.

Control Unit

The Control Unit houses the most dangerous, violent, disruptive and assaultive

inmates in the BOP's custody. The Control Unit Program provides housing for inmates who are
unable to function in a less restrictive environment without posing a threat to others or the
institution. This unit typically houses inmates who have assaulted or killed staff or other inmates
or who have escaped or attempted escape from another institution.
41.

Referral to the unit is outlined in Program Statement 5212.07, Control Unit

Program, and is reviewed by the BOP's Regional Director in the region in which the inmate is
housed. If the Regional Director concurs with the placement, the referral is submitted to the
Regional Director of the North Central region, where the ADX is located. The Regional Director
then designates a hearing administrator to conduct a hearing to review the placement referral. A
mental health evaluation is a required component of the referrals to the Control Unit, and medical,
psychological, and psychiatric concerns are considered during the review. Findings from the
mental health evaluations, along with the full clinical record, are reviewed by the Central Office
level by the Psychology Services Branch. The decision of the hearing administrator is then

2 The ADX

no longer operates a Special Housing Unit ("SHU") for inmates in
administrative detention status.
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submitted to the Executive Panel (consisting of the North Central Regional Director, and Assistant
Director of the Correctional Programs Division) for final review and placement.
42.

Inmates placed in the Control Unit are given a specific term of time that they will

serve in the Control Unit. Inmates placed in the Control Unit are reviewed within four weeks of
initial placement. Subsequent reviews are conducted on a monthly basis by the unit team, while
the Executive Panel reviews each inmate’s status and placement on a quarterly basis. Credit for
time served is granted depending on their adjustment and readiness for release from the Control
Unit.
43.

Inmates housed in the Control Unit receive a minimum of seven hours of out-of-

cell exercise per week and can participate in educational and psychological programming via the
closed circuit televisions within their cells. Inmates receive psychology services and medical
services on the same basis as inmates housed in other units at ADX. The inmates consume their
meals in their cells. The inmates receive two monthly social telephone calls and may receive up
to five social visits per month.
2.
44.

Special Security Unit (“SSU”) Program

The Special Security Unit Program is designed for inmates who are subject to

SAMs, which are restrictions on communications imposed by the Attorney General. See 28 C.F.R.
§§ 501.2, 501.3. Inmates with SAMs are placed in the Special Security Unit (H Unit). As detailed
in my First Declaration, see ¶¶ 95-99, a SAM may be imposed to prevent the disclosure of
classified information that would pose a threat to national security if disclosed or to protect against
acts of terrorism and violence. A SAM may include placing an inmate in administrative detention
and restricting social visits, mail privileges, phone calls, and access to other inmates and to the
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media. Inmates housed in the SSU are reviewed annually by the Attorney General to determine if
the SAM status should be renewed or modified. The Attorney General’s review includes an
assessment of information provided by the prosecuting United States Attorney’s Office and federal
law enforcement officials.
45.

The inmates incarcerated in H Unit have the opportunity to participate in a three-

phase Special Security Unit Program (SSU Program), designed especially for SAM inmates. The
purpose of the SSU Program is to confine inmates with SAMs under close controls, while
providing them opportunities to demonstrate progressively responsible behavior and participate in
programs in a safe, secure environment. The SSU Program balances the interests of providing
inmates with programming opportunities and increased privileges with the interests of ensuring
institutional and national security. The success of the inmate’s participation in the SSU Program
provides information that can be considered in the evaluation of whether SAMs continue to be
necessary, or whether the inmate’s communications can be monitored in a manner that will not
compromise national or institutional security interests.
46.

The inmates housed in the SSU receive a minimum of 10 hours of out-of-cell

exercise per week. Generally, the inmates recreate individually in secure single recreation areas.
The inmates consume their meals in their cells. The inmates receive up to four monthly social
telephone calls and may receive up to five social visits.
•

Phase 1. During the baseline phase of the program, an inmate may be permitted
two non-legal telephone calls per month, access to a commissary list and art and
hobby craft items, and escorted shower time on the inmate’s range—the common
area outside of a cell—three times each week.
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•

Phase 2. Depending upon the inmate’s adjustment, he can move into Phase 2
after approximately 12 months. In Phase 2 of the Program, an inmate may be
permitted three non-legal telephone calls per month and access to an expanded
commissary list and additional art and hobby craft items. The inmate is allowed
to be out of his cell without an escort five times each week.

•

Phase 3. Placement into Phase 3 typically requires a modification of the SAMs
to allow inmates to have physical contact with one another. Inmates in Phase 3
are allowed to be out on the range together in groups of up to four. An inmate
in Phase 3 gains the ability to be in physical contact with other inmates in the
range area outside his cell, seven days a week. Phase 3 inmates spend one-anda-half hours per day on the range with up to three other inmates, none of whom
are escorted by BOP staff. The inmates in Phase 3 eat one meal together and
engage in recreational activities, including watching television, reading and
playing cards. Phase 3 inmates may shower at any time they are on the range.
In addition, Phase 3 inmates continue to have access to the expanded art and
hobby craft list and a further expanded commissary list.
3.

47.

General Population and Step-Down Unit Program

The ADX has a General Population and Step-Down Unit Program that

provides inmates with incentives to adhere to the standards of conduct associated
with a maximum security custody program. As these inmates demonstrate good
conduct and positive institutional adjustment, they may progress from the General
Population Units (C, D, E, F, and G) to the Intermediate (J/A), Transitional (which
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is currently located at USP Florence, adjacent to the ADX on the complex), and PreTransfer Units (also located at USP Florence). Inmates who are successful in the
Pre-Transfer Unit may be transferred to a different BOP facility. Inmates at the
ADX are encouraged to engage with family and friends in the community through
social visits (currently suspended), correspondence, and telephone calls. There is no
numeric limit on the number of legal visits and calls they may receive, although inperson visits currently are suspended. The other privileges afforded to the inmates
are determined by their housing unit assignments in this layered program.
48.

Ordinarily, the minimum time period to complete the program is 36 months. The

minimum stay is ordinarily 12 months in a general population unit, six months in the intermediate
program, six months in the transitional program, and 12 months in the pre-transfer program. There
is no minimum or maximum time period for completion of the program.
49.

General Population inmates have access to the programming and opportunities

described above, including a television set in each cell. These inmates receive at least 10.5 hours
of out-of-cell recreation per week (alternating between indoor and outdoor). Meals are provided
to the inmates in their cells. General Population inmates are permitted to have four 15-minute
social phone calls per month.
50.

Inmates in the Intermediate Step receive 20.5 hours of out-of-cell recreation per

week, split between out-of-cell recreation on the range and outdoor recreation. The inmates are
assigned to one of four groups, with as many as eight inmates in a group. The inmates have indoor
and outdoor recreation out of their cells with inmates in their assigned group. Meals are provided
to the inmates by groups, with each group allowed out of their cells one at a time to come to the
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front of the range, receive their meals, and then return to their cells while unrestrained. The
inmates eat their meals in their cells. The inmates are unrestrained when out of their cells on the
range. The inmates receive six 15-minute social telephone calls per month. Shower stalls are
located on the range, and the inmates may shower any time they are out on the range. Inmates in
this unit also have access to TruLincs, the BOP’s email program for inmates, to communicate
electronically with staff and a limited number of approved contacts outside in the community.
51.

The Transitional and Pre-Transfer Units are located at USP Florence, in Bravo-A

Unit. Each cell in Bravo-A Unit has approximately 80 square feet area of living space and does
not have a sally port or a shower. Each cell has a solid outer door. Each cell’s solid outer door has
a window which looks out on to the range. Each cell also has a window that looks outside,
providing the inmate with natural lighting. The inmates are assigned to a group. The inmates
consume their meals on the range with the other inmates in their assigned group. Showers are
located on the ranges, and inmates may shower at any time they are on the range. The inmates in
these units receive a minimum of 30.5 and 35.5 hours of out-of-cell recreation per week,
respectively. The inmates’ out-of-cell recreation includes recreation in the unit and in the outdoor
group recreation area. The inmates receive eight and ten 15-minute social telephone calls per
month, respectively. Inmates in these steps also have access to TruLincs, the BOP’s email program
for inmates, to communicate electronically with staff and a limited number of approved contacts
outside in the community.
4.
52.

The Release Preparation Program

The Release Preparation Program is designed to assist inmates in their transition

from a restrictive housing environment to less secure housing, a Residential Reentry Center, or
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318

facilitate successful reintegration into their communities upon release. The Release Preparation
Program utilizes a system of less-restrictive housing to provide inmates with incentives to adhere
to standards of conduct associated with the ADX. Specifically, the Release Preparation Program
operates similar to a Privilege Incentive Program, providing an inmate in the program with
increased incentives/privileges as he progresses toward the end of his sentence. The progression
of an inmate in the Release Preparation Program is based on his remaining sentence length. The
incentives/privileges an inmate earns in the program are based on his program participation. The
Release Preparation Program, which is physically located in K/A-Unit, was activated on
September 28, 2017.
53.

Generally, the profile of an inmate appropriate for the Release Preparation Program

depicts an individual who has demonstrated he can function in a less-secure unit in the ADX, but
may be unable to complete the ADX General Population and Step-Down Program prior to his
release. To be eligible for consideration for placement in the program, the inmate ordinarily must
(1) be within 36 months of release from confinement; (2) have no detainers or active warrants; (3)
be actively participating in and complete programs recommended by the Unit Team; (4) show
positive behavior and respectful conduct towards staff and other inmates; and (5) show positive
overall institution adjustment to include, but not limited to, personal hygiene and cell sanitation.
Exceptions can be made on a case-by-case basis.
54.

Inmates in the Release Preparation Program receive 20.5 hours of out-of-cell

recreation per week, split between out-of-cell recreation on the range and outdoor recreation. The
inmates are assigned to one of four groups, with as many as eight inmates in a group. The inmates
have indoor and outdoor recreation out of their cells with inmates in their assigned group. The
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inmates in the Release Preparation Program are offered a minimum of 18.5 hours of out-of-cell
programming per week. Meals are provided to the inmates by groups, with each group allowed
out of their cells one at a time, to come to the front of the range, receive their meals, and then
return to their cells while unrestrained. The Unit Manager schedules one group per week to eat all
three meals on the range. The other groups, when not assigned to eat their meals on the range, eat
their meals in their cells. The inmates are unrestrained when out of their cells on the range. The
inmates receive five 15-minute social telephone calls per month. Shower stalls are located on the
range, and the inmates may shower any time they are out on the range. Inmates in this unit also
have access to TruLincs, the BOP’s email program for inmates.
5.
55.

High Security Adult Alternative Housing Program

The High Security Adult Alternative Housing Program is designed for inmates who

have generally demonstrated that they can function in a less-secure environment within the ADX
without posing a risk to institutional security and good order, but whose security and/or safety
needs prohibit them from advancing through the Step-Down Unit Program. This program reflects
the BOP's core values (correctional excellence, respect, and integrity) through a continual review
of the operating procedures to determine if gradual modification is necessary, first and foremost to
reflect sound security practices, and only then to safely expand inmate access to programming
opportunities. This program permits close controls while providing basic amenities and life
enhancing programs that allow inmates to engage socially with one another.
56.

The inmates in this program are assigned to one of four groups of up to eight

inmates. The unit has an enclosed common area with recreation equipment and leisure materials.
These inmates receive a minimum of 24 hours of out-of-cell recreation per week. The inmates
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recreate with other inmates in their assigned group on the range, or outdoors, on a large recreation
yard. The inmates consume their meals in their cells. The inmates are unrestrained when out of
their cells. The inmates receive four 15-minute social telephone calls per month and may receive
up to five social visits per month (currently suspended). Inmates in this unit also have access to
TruLincs, the BOP’s email program for inmates, to communicate electronically with staff and a
limited number of approved contacts outside in the community. Shower stalls are located on the
range. The inmates may shower anytime they are out on the range.
E.
1.

57.

The BOP Will Afford Assange Due Process
Placement in a CMU Does Not Violate Due Process and
Will Not Unduly Restrict Assange’s Communications

As stated in my First Declaration, ¶¶ 103-05, it is possible that Assange may be

placed in a Communications Management Unit (“CMU”). 3 A CMU is a separate housing unit
within another facility. Inmates are placed in a CMU because of safety and security concerns
arising from their use of a communications device or communications they have made during the
commission of their crime or while incarcerated. The designation to a CMU process is outlined in
detail in BOP Program Statement 5214.02, Communications Management Units, attached as
Exhibit C to this Declaration. As detailed in my First Declaration, see ¶ 105, and the BOP Program
Statement, inmates are provided notice and an opportunity to be heard on the issue of designation
to a CMU.
58.
outside world.

Contrary to Mr. Sickler's suggestion, inmates in CMUs are not cut off from the

3

¶ 43.

Rather, inmates are afforded the same opportunities to communicate with

In his affidavit, Mr. Sickler incorrectly refers to CMUs as “Contact Management Units.”
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individuals outside of prison as regular inmates. Their communications may be more extensively
monitored, however, or BOP may impose certain limitations, as noted in the BOP Program
Statement, to prevent them from engaging in additional criminal conduct.

See Exhibit C.

Likewise, inmates in CMUs are able to participate in the same programs as inmates in the prisons’
general populations. According to BOP officials, there are no studies or formal evidence to support
Mr. Sickler’s claim that inmates in CMUs experience distress or depression from monitoring of
their conversations.
2.
59.

The Imposition of SAMs Does Not Violate Due Process.

Only a tiny fraction of federal inmates are the subject of SAMs. For example, as

of September 1, 2020, of the 156,083 inmates in BOP custody, only 47 are under SAMs. Moreover,
imposition of SAMs does not violate due process.
60.

Contrary to Mr. Sickler’s assertions, federal courts have found that the imposition

of SAMs comport with due process. As a technical legal matter, the U.S. Supreme Court has held
that inmates are not entitled to procedural protections before SAMs are imposed. See Hewitt v.
Helms, 459 U.S. 460, 468 (1983) (where an inmate represents a security threat, he “must merely
receive some notice”). Nevertheless, the Department of Justice has created regulations to ensure
that inmates receive notice of the SAMs and an opportunity to contest them.
61.

Pursuant to the SAM regulations, the inmate must receive “notification of the

restrictions imposed and the basis for these restrictions.” 28 C.F.R. § 501.2(b). To contest a SAM,
an inmate can use the BOP’s four-tiered Administrative Remedy Program, a mechanism that
allows inmates to raise grievances in four steps—beginning at the prison level and culminating in
a review at the BOP’s national Central Office. See 28 C.F.R. §§ 542.10–542.19; see also 28 C.F.R.
25
322

§ 501.3(e) (authorizing inmate to seek review of SAMs through the BOP’s administrative remedy
program).
62.

An inmate can also contest SAMs at the time of their renewal. This process is

described in detail in an ADX policy statement. 4 The policy provides that approximately 120 days
prior to the expiration of the SAM, staff will obtain and document any comments and suggestions
concerning possible renewal and/or modifications to the SAM from the inmate. Approximately
90 days prior to the expiration of the SAM, the unit team and the supervising law enforcement
agency case agent assigned to the inmate’s case will meet with the inmate. During this meeting,
the inmate may provide information concerning possible renewal and/or modification of the SAM
and discuss any other issues concerning the SAM. The information obtained from the meeting
with the inmate, along with the inmate’s written comments and the memorandum summarizing the
discussion with the inmate, will be forwarded through Legal Services, to the Warden, the
Department of Justice officials responsible for making decisions concerning the renewal and/or
modification of the SAM, including the appropriate United States Attorney’s Office, the FBI or
other relevant law enforcement agency, and the Office of Enforcement Operations in the criminal
division of the United States Department of Justice, for review. The unit team will document the
meeting in the Inmate Activity Record, located in the inmate’s Central File.
63.

This review by Department of Justice personnel, which incorporates information

from the inmate, demonstrates that the officials carefully evaluate the specifics of the inmate’s

SAM inmates who are not housed at the ADX may make a statement regarding renewal
or modification prior to the expiration of their SAM.
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situation and critically weigh safety and security concerns in determining whether SAMs were
warranted. The multiple, multi-level review processes provide procedural safeguards.
64.

An inmate who is subject to a SAM can object outside the formal SAM review

procedures. He can give input about his situation during other BOP reviews, including his twiceyearly Program Reviews, a classification review, and Progress Reports. This input can include the
inmate requesting a modification of the SAM. For example, if the inmate wants to communicate
with a previously un-retained attorney to request representation, the inmate could seek
modification of the SAM. Finally, inmates can file a lawsuit in federal court to challenge SAMs.
65.

The Tenth Circuit Court of Appeals has confirmed that SAMs do not violate due

process. It held that a SAMs inmate incarcerated at the ADX had no “constitutionally protected
liberty interest in avoiding” the SAMs and no entitlement to procedural due process. Gowadia v.
Stearns, 596 F. App’x 667, 673-74 (10th Cir. 2014). However, in reaching that conclusion, the
Court of Appeals correctly recognized that inmates subject to SAM do receive procedural
protections. Id.
66.

Although the imposition of SAMs ordinarily does not violate procedural due

process, a SAM cannot violate an inmate’s substantive rights. For example, it is well established
that prisoners retain First Amendment rights. O’Lone v. Estate of Shabazz, 482 U.S. 342, 348
(1987). This includes, for example, a right to free-flowing incoming and outgoing mail. Davis v.
Goord, 320 F.3d 346, 351 (2d Cir. 2003). SAMs that infringe on First Amendment rights of free
speech and association may nevertheless be lawful if they are reasonably related to legitimate
penological interests. Turner v. Safley, 482 U.S. 78, 89 (1987).
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67.

Likewise, egregious and inhumane conditions of confinement may constitute “cruel

and unusual punishment” in violation of the Eighth Amendment. Prison officials must “provide
humane conditions of confinement by ensuring inmates receive the basic necessities of adequate
food, clothing, shelter, and medical care and by taking reasonable measures to guarantee the
inmates' safety.” Craig v. Eberly, 164 F.3d 490, 495 (10th Cir.1998) (citations omitted). To prevail
on a SAM claim related to a condition of confinement, the prisoner must show that (1) the
condition complained of is sufficiently serious to implicate constitutional protection, and (2) prison
officials acted with deliberate indifference to inmate health or safety. Farmer v. Brennan, 511 U.S.
825, 834 (1994) (citations omitted). 5
68.

Mr. Sickler points to a case in which a district court judge criticized the process

surrounding SAMs. He fails to point out, however, that in that very case, the judge ruled in favor
of the United States. The judge explained that the SAMs at issue were not so restrictive as to give
rise to a protected liberty interest. Yousef v. United States, No. 12-cv-2585-RPM, 2014 WL
1908711, at *2-5 (D. Colo. May 13, 2014) (explaining why conditions of confinement for an ADX
inmate subject to SAMs did not implicate a liberty interest, and concluding “that Yousef has not
shown that his conditions of confinement are so atypical and impose such a hardship as to infringe
upon the limited liberty left to him under his sentences”). See also Nicholson v. Brennan, No. 15cv-01999, 2017 WL 4337896, at *9 (D. Colo. Sept. 28, 2107) (holding that inmate did not have a

Although Assange could bring such a claim, courts have previously held that the general
conditions of confinement at ADX, while harsh, do not amount to a deprivation of the inmates’
Eighth Amendment rights to be free of cruel and unusual punishment. Georgacarakos v.
Wiley, Civil Action No. 07–cv–01712–MSK–MEH, 2010 WL 1291833 (D. Colo. Mar. 30,
2010); see also Sattar v. Gonzales, Civil Action No. 07–cv–02698–WDM–KLM, 2009 WL
606115 (D. Colo. Mar. 6, 2009).
5
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liberty interest in avoiding the conditions imposed by SAMs). Later, the judge explicitly rejected
Yousef’s argument “that the SAMs renewal process is essentially a sham designed to impose SAMs
on Yousef in perpetuity.” Yousef v. United States, No. 12-cv-2585-RPM, 2014 WL 2892251, at
*2-3 (D. Colo. June 26, 2014) (denying inmate’s motion for relief from judgment).
69.

Courts subject SAMs to meaningful review. For example, in Mohammed v. Holder,

Civil Action No. 07–cv–02697–MSK–BNB, 2011 WL 4501959 (D. Colo. Sep. 29, 2011), a district
court ruled that the government was not entitled to summary judgment on a claim that it was
unreasonably limiting the defendant’s mail and communications. The inmate—and the court—
pointed out that the Warden at ADX had recommended that the defendant be permitted to
communicate with persons outside of his immediate family.
70.

Mr. Sickler also claims that the imposition of SAMs, and the requirement that

Assange’s attorneys agree to abide by them, will hinder Assange’s ability to mount a defense. At
this point, whether SAMs would, in fact, be imposed on Assange at the ADC (or the BOP) is, of
course, mere speculation. Nevertheless, the attorney affirmation requirement helps to protect
national security and public safety. Incarceration provides no guarantee that a SAMs inmate will
refrain from engaging in criminal conduct. See, e.g., United States v. Salameh, 152 F.3d 88, 10708 (1998) (an incarcerated terrorist transmitted coded telephone messages to his co-conspirators);
United States v. Rahman, 189 F.3d 88, 105-06 (1999) (a convicted terrorist provided guidance from
prison to his followers for future terrorist attacks). Moreover, in at least one instance, an attorney
violated SAMs to help her incarcerated client communicate with fellow terrorists. Lynn Stewart
was convicted for smuggling statements from her client, the notorious “Blind Sheikh” Omar Abdel
Rahman, to Egyptian jihadists. United States v. Stewart, 590 F.3d 93, 165 (2d Cir. 2009). Stewart
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was not, as Mr. Sickler suggests, merely “revealing her client’s statements to the press.” Sickler
Aff. ¶¶ 43.
71.

Requiring attorneys to acknowledge the imposition of SAMs and abide by them

properly protects national security and public safety. As the Second Circuit found in upholding
Stewart’s criminal conviction, “[w]e have no basis upon which to entertain a doubt as to the
authority of the Attorney General of the United States to ensure that reasonable measures [SAMs]
are designed and implemented in an attempt to prevent imprisoned criminals who are considered
dangerous despite their incarceration from engaging in or facilitating further acts of criminality
from their prison cells.” United States v. Stewart, 590 F.3d at 111-12. The attorney affirmation
requirement also helps to ensure that SAMs inmates communicate confidentially only with
attorneys who are apprised of the SAMs prohibition on disseminating the inmates’
communications to third parties.
72.

Mr. Sickler also misrepresents the situation with regard to attorneys who represent

SAMs inmates. The affirmation, which simply confirms that counsel acknowledge and promise
to abide by the terms of the SAMs, does not block the access of inmates to counsel or the courts;
neither does it hinder attorneys from providing full and fair representation to inmates. Recently,
for example, SAMs inmate Dzhokhar Tsarnaev, the convicted Boston marathon bomber, succeeded
in overturning his death sentence through the representation of his large legal team, all of whom
executed affirmations of the SAMs and had access to their client. See United States v. Tsarnaev,
No. 16-6001, -- F.3d --, 2020 WL 43815878 (1st Cir. July 31, 2020). In short, there is no evidence
to justify Mr. Sickler’s unsupported contention that “most lawyers” are “frightened” of SAMs, or
that their ability to represent their clients is compromised.
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F.
73.

The BOP Has Protocols in Place to Protect Inmates from COVID-19.

The BOP has protocols in place to protect inmates from COVID-19. Starting in

January 2020, the BOP implemented its Pandemic Influenza contingency plan. The BOP continues
to revise and update its action plan in response to the COVID-19 pandemic, and in response to the
latest guidance from experts at the World Health Organization (“WHO”), the Centers for Disease
Control and Prevention (“CDC”) and the Office of Personnel Management (“OPM”).
74.

On March 1, 2020, the BOP implemented modifications to its normal operations to

further lessen the possibility that COVID-19 spreads among staff and inmates. This included
taking measures to reasonably limit inmate exposure to other inmates while continuing to allow
inmates access to programs and services that are offered under normal operating procedures, such
as mental health treatment; coordinating with the United States Marshals Service to significantly
decrease the number of prisoners added to facilities during this time; and limit group gatherings
while affording inmates access to commissary, laundry, showers, telephone, and TRULINCS or
email access.
75.

During the intervening months, the BOP has regularly updated its modified

operations to limit the spread of COVID-19 amongst staff and inmates. On August 5, 2020, BOP
implemented Phase Nine of its Action Plan, which currently governs operations. See Exhibit D to
this Declaration. The current modified operations plan is an extension of the previous phases.
Only limited group gathering is afforded, with attention to social distancing to the extent possible,
to facilitate commissary, laundry, showers, telephone, and computer access. Further, BOP has
severely limited the movement of inmates and detainees among its facilities, with exceptions for
medical treatment and similar exigencies.
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76.

Every newly admitted inmate is screened for COVID-19 exposure risk factors and

symptoms and tested for COVID. Inmates who are asymptomatic and test negative are placed in
quarantine. Symptomatic inmates or inmates who test positive are immediately placed in medical
isolation until they are cleared by medical staff as meeting CDC criteria for release from isolation.
In addition, all staff are screened for symptoms. Staff registering a temperature of 100.4 degrees
Fahrenheit or higher are barred from the facility on that basis alone. A staff member with a stuffy
or runny nose can be placed on leave by a medical officer.
77.

Contractor access to BOP facilities is restricted to only those performing essential

services (e.g. medical or mental health care, religious, etc.) or those who perform necessary
maintenance on essential systems. All volunteer visits are suspended absent authorization by the
Deputy Director of BOP. Any contractor or volunteer who requires access will be screened for
symptoms and risk factors.
78.

To limit the number of people entering the facility and interacting with inmates,

social visits were stopped as of March 13, 2020. To ensure that familial relationships are
maintained throughout this disruption, BOP has increased detainees’ telephone allowance to 500
minutes per month. On August 31, 2020, the BOP issued a Modification of Coronavirus (COVID19) Phase Nine Action Plan, applying to social visiting. See Exhibit E to this Declaration.
Specifically, social visiting in the BOP is projected to resume no later than Saturday, October 3,
2020, in accordance with the guidance issued in the memorandum. Wardens are to begin
immediately developing local procedures to reinstate social visiting.
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79.

Tours of facilities are suspended. All staff and inmates have been and will continue

to be issued appropriate face coverings and strongly encouraged to wear the face covering when
in public areas when social distancing cannot be achieved.
80.

The BOP recognizes that access to legal counsel remains a paramount requirement

and seeks accommodate access to the maximum extent reasonably possible under the
circumstances. Specifically, legal visits are permitted on a case-by-case basis after the attorney
has been screened for infection in accordance with the screening protocols in place for prison staff,
contractors, and visitors. Additionally, telephone calls and video conferencing with legal counsel
are accommodated to the extent possible as detailed in the BOP’s Phase Nine Action Plan. See
Exhibit D.
81.

The BOP has a website dedicated to providing information on the COVID-19

pandemic. See https://www.bop.gov/coronavirus/ (last visited Sep. 1, 2020). The site is updated
daily. As of September 1, 2020, the BOP had 127,145 federal inmates in BOP-managed institutions
and 13,878 in community-based facilities. The BOP has approximately 36,000 staff members.
1,795 federal inmates and 667 BOP staff have confirmed positive test results for COVID-19, and
10,669 inmates and 929 staff members have tested positive, been isolated, and recovered from the
virus. There have been 118 inmate deaths and two staff member deaths attributable to the virus.
In sum, the BOP is carefully monitoring COVID-19 and making a serious effort to prevent the
virus’s spread among its inmate and staff populations.
82.

To support his claim that BOP is ill-prepared to handle COVID-19, Mr. Sickler

relies on a district court opinion from the Southern District of New York. See Sickler Aff. ¶¶ 3536 (citing United States v. Stephens, No. 15-cr-95 (AJN), 2020 WL 1295155 (S.D.N.Y. Mar. 19,
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2020)). That case concerned the Metropolitan Correctional Center (“MCC”), a pretrial detention
facility in New York. In a more recent case, a judge on the same court denied a defendant’s
application for pretrial release. See United States v. Gumora, 20-CR-11 (VSB), 2020 WL 1862361
(S.D.N.Y. April 14, 2020). The judge in Gumora pointed out that BOP had “developed and
implemented a plan to mitigate the impact of COVID-19 on the federal prison population.” Id. at
*10. The court found that, at least as to the MCC, implementation of the plan “appears to have
limited the spread of the virus within the institution.” Id. at *11.
III.
83.

Definition of National Defense Information
Clarification of the law in the United States regarding the definition of information

relating to “the national defense”, under Section 793 of Title 18 of the United States Code, may
assist the Court. Case law in the United States establishes that, to be national defense information,
the documents at issue must satisfy three criteria. First, the documents must generally relate to
military matters or related activities of national preparedness. See Gorin v. United States, 312 U.S.
19, 28 (1941); United States v. Rosen, 445 F. Supp. 2d 602, 620 (E.D. Va. 2006) (“[T]he phrase
‘information relating to the national defense’ has consistently been construed broadly to include
information dealing with military matters and more generally with matters relating to United States
foreign policy and intelligence capabilities.”). Second, the information must be “closely held” by
the U.S. government. See United States v. Squillacote, 221 F.3d 542, 579 (4th Cir. 2000)
(“[I]nformation made public by the government as well as information never protected by the
government is not national defense information.”); United States v. Morison, 844 F.2d 1057, 107172 (4th Cir. 1988). Third, disclosure of the documents must be potentially damaging to the United
States or potentially useful to an enemy of the United States. See Morison, 844 F.2d at 1071-72
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(approving jury instruction that the prosecution must prove that the information “would be
potentially damaging to the United States or might be useful to an enemy of the United States.”).
84.

To obtain a conviction, the government must prove those elements to the jury

beyond a reasonable doubt. Assange, therefore, will have the opportunity to present evidence,
cross-examination, and argument that the United States has failed to prove any or all of those
elements.
Conclusion
85.

I, Gordon D. Kromberg, an Assistant United States Attorney, attest under penalty

of perjury that, on this 3rd day of September 2020, this document is true and accurate to the best
of my knowledge, information, and belief.

Gordon D. K .r o mbcrg
Assistant United States Attor ne
Office of the United States Attorney
A lexandria, V irginia
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WIKILEAKS

IN THE BUNKER

I felt: 'You can't come in."' Davies eventually agreed that whil,

stories, and with them the text of the handful of relevant Jo,gs.

German radio was out, Der Spiegel could be iin. Their reportr1
John Goetz and Marcel Rosenbach flew over to the war room
"They fitted in very well. We liked them as people. They h.,.i
lots of background expertise on Afghanistan," D:avies says. CrucialI\
Der Spiegel sources had access to the German federal parliament
own investigation into the war in Afghanistan, including secret l \
military material. This proved vital in confirming that the detail\ 111

WikiLeaks, on the other hand, intended simultaneously to unle:ash
the lot. But many of the entries, particularly the "threat reports"
derived from intellig ce, mentioned the names of informams
or those who had collaborated with US troops. In the vicious
internecine politics of Afghanistan, such people could be in
danger. Declan Walsh was among the first co realise this:

the database the Guardian had been given wer,e authentic.
The papers had another headache. Norm2Jly, with a story , ,f

"I told David Leigh I was worried about the repercussions of
publishing these names, who could easily be killed by the Taliban
or other militant groups if identified. David agreed it was a

this magnitude, the practical thing to do was to run it over sevn,,1
days. This maintained reader interest and helped sell more cop1l
In a previous campaign, on corporate tax avoidance, the Gttartforn

wncern and said he'd raised the issue with Julian, but he didn't
~eem concerned. That night, we went out to a Moorish restau-

had run a story a day non-stop for two weeks. This time, sud1 •
strategy was going to be impossible. For one thing, the two da1l11

problem again with Julian. The response floored me. 'Well, they're
mformants,' he said. 'So, if they get killed, they've got it coming
10 them. They deserve it.' There was, for a moment, silence
,1round the table. I think everyone was struck by what a callous
thing that was to say.

in London and New York were now yoked to a weekly maga.11111
in Germany. With only one shot at it, Der Spiegel would want It

get all its stories out on Day One.
Secondly, and more gravely, none of the editors knew whctlu 1

rJnt, Moro, with the two German reporters. David broached tl'le

they would be allowed a Day Two at all. The: US governmc111
response might be so explosive that they sent their lawyers in\\ 11 I

"I thought about the American bases I'd visited, the Afghan
d1aracters I'd met in little villages and towns, the complex local
politics that coloured everything, and the dilemmas faced b,y

a gag order. So it was decided that, in the G,uardian's case, tli
paper would run everything they had over 14, pages, on the d,

111dividuaJs during a bloody war. There was no way I'd like to
put them at risk on the basis of a document prepared by some

of launch. There was, of course, a downside to the apprO,ll h
although the launch of the Afghan war log;s was to cause .11

wet-behind-the-ears American GI, who may or may not have

immense uproar, it was difficult to find anyone in London the m
day who had actually ploughed through all 14 )Pages. It was simpl

wrrectly understood the information they were receiving. The
other thing that little exchange suggested to me was just how
naive - or arrogant - Julian was when it came to the media. Apart

too much to read. For the Iraq logs, by which 1time it was clear I h
US government was not going to seek court injunctions and YJ

I he issue of naming informants was likely to rebound on the

orders against the media, publication was to be more comfortahl

,·ntire project."

spread over a few days.
The knottiest problem surrounded reda-ctions. The papt
planned only to publish a relatively small number of signifa.u
11 0

lrom any moral considerations, he didn't seem to appreciate how

Davies, too, was dismayed by the difficulty of persuading
'\\sange to make redactions. "At first, he simply didn't get it, that

11\ not OK to publish stuff that will get people killed," Davies
111
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Julian Assange unlikely to face U.S. charges over publishing classified d...

https://www.washingtonpost.com/world/national-security/julian-assange-...

By Sari Horwitz
November 25, 2013

The Justice Department has all but concluded it will not bring charges against WikiLeaks founder Julian
Assange for publishing classified documents because government lawyers said they could not do so without
also prosecuting U.S. news organizations and journalists, according to U.S. officials.
The officials stressed that a formal decision has not been made, and a grand jury investigating WikiLeaks
remains impaneled, but they said there is little possibility of bringing a case against Assange, unless he is
implicated in criminal activity other than releasing online top-secret military and diplomatic documents.
The Obama administration has charged government employees and contractors who leak classified
information — such as former National Security Agency contractor Edward Snowden and former Army
intelligence analyst Bradley Manning — with violations of the Espionage Act. But officials said that although
Assange published classified documents, he did not leak them, something they said significantly affects their
legal analysis.
“The problem the department has always had in investigating Julian Assange is there is no way to prosecute
him for publishing information without the same theory being applied to journalists,” said former Justice
Department spokesman Matthew Miller. “And if you are not going to prosecute journalists for publishing
classified information, which the department is not, then there is no way to prosecute Assange.”
Justice officials said they looked hard at Assange but realized that they have what they described as a “New
York Times problem.” If the Justice Department indicted Assange, it would also have to prosecute the New
York Times and other news organizations and writers who published classified material, including The
Washington Post and Britain’s Guardian newspaper, according to the officials, who spoke on the condition
of anonymity to discuss internal deliberations.
WikiLeaks spokesman Kristinn Hrafnsson said last week that the anti-secrecy organization is skeptical
“short of an open, official, formal confirmation that the U.S. government is not going to prosecute
WikiLeaks.” Justice Department officials said it is unclear whether there will be a formal announcement
should the grand jury investigation be formally closed.
“We have repeatedly asked the Department of Justice to tell us what the status of the investigation was with
respect to Mr. Assange,” said Barry J. Pollack, a Washington attorney for Assange. “They have declined to do
so. They have not informed us in any way that they are closing the investigation or have made a decision not
to bring charges against Mr. Assange. While we would certainly welcome that development, it should not
have taken the Department of Justice several years to come to the conclusion that it should not be
investigating journalists for publishing truthful information.”
There have been persistent rumors that the grand jury investigation of Assange and WikiLeaks had secretly
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Dealing With lssange and the WikiLeaks Secrets
By Bill Keller
Jan. 26, 2011

See how this article appeared when it was originally published on
NYTimes.com.

This past June, Alan Rusbridger, the editor of The Guardian, phoned me and asked, mysteriously, whether I had any idea

how to arrange a secure communication. Not really, I confessed. The Times doesn't have encrypted phone lines, or a Cone of
Silence. Well then, he said, he would try to speak circumspectly. In a roundabout way, he laid out an unusual proposition: an
organization called WikiLeaks, a secretive cadre of antisecrecy vigilantes, had come into possession of a substantial amount
of classified United States government communications. WikiLeaks's leader, Julian Assange, an eccentric former computer
hacker of Australian birth and no fixed residence, offered The Guardian half a million military dispatches from the
battlefields of Afghanistan and Iraq. There might be more after that, including an immense bundle of confidential diplomatic
cables. The Guardian suggested - to increase the impact as well as to share the labor of handling such a trove - that The
New York Times be invited to share this exclusive bounty. The source agreed. Was I interested?
I was interested.
The adventure that ensued over the next six months combined the cloak-and-dagger intrigue of handling a vast secret
archive with the more mundane feat of sorting, searching and understanding a mountain of data. As if that were not
complicated enough, the project also entailed a source who was elusive, manipulative and volatile (and ultimately openly
hostile to The Times and The Guardian); an international cast of journalists; company lawyers committed to keeping us
within the bounds of the law; and an array of government officials who sometimes seemed as if they couldn't decide
whether they wanted to engage us or arrest us. By the end of the year, the story of this wholesale security breach had
outgrown the story of the actual contents of the secret documents and generated much breathless speculation that
something - journalism, diplomacy, life as we know it - had profoundly changed forever.
Soon after Rusbridger's call, we sent Eric Schmitt, from our Washington bureau, to London. Schmitt has covered military
affairs expertly for years, has read his share of classified military dispatches and has excellent judgment and an unflappable
demeanor. His main assignment was to get a sense of the material. Was it genuine? Was it of public interest? He would also
report back on the proposed mechanics of our collaboration with The Guardian and the German magazine Der Spiegel,
which Assange invited as a third guest to his secret smorgasbord. Schmitt would also meet the WikiLeaks leader, who was
known to a few Guardian journalists but not to us.
Schmitt's first call back to The Times was encouraging. There was no question in his mind that the Afghanistan dispatches
were genuine. They were fascinating - a diary of a troubled war from the ground up. And there were intimations of more to
come, especially classified cables from the entire constellation of American diplomatic outposts. WikiLeaks was holding
those back for now, presumably to see how this venture with the establishment media worked out. Over the next few days,
Schmitt huddled in a discreet office at The Guardian, sampling the trove of war dispatches and discussing the complexities
of this project: how to organize and study such a voluminous cache of information; how to securely transport, store and
share it; how journalists from three very different publications would work together without compromising their
independence; and how we would all assure an appropriate distance from Julian Assange. We regarded Assange throughout
as a source, not as a partner or collaborator, but he was a man who clearly had his own agenda.
By the time of the meetings in London, WikiLeaks had already acquired a measure of international fame or, depending on
your point of view, notoriety. Shortly before I got the call from The Guardian, The New Yorker published a rich and colorful
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profile of Assange, by Raffi Khatchadourian, who had embedded with the group. WikiLeaks's biggest coup to that point was
the release, last April, of video footage taken from one of two U.S. helicopters involved in firing down on a crowd and a
building in Baghdad in 2007, killing at least 18 people. While some of the people in the video were armed, others gave no
indication of menace; two were in fact journalists for the news agency Reuters. The video, with its soundtrack of callous
banter, was horrifying to watch and was an embarrassment to the U.S. military. But in its zeal to make the video a work of
antiwar propaganda, WikiLeaks also released a version that didn't call attention to an Iraqi who was toting a rocketpropelled grenade and packaged the manipulated version under the tendentious rubric "Collateral Murder." (See the edited
and non-edited videos here.)
Throughout our dealings, Assange was coy about where he obtained his secret cache. But the suspected source of the video,
as well as the military dispatches and the diplomatic cables to come, was a disillusioned U.S. Army private first class named
Bradley Manning, who had been arrested and was being kept in solitary confinement.
On the fourth day of the London meeting, Assange slouched into The Guardian office, a day late. Schmitt took his first
measure of the man who would be a large presence in our lives. "He's tall - probably 6-foot-2 or 6-3 - and lanky, with pale
skin, gray eyes and a shock of white hair that seizes your attention:' Schmitt wrote to me later. "He was alert but disheveled,
like a bag lady walking in off the street, wearing a dingy, light-colored sport coat and cargo pants, dirty white shirt, beat-up
sneakers and filthy white socks that collapsed around his ankles. He smelled as if he hadn't bathed in days."
Assange shrugged a huge backpack off his shoulders and pulled out a stockpile of laptops, cords, cellphones, thumb drives
and memory sticks that held the WikiLeaks secrets.
The reporters had begun preliminary work on the Afghanistan field reports, using a large Excel spreadsheet to organize the
material, then plugging in search terms and combing the documents for newsworthy content. They had run into a puzzling
incongruity: Assange said the data included dispatches from the beginning of 2004 through the end of 2009, but the material
on the spreadsheet ended abruptly in April 2009. A considerable amount of material was missing. Assange, slipping
naturally into the role of office geek, explained that they had hit the limits of Excel. Open a second spreadsheet, he
instructed. They did, and the rest of the data materialized - a total of 92,000 reports from the battlefields of Afghanistan.
The reporters came to think of Assange as smart and well educated, extremely adept technologically but arrogant, thinskinned, conspiratorial and oddly credulous. At lunch one day in The Guardian's cafeteria, Assange recounted with an air of
great conviction a story about the archive in Germany that contains the files of the former Communist secret police, the
Stasi. This office, Assange asserted, was thoroughly infiltrated by former Stasi agents who were quietly destroying the
documents they were entrusted with protecting. The Der Spiegel reporter in the group, John Goetz, who has reported
extensively on the Stasi, listened in amazement. That's utter nonsense, he said. Some former Stasi personnel were hired as
security guards in the office, but the records were well protected.
Assange was openly contemptuous of the American government and certain that he was a hunted man. He told the
reporters that he had prepared a kind of doomsday option. He had, he said, distributed highly encrypted copies of his entire
secret archive to a multitude of supporters, and if WikiLeaks was shut down, or if he was arrested, he would disseminate the
key to make the information public.
Schmitt told me that for all Assange's bombast and dark conspiracy theories, he had a bit of Peter Pan in him. One night,
when they were all walking down the street after dinner, Assange suddenly started skipping ahead of the group. Schmitt and
Goetz stared, speechless. Then, just as suddenly, Assange stopped, got back in step with them and returned to the
conversation he had interrupted.
For the rest of the week Schmitt worked with David Leigh, The Guardian's investigations editor; Nick Davies, an
investigative reporter for the paper; and Goetz, of Der Spiegel, to organize and sort the material. With help from two of The
Times's best computer minds - Andrew Lehren and Aron Pilhofer - they figured out how to assemble the material into a
conveniently searchable and secure database.
Journalists are characteristically competitive, but the group worked well together. They brainstormed topics to explore and
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exchanged search results. Der Spiegel offered to check the logs against incident reports submitted by the German Army to
its Parliament - partly as story research, partly as an additional check on authenticity.
Assange provided us the data on the condition that we not write about it before specific dates that WikiLeaks planned on
posting the documents on a publicly accessible Web site. The Afghanistan documents would go first, after we had a few
weeks to search the material and write our articles. The larger cache of Iraq-related documents would go later. Such
embargoes - agreements not to publish information before a set date - are commonplace in journalism. Everything from
studies in medical journals to the annual United States budget is released with embargoes. They are a constraint with
benefits, the principal one being the chance to actually read and reflect on the material before publishing it into public view.
As Assange surely knew, embargoes also tend to build suspense and amplify a story, especially when multiple news outlets
broadcast it at once. The embargo was the only condition WikiLeaks would try to impose on us; what we wrote about the
material was entirely up to us. Much later, some American news outlets reported that they were offered last-minute access
to WikiLeaks documents if they signed contracts with financial penalties for early disclosure. The Times was never asked to
sign anything or to pay anything. For WikiLeaks, at least in this first big venture, exposure was its own reward.

Back in New York we assembled a team of reporters, data experts and editors and quartered them in an out-of-the-way
office. Andrew Lehren, of our computer-assisted-reporting unit, did the first cut, searching terms on his own or those
suggested by other reporters, compiling batches of relevant documents and summarizing the contents. We assigned
reporters to specific areas in which they had expertise and gave them password access to rummage in the data. This
became the routine we would follow with subsequent archives.
An air of intrigue verging on paranoia permeated the project, perhaps understandably, given that we were dealing with a
mass of classified material and a source who acted like a fugitive, changing crash pads, e-mail addresses and cellphones
frequently. We used encrypted Web sites. Reporters exchanged notes via Skype, believing it to be somewhat less vulnerable
to eavesdropping. On conference calls, we spoke in amateurish code. Assange was always "the source." The latest data drop
was "the package." When I left New York for two weeks to visit bureaus in Pakistan and Afghanistan, where we assume that
communications may be monitored, I was not to be copied on message traffic about the project. I never imagined that any of
this would defeat a curious snoop from the National Security Agency or Pakistani intelligence. And I was never entirely sure
whether that prospect made me more nervous than the cyberwiles of WikiLeaks itself. At a point when relations between
the news organizations and WikiLeaks were rocky, at least three people associated with this project had inexplicable activity
in their e-mail that suggested someone was hacking into their accounts.
From consultations with our lawyers, we were confident that reporting on the secret documents could be done within the
law, but we speculated about what the government - or some other government - might do to impede our work or exact
recriminations. And, the law aside, we felt an enormous moral and ethical obligation to use the material responsibly. While
we assumed we had little or no ability to influence what WikiLeaks did, let alone what would happen once this material was
loosed in the echo chamber of the blogosphere, that did not free us from the need to exercise care in our own journalism.
From the beginning, we agreed that in our articles and in any documents we published from the secret archive, we would
excise material that could put lives at risk.
Guided by reporters with extensive experience in the field, we redacted the names of ordinary citizens, local officials,
activists, academics and others who had spoken to American soldiers or diplomats. We edited out any details that might
reveal ongoing intelligence-gathering operations, military tactics or locations of material that could be used to fashion
terrorist weapons. Three reporters with considerable experience of handling military secrets - Eric Schmitt, Michael
Gordon and C. J. Chivers - went over the documents we considered posting. Chivers, an ex-Marine who has reported for us
from several battlefields, brought a practiced eye and cautious judgment to the business of redaction. If a dispatch noted
that Aircraft A left Location B at a certain time and arrived at Location C at a certain time, Chivers edited it out on the off
chance that this could teach enemy forces something useful about the capabilities of that aircraft.

The first articles in the project, which we called the War Logs, were scheduled to go up on the Web sites of The Times, The
Guardian and Der Spiegel on Sunday, July 25. We approached the White House days before that to get its reaction to the
huge breach of secrecy as well as to specific articles we planned to write - including a major one about Pakistan's
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ambiguous role as an American ally. On July 24, the day before the War Logs went live, I attended a farewell party for Roger
Cohen, a columnist for The Times and The International Herald Tribune, that was given by Richard Holbrooke, the Obama
administration's special envoy to Afghanistan and Pakistan. A voracious consumer of inside information, Holbrooke had a
decent idea of what was coming, and he pulled me away from the crowd to show me the fusillade of cabinet-level e-mail
ricocheting through his BlackBerry, thus demonstrating both the frantic anxiety in the administration and, not incidentally,
the fact that he was very much in the loop. The Pakistan article, in particular, would complicate his life. But one of
Holbrooke's many gifts was his ability to make pretty good lemonade out of the bitterest lemons; he was already spinning
the reports of Pakistani duplicity as leverage he could use to pull the Pakistanis back into closer alignment with American
interests. Five months later, when Holbrooke - just 69, and seemingly indestructible - died of a torn aorta, I remembered
that evening. And what I remembered best was that he was as excited to be on the cusp of a big story as I was.
We posted the articles on NYTimes.com the next day at 5 p.m. - a time picked to reconcile the different publishing
schedules of the three publications. I was proud of what a crew of great journalists had done to fashion coherent and
instructive reporting from a jumble of raw field reports, mostly composed in a clunky patois of military jargon and
acronyms. The reporters supplied context, nuance and skepticism. There was much in that first round of articles worth
reading, but my favorite single piece was one of the simplest. Chivers gathered all of the dispatches related to a single,
remote, beleaguered American military outpost and stitched them together into a heartbreaking narrative. The dispatches
from this outpost represent in miniature the audacious ambitions, gradual disillusionment and ultimate disappointment that
Afghanistan has dealt to occupiers over the centuries.
If anyone doubted that the three publications operated independently, the articles we posted that day made it clear that we
followed our separate muses. The Guardian, which is an openly left-leaning newspaper, used the first War Logs to
emphasize civilian casualties in Afghanistan, claiming the documents disclosed that coalition forces killed "hundreds of
civilians in unreported incidents," underscoring the cost of what the paper called a "failing war." Our reporters studied the
same material but determined that all the major episodes of civilian deaths we found in the War Logs had been reported in
The Times, many of them on the front page. (In fact, two of our journalists, Stephen Farrell and Sultan Munadi, were
kidnapped by the Taliban while investigating one major episode near Kunduz. Munadi was killed during an ensuing rescue
by British paratroopers.) The civilian deaths that had not been previously reported came in ones and twos and did not add
up to anywhere near "hundreds." Moreover, since several were either duplicated or missing from the reports, we concluded
that an overall tally would be little better than a guess.
Another example: The Times gave prominence to the dispatches reflecting American suspicions that Pakistani intelligence
was playing a double game in Afghanistan - nodding to American interests while abetting the Taliban. We buttressed the
interesting anecdotal material of Pakistani double-dealing with additional reporting. The Guardian was unimpressed by
those dispatches and treated them more dismissively.
Three months later, with the French daily Le Monde added to the group, we published Round 2, the Iraq War Logs, including
articles on how the United States turned a blind eye to the torture of prisoners by Iraqi forces working with the U.S., how
Iraq spawned an extraordinary American military reliance on private contractors and how extensively Iran had meddled in
the conflict.
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By this time, The Times's relationship with our source had gone from wary to hostile. I talked to Assange by phone a few
times and heard out his complaints. He was angry that we declined to link our online coverage of the War Logs to the
WikiLeaks Web site, a decision we made because we feared - rightly, as it turned out - that its trove would contain the
names of low-level informants and make them Taliban targets. "Where's the respect?" he demanded. "Where's the respect?"
Another time he called to tell me how much he disliked our profile of Bradley Manning, the Army private suspected of being
the source of WikiLeaks's most startling revelations. The article traced Manning's childhood as an outsider and his distress
as a gay man in the military. Assange complained that we "psychologicalized" Manning and gave short shrift to his "political
awakening!'
The final straw was a front-page profile of Assange by John Burns and Ravi Somaiya, published Oct. 24, that revealed
fractures within WikiLeaks, attributed by Assange's critics to his imperious management style. Assange denounced the
article to me, and in various public forums, as "a smear."
Assange was transformed by his outlaw celebrity. The derelict with the backpack and the sagging socks now wore his hair
dyed and styled, and he favored fashionably skinny suits and ties. He became a kind of cult figure for the European young
and leftish and was evidently a magnet for women. 1\vo Swedish women filed police complaints claiming that Assange
insisted on having sex without a condom; Sweden's strict laws on nonconsensual sex categorize such behavior as rape, and
a prosecutor issued a warrant to question Assange, who initially described it as a plot concocted to silence or discredit
WikiLeaks.
I came to think of Julian Assange as a character from a Stieg Larsson thriller - a man who could figure either as hero or
villain in one of the megaselling Swedish novels that mix hacker counterculture, high-level conspiracy and sex as both
recreation and violation.
In October, WikiLeaks gave The Guardian its third archive, a quarter of a million communications between the U.S. State
Department and its outposts around the globe. This time, Assange imposed a new condition: The Guardian was not to share
the material with The New York Times. Indeed, he told Guardian journalists that he opened discussions with two other
American news organizations - The Washington Post and the McClatchy chain - and intended to invite them in as
replacements for The Times. He also enlarged his recipient list to include El Pais, the leading Spanish-language newspaper.

The Guardian was uncomfortable with Assange's condition. By now the journalists from The Times and The Guardian had a
good working relationship. The Times provided a large American audience for the revelations, as well as access to the U.S.
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government for comment and context. And given the potential legal issues and public reaction, it was good to have company
in the trenches. Besides, we had come to believe that Assange was losing control of his stockpile of secrets. An independent
journalist, Heather Brooke, had obtained material from a WikiLeaks dissident and joined in a loose alliance with The
Guardian. Over the coming weeks, batches of cables would pop up in newspapers in Lebanon, Australia and Norway. David
Leigh, The Guardian's investigations editor, concluded that these rogue leaks released The Guardian from any pledge, and
he gave us the cables.
On Nov. 1, Assange and two of his lawyers burst into Alan Rusbridger's office, furious that The Guardian was asserting
greater independence and suspicious that The Times might be in possession of the embassy cables. Over the course of an
eight-hour meeting, Assange intermittently raged against The Times - especially over our front-page profile - while The
Guardian journalists tried to calm him. In midstorm, Rusbridger called me to report on Assange's grievances and relay his
demand for a front-page apology in The Times. Rusbridger knew that this was a nonstarter, but he was buying time for the
tantrum to subside. In the end, both he and Georg Mascolo, editor in chief of Der Spiegel, made clear that they intended to
continue their collaboration with The Times; Assange could take it or leave it. Given that we already had all of the
documents, Assange had little choice. Over the next two days, the news organizations agreed on a timetable for publication.
The following week, we sent Ian Fisher, a deputy foreign editor who was a principal coordinator on our processing of the
embassy cables, to London to work out final details. The meeting went smoothly, even after Assange arrived. "Freakishly
good behavior:' Fisher e-mailed me afterward. "No yelling or crazy mood swings." But after dinner, as Fisher was leaving,
Assange smirked and offered a parting threat: "Tell me, are you in contact with your legal counsel?" Fisher replied that he
was. "You had better be," Assange said.
Fisher left London with an understanding that we would continue to have access to the material. But just in case, we took
out a competitive insurance policy. We had Scott Shane, a Washington correspondent, pull together a long, just-in-case
article summing up highlights of the cables, which we could quickly post on our Web site. If WikiLeaks sprang another leak,
we would be ready.
Because of the range of the material and the very nature of diplomacy, the embassy cables were bound to be more explosive
than the War Logs. Dean Baquet, our Washington bureau chief, gave the White House an early warning on Nov. 19. The
following Tuesday, two days before Thanksgiving, Baquet and two colleagues were invited to a windowless room at the State
Department, where they encountered an unsmiling crowd. Representatives from the White House, the State Department,
the Office of the Director of National Intelligence, the CJ.A., the Defense Intelligence Agency, the F.B.I. and the Pentagon
gathered around a conference table. Others, who never identified themselves, lined the walls. A solitary note-taker tapped
away on a computer.

The meeting was off the record, but it is fair to say the mood was tense. Scott Shane, one reporter who participated in the
meeting, described "an undertone of suppressed outrage and frustration."
Subsequent meetings, which soon gave way to daily conference calls, were more businesslike. Before each discussion, our
Washington bureau sent over a batch of specific cables that we intended to use in the coming days. They were circulated to
regional specialists, who funneled their reactions to a small group at State, who came to our daily conversations with a list of
priorities and arguments to back them up. We relayed the government's concerns, and our own decisions regarding them, to
the other news outlets.
The administration's concerns generally fell into three categories. First was the importance of protecting individuals who
had spoken candidly to American diplomats in oppressive countries. We almost always agreed on those and were grateful to
the government for pointing out some we overlooked.
"We were all aware of dire stakes for some of the people named in the cables if we failed to obscure their identities," Shane
wrote to me later, recalling the nature of the meetings. Like many of us, Shane has worked in countries where dissent can
mean prison or worse. "That sometimes meant not just removing the name but also references to institutions that might
give a clue to an identity and sometimes even the dates of conversations, which might be compared with surveillance tapes
of an American Embassy to reveal who was visiting the diplomats that day."
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The second category included sensitive American programs, usually related to intelligence. We agreed to withhold some of
this information, like a cable describing an intelligence-sharing program that took years to arrange and might be lost if
exposed. In other cases, we went away convinced that publication would cause some embarrassment but no real harm.
The third category consisted of cables that disclosed candid comments by and about foreign officials, including heads of
state. The State Department feared publication would strain relations with those countries. We were mostly unconvinced.
The embassy cables were a different kind of treasure from the War Logs. For one thing, they covered the entire globe virtually every embassy, consulate and interest section that the United States maintains. They contained the makings of
many dozens of stories: candid American appraisals of foreign leaders, narratives of complicated negotiations, allegations of
corruption and duplicity, countless behind-the-scenes insights. Some of the material was of narrow local interest; some of it
had global implications. Some provided authoritative versions of events not previously fully understood. Some consisted of
rumor and flimsy speculation.
Unlike most of the military dispatches, the embassy cables were written in clear English, sometimes with wit, color and an
ear for dialogue. ("Who knew;• one of our English colleagues marveled, "that American diplomats could write?")
Even more than the military logs, the diplomatic cables called for context and analysis. It was important to know, for
example, that cables sent from an embassy are routinely dispatched over the signature of the ambassador and those from
the State Department are signed by the secretary of state, regardless of whether the ambassador or secretary had actually
seen the material. It was important to know that much of the communication between Washington and its outposts is given
even more restrictive classification - top secret or higher - and was thus missing from this trove. We searched in vain, for
example, for military or diplomatic reports on the fate of Pat Tillman, the former football star and Army Ranger who was
killed by friendly fire in Afghanistan. We found no reports on how Osama bin Laden eluded American forces in the
mountains of Tora Bora. (In fact, we found nothing but second- and thirdhand rumors about bin Laden.) If such cables exist,
they were presumably classified top secret or higher.
And it was important to remember that diplomatic cables are versions of events. They can be speculative. They can be
ambiguous. They can be wrong.
One of our first articles drawn from the diplomatic cables, for example, reported on a secret intelligence assessment that
Iran had obtained a supply of advanced missiles from North Korea, missiles that could reach European capitals. Outside
experts long suspected that Iran obtained missile parts but not the entire weapons, so this glimpse of the official view was
revealing. The Washington Post fired back with a different take, casting doubt on whether the missile in question had been
transferred to Iran or whether it was even a workable weapon. We went back to the cables - and the experts - and
concluded in a subsequent article that the evidence presented "a murkier picture."

The tension between a newspaper's obligation to inform and the government's responsibility to protect is hardly new. At
least until this year, nothing The Times did on my watch caused nearly so much agitation as two articles we published about
tactics employed by the Bush administration after the attacks of Sept. 11, 2001. The first, which was published in 2005 and
won a Pulitzer Prize, revealed that the National Security Agency was eavesdropping on domestic phone conversations and
e-mail without the legal courtesy of a warrant. The other, published in 2006, described a vast Treasury Department program
to screen international banking records.
I have vivid memories of sitting in the Oval Office as President George W. Bush tried to persuade me and the paper's
publisher to withhold the eavesdropping story, saying that if we published it, we should share the blame for the next
terrorist attack. We were unconvinced by his argument and published the story, and the reaction from the government and conservative commentators in particular - was vociferous.
This time around, the Obama administration's reaction was different. It was, for the most part, sober and professional. The
Obama White House, while strongly condemning WikiLeaks for making the documents public, did not seek an injunction to
halt publication. There was no Oval Office lecture. On the contrary, in our discussions before publication of our articles,
White House officials, while challenging some of the conclusions we drew from the material, thanked us for handling the

343

04/09/2020, 09:54

The Times's Dealings With Julian Assange - The New York Times

8 of 12

https://www.nytimes.com/2011/01/30/magazine/30Wikileaks-t.html

documents with care. The secretaries of state and defense and the attorney general resisted the opportunity for a crowdpleasing orgy of press bashing. There has been no serious official talk - unless you count an ambiguous hint by Senator
Joseph Lieberman - of pursuing news organizations in the courts. Though the release of these documents was certainly
embarrassing, the relevant government agencies actually engaged with us in an attempt to prevent the release of material
genuinely damaging to innocent individuals or to the national interest.
The broader public reaction was mixed - more critical in the first days; more sympathetic as readers absorbed the articles
and the sky did not fall ; and more hostile to WikiLeaks in the U.S. than in Europe, where there is often a certain pleasure in
seeing the last superpower taken down a peg.
In the days after we began our respective series based on the embassy cables, Alan Rusbridger and I went online to answer
questions from readers. The Guardian, whose readership is more sympathetic to the guerrilla sensibilities of WikiLeaks,
was attacked for being too fastidious about redacting the documents : How dare you censor this material? What are you
hiding? Post everything now! The mail sent to The Times, at least in the first day or two, came from the opposite field. Many
readers were indignant and alarmed: Who needs this? How dare you? What gives you the right?

Artwork by Barry Falls

Much of the concern reflected a genuine conviction that in perilous times the president needs extraordinary powers,
unfettered by Congressional oversight, court meddling or the strictures of international law and certainly safe from nosy
reporters. That is compounded by a popular sense that the elite media have become too big for their britches and by the fact
that our national conversation has become more polarized and strident.
Although it is our aim to be impartial in our presentation of the news, our attitude toward these issues is far from indifferent.
The journalists at The Times have a large and personal stake in the country's security. We live and work in a city that has
been tragically marked as a favorite terrorist target, and in the wake of 9/11 our journalists plunged into the ruins to tell the
story of what happened here. Moreover, The Times has nine staff correspondents assigned to the two wars still being waged
in the wake of that attack, plus a rotating cast of photographers, visiting writers and scores of local stringers and support
staff. They work in this high-risk environment because, while there are many places you can go for opinions about the war,
there are few places - and fewer by the day - where you can go to find honest, on-the-scene reporting about what is
happening. We take extraordinary precautions to keep them safe, but we have had two of our Iraqi journalists murdered for
doing their jobs. We have had four journalists held hostage by the Taliban - two of them for seven months. We had one
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Afghan journalist killed in a rescue attempt. Last October, while I was in Kabul, we got word that a photographer embedded
for us with troops near Kandahar stepped on an improvised mine and lost both his legs.
We are invested in the struggle against murderous extremism in another sense. The virulent hatred espoused by terrorists,
judging by their literature, is directed not just against our people and our buildings but also at our values and at our faith in
the self-government of an informed electorate. If the freedom of the press makes some Americans uneasy, it is anathema to
the ideologists of terror.
So we have no doubts about where our sympathies lie in this clash of values. And yet we cannot let those sympathies
transform us into propagandists, even for a system we respect.
I'm the first to admit that news organizations, including this one, sometimes get things wrong. We can be overly credulous
(as in some of the prewar reporting about Iraq's supposed weapons of mass destruction) or overly cynical about official
claims and motives. We may err on the side of keeping secrets (President Kennedy reportedly wished, after the fact, that
The Times had published what it knew about the planned Bay of Pigs invasion, which possibly would have helped avert a
bloody debacle) or on the side of exposing them. We make the bestjudgments we can. When we get things wrong, we try to
correct the record. A free press in a democracy can be messy. But the alternative is to give the government a veto over what
its citizens are allowed to know. Anyone who has worked in countries where the news diet is controlled by the government
can sympathize with Thomas Jefferson's oft-quoted remark that he would rather have newspapers without government
than government without newspapers.
The intentions of our founders have rarely been as well articulated as they were by Justice Hugo Black 40 years ago,
concurring with the Supreme Court ruling that stopped the government from suppressing the secret Vietnam War history
called the Pentagon Papers: "The government's power to censor the press was abolished so that the press would remain
forever free to censure the government. The press was protected so that it could bare the secrets of government and inform
the people."
There is no neat formula for maintaining this balance. In practice, the tension between our obligation to inform and the
government's obligation to protect plays out in a set of rituals. As one of my predecessors, Max Frankel, then the
Washington bureau chief, wrote in a wise affidavit filed during the Pentagon Papers case: "For the vast majority of 'secrets,'
there has developed between the government and the press ( and Congress) a rather simple rule of thumb: The government
hides what it can, pleading necessity as long as it can, and the press pries out what it can, pleading a need and a right to
know. Each side in this 'game' regularly 'wins' and 'loses' a round or two. Each fights with the weapons at its command.
When the government loses a secret or two, it simply adjusts to a new reality.''
In fact, leaks of classified material - sometimes authorized - are part of the way business is conducted in Washington, as
one wing of the bureaucracy tries to one-up another or officials try to shift blame or claim credit or advance or confound a
particular policy. For further evidence that our government is highly selective in its approach to secrets, look no further
than Bob Woodward's all-but-authorized accounts of the innermost deliberations of our government.
The government surely cheapens secrecy by deploying it so promiscuously. According to the Pentagon, about 500,000
people have clearance to use the database from which the secret cables were pilfered. Weighing in on the WikiLeaks
controversy in The Guardian, Max Frankel remarked that secrets shared with such a legion of "cleared" officials, including
low-level army clerks, "are not secret.'' Governments, he wrote, "must decide that the random rubber-stamping of millions
of papers and computer files each year does not a security system make.''

Beyond the basic question of whether the press should publish secrets, criticism of the WikiLeaks documents generally fell
into three themes: 1. That the documents were of dubious value, because they told us nothing we didn't already know. 2.
That the disclosures put lives at risk - either directly, by identifying confidential informants, or indirectly, by complicating
our ability to build alliances against terror. 3. That by doing business with an organization like WikiLeaks, The Times and
other news organizations compromised their impartiality and independence.
I'm a little puzzled by the complaint that most of the embassy traffic we disclosed did not profoundly change our
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understanding of how the world works. Ninety-nine percent of what we read or hear on the news does not profoundly
change our understanding of how the world works. News mostly advances by inches and feet, not in great leaps. The value
of these documents - and I believe they have immense value - is not that they expose some deep, unsuspected perfidy in
high places or that they upend your whole view of the world. For those who pay close attention to foreign policy, these
documents provide texture, nuance and drama. They deepen and correct your understanding of how things unfold; they
raise or lower your estimation of world leaders. For those who do not follow these subjects as closely, the stories are an
opportunity to learn more. If a project like this makes readers pay attention, think harder, understand more clearly what is
being done in their name, then we have performed a public service. And that does not count the impact of these revelations
on the people most touched by them. WikiLeaks cables in which American diplomats recount the extravagant corruption of
Tunisia's rulers helped fuel a popular uprising that has overthrown the government.
As for the risks posed by these releases, they are real. WikiLeaks's first data dump, the publication of the Afghanistan War
Logs, included the names of scores of Afghans that The Times and other news organizations had carefully purged from our
own coverage. Several news organizations, including ours, reported this dangerous lapse, and months later a Taliban
spokesman claimed that Afghan insurgents had been perusing the WikiLeaks site and making a list. I anticipate, with dread,
the day we learn that someone identified in those documents has been killed.
WikiLeaks was roundly criticized for its seeming indifference to the safety of those informants, and in its subsequent
postings it has largely followed the example of the news organizations and redacted material that could get people jailed or
killed. Assange described it as a "harm minimization" policy. In the case of the Iraq war documents, WikiLeaks applied a
kind of robo-redaction software that stripped away names (and rendered the documents almost illegible). With the embassy
cables, WikiLeaks posted mostly documents that had already been redacted by The Times and its fellow news
organizations. And there were instances in which WikiLeaks volunteers suggested measures to enhance the protection of
innocents. For example, someone at WikiLeaks noticed that if the redaction of a phrase revealed the exact length of the
words, an alert foreign security service might match the number of letters to a name and affiliation and thus identify the
source. WikiLeaks advised everyone to substitute a dozen uppercase X's for each redacted passage, no matter how long or
short.
Whether WikiLeaks's "harm minimization" is adequate, and whether it will continue, is beyond my power to predict or
influence. WikiLeaks does not take guidance from The New York Times. In the end, I can answer only for what my own
paper has done, and I believe we have behaved responsibly.
The idea that the mere publication of such a wholesale collection of secrets will make other countries less willing to do
business with our diplomats seems to me questionable. Even Defense Secretary Robert Gates called this concern
"overwrought." Foreign governments cooperate with us, he pointed out, not because they necessarily love us, not because
they trust us to keep their secrets, but because they need us. It may be that for a time diplomats will choose their words
more carefully or circulate their views more narrowly, but WikiLeaks has not repealed the laws of self-interest. A few weeks
after we began publishing articles about the embassy cables, David Sanger, our chief Washington correspondent, told me:
"At least so far, the evidence that foreign leaders are no longer talking to American diplomats is scarce. I've heard about
nervous jokes at the beginning of meetings, along the lines of 'When will I be reading about this conversation?' But the
conversations are happening.... American diplomacy has hardly screeched to a halt."
As for our relationship with WikiLeaks, Julian Assange has been heard to boast that he served as a kind of puppet master,
recruiting several news organizations, forcing them to work in concert and choreographing their work. This is characteristic
braggadocio - or, as my Guardian colleagues would say, bollocks. Throughout this experience we have treated Assange as a
source. I will not say "a source, pure and simple;' because as any reporter or editor can attest, sources are rarely pure or
simple, and Assange was no exception. But the relationship with sources is straightforward: you don't necessarily endorse
their agenda, echo their rhetoric, take anything they say at face value, applaud their methods or, most important, allow them
to shape or censor your journalism. Your obligation, as an independent news organization, is to verify the material, to supply
context, to exercise responsible judgment about what to publish and what not to publish and to make sense of it. That is
what we did.
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But while I do not regard Assange as a partner, and I would hesitate to describe what WikiLeaks does as journalism, it is
chilling to contemplate the possible government prosecution of WikiLeaks for making secrets public, let alone the passage of
new laws to punish the dissemination of classified information, as some have advocated. Taking legal recourse against a
government official who violates his trust by divulging secrets he is sworn to protect is one thing. But criminalizing the
publication of such secrets by someone who has no official obligation seems to me to run up against the First Amendment
and the best traditions of this country. As one of my colleagues asks: If Assange were an understated professorial type
rather than a character from a missing Stieg Larsson novel, and if WikiLeaks were not suffused with such glib antipathy
toward the United States, would the reaction to the leaks be quite so ferocious? And would more Americans be speaking up
against the threat of reprisals?
Whether the arrival of WikiLeaks has fundamentally changed the way journalism is made, I will leave to others and to
history. Frankly, I think the impact of WikiLeaks on the culture has probably been overblown. Long before WikiLeaks was
born, the Internet transformed the landscape of journalism, creating a wide-open and global market with easier access to
audiences and sources, a quicker metabolism, a new infrastructure for sharing and vetting information and a diminished
respect for notions of privacy and secrecy. Assange has claimed credit on several occasions for creating something he calls
"scientific journalism;• meaning that readers are given the raw material to judge for themselves whether the journalistic
write-ups are trustworthy. But newspapers have been publishing texts of documents almost as long as newspapers have
existed - and ever since the Internet eliminated space restrictions, we have done so copiously.
Nor is it clear to me that WikiLeaks represents some kind of cosmic triumph of transparency. If the official allegations are to
be believed, most of WikiLeaks's great revelations came from a single anguished Army private - anguished enough to risk
many years in prison. It's possible that the creation of online information brokers like WikiLeaks and OpenLeaks, a
breakaway site announced in December by a former Assange colleague named Daniel Domscheit-Berg, will be a lure for
whistle-blowers and malcontents who fear being caught consorting directly with a news organization like mine. But I
suspect we have not reached a state of information anarchy. At least not yet.

As 2010 wound down, The Times and its news partners held a conference call to discuss where we go from here. The initial
surge of articles drawn from the secret cables was over. More would trickle out but without a fixed schedule. We agreed to
continue the redaction process, and we agreed we would all urge WikiLeaks to do the same. But this period of intense
collaboration, and of regular contact with our source, was coming to a close.
Just before Christmas, Ian Katz, The Guardian's deputy editor, went to see Assange, who had been arrested in London on
the Swedish warrant, briefly jailed and bailed out by wealthy admirers and was living under house arrest in a country
manor in East Anglia while he fought Sweden's attempt to extradite him. The flow of donations to WikiLeaks, which he
claimed hit 100,000 euros a day at its peak, was curtailed when Visa, MasterCard and PayPal refused to be conduits for
contributors - prompting a concerted assault on the Web sites of those companies by Assange's hacker sympathizers. He
would soon sign a lucrative book deal to finance his legal struggles.
The Guardian seemed to have joined The Times on Assange's enemies list, first for sharing the diplomatic cables with us,
then for obtaining and reporting on the unredacted record of the Swedish police complaints against Assange. (Live by the
leak....) In his fury at this perceived betrayal, Assange granted an interview to The Times of London, in which he vented
his displeasure with our little media consortium. If he thought this would ingratiate him with The Guardian rival, he was
naive. The paper happily splashed its exclusive interview, then followed it with an editorial calling Assange a fool and a
hypocrite.
At the mansion in East Anglia, Assange seated Katz before a roaring fire in the drawing room and ruminated for four hours
about the Swedish case, his financial troubles and his plan for a next phase of releases. He talked vaguely about secrets still
in his quiver, including what he regards as a damning cache of e-mail from inside an American bank.
He spun out an elaborate version of a U.S. Justice Department effort to exact punishment for his assault on American
secrecy. If he was somehow extradited to the United States, he said, "I would still have a high chance of being killed in the
U.S. prison system, Jack Ruby style, given the continual calls for my murder by senior and influential U.S. politicians."
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While Assange mused darkly in his exile, one of his lawyers sent out a mock Christmas card that suggested at least someone
on the WikiLeaks team was not lacking a sense of the absurd.
The message:
"Dear kids,
Santa is Mum & Dad.
Love,
WikiLeaks!'
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Wil<iLeal<s publishes full cache of unredacted
cables
Former media partners condemn WikiLeaks' decision to make public documents
identifying activists and whistleblowers

Wikileaks has published its full archive, including diplomatic cables marked by the US to indicate sources could be in danger.
Photograph: Karen Bleier/AFP/Getty Images

James Ball
Fri 2 Sep 201112.55 BST

WikiLeaks has published its full archive of 251,000 secret US diplomatic cables, without
redactions, potentially exposing thousands of individuals named in the documents to
detention, harm or putting their lives in danger.
The move has been strongly condemned by the five previous media partners - the Guardian,
New York Times, El Pais, Der Spiegel and Le Monde - who have worked with WikiLeaks
publishing carefully selected and redacted documents.
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"We deplore the decision of WikiLeaks to publish the unredacted state department cables,
which may put sources at risk," the organisations said in a joint statement.
"Our previous dealings with WikiLeaks were on the clear basis that we would only publish
cables which had been subjected to a thorough joint editing and clearance process. We will
continue to defend our previous collaborative publishing endeavour. We cannot defend the
needless publication of the complete data - indeed, we are united in condemning it.
"The decision to publish by Julian Assange was his, and his alone."
Diplomats, governments, human rights charities and media organisations had urged
WikiLeaks's founder, Assange, not to publish the full cache of cables without careful source
protection.
The newly published archive contains more than 1,000 cables identifying individual activists;
several thousand labelled with a tag used by the US to mark sources it believes could be placed
in danger; and more than 150 specifically mentioning whistleblowers.
The cables also contain references to people persecuted by their governments, victims of sex
offences, and locations of sensitive government installations and infrastructure.
WikiLeaks has published its full archive in an easily accessible and searchable manner, the first
time the content has been made widely available to those without sophisticated technical
skills.
It conducted a poll of its Twitter followers to decide whether to publish the documents, which
it initially said was running at "100 to one" in favour of publishing. WikiLeaks did not disclose
the final tallies, nor how many individuals responded to its poll.

Reporters Without Borders, a press freedom group which had been maintaining a backup
version of the WikiLeaks site, revoked its support for the whistleblowing site in the wake of the
decision.
"Some of the new cables have reportedly not been redacted and show the names of informants
in various countries, including Israel, Jordan, Iran and Afghanistan," it said in a statement.
"While it has not been demonstrated that lives have so far been put in danger by these
revelations, the repercussions they could have for informants, such as dismissal, physical
attacks and other reprisals, cannot be neglected."
The whistleblowing website began releasing the cables in December 2010, in conjunction with
five media organisations including the Guardian. The mainstream news organisations carefully
selected cables and before publication removed any information which could lead to sensitive
sources being identified.
WikiLeaks claimed its disclosure was prompted after conflicts between Assange and former
WikiLeaks associates led to one highlighting an error made months before. When passing the
documents to the Guardian, Assange created a temporary web server and placed an encrypted
file containing the documents on it. The Guardian was led to believe this was a temporary file
and the server would be taken offline after a period of hours.
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However, former WikiLeaks staff member Daniel Domscheit-Berg, who parted acrimoniously
with WikiLeaks, said instead of following standard security precautions and creating a
temporary folder, Assange instead re-used WikiLeaks's "master password". This password was
then unwittingly placed in the Guardian's book on the embassy cables, which was published in
February 2011.
Separately, a WikiLeaks activist had placed the encrypted files on BitTorrent, a peer-to-peer file
sharing network, in the hours before Julian Assange was imprisoned pending extradition
proceedings in December 2010, as a form of insurance for the site. Fewer than five people knew
of the existence of the site.
As former activists' disillusionment with WikiLeaks grew, one told German magazine Freitag
about the link between the publicly available password and files in an attempt to highlight
sloppy security at WikiLeaks. The magazine published the story with no information to identify
the password or files.
WikiLeaks then published a series of increasingly detailed tweets giving clues about where the
password might be found as part of its attempts to deny security failings on its own part. These
are believed to have led a small group of internet users to find the files, which were published in
a difficult-to-access format requiring significant technical skill, on rival leak site Cryptome.
Domscheit-Berg, often referred to as Assange's former deputy at WikiLeaks, condemned the
password reuse. "The file was never supposed to be shared with anyone at all," he said. "To get a
copy you would usually make a new copy with a new password. He [Assange] was too lazy to
create something new."

Since you're here ...

... we have a small favour to ask. Millions are flocking to the Guardian for open, independent,
quality news every day, and readers in 180 countries around the world now support us
financially.
We believe everyone deserves access to information that's grounded in science and truth, and
analysis rooted in authority and integrity. That's why we made a different choice: to keep our
reporting open for all readers, regardless of where they live or what they can afford to pay.
The Guardian has no shareholders or billionaire owner, meaning our journalism is free from
bias and vested interests - this makes us different. Our editorial independence and autonomy
allows us to provide fearless investigations and analysis of those with political and commercial
power. We can give a voice to the oppressed and neglected, and help bring about a brighter,
fairer future. Your support protects this.
Supporting us means investing in Guardian journalism for tomorrow and the years ahead. The
more readers funding our work, the more questions we can ask, the deeper we can dig, and the
greater the impact we can have. We're determined to provide reporting that helps each ofus
better understand the world, and take actions that challenge, unite, and inspire change.
Your support means we can keep our journalism open, so millions more have free access to the
high-quality, trustworthy news they deserve. So we seek your support not simply to survive,
but to grow our journalistic ambitions and sustain our model for open, independent reporting.
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Piecing Together the Reports, and
Deciding What to Publish
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LINKEDIN

The articles published today are based on thousands
PRINT
of United States military incident and intelligence
REPRINTS
reports — records of engagements, mishaps,
SHARE
intelligence on enemy activity and other events from
the war in Afghanistan — that were made public on Sunday on the
Internet. The New York Times, The Guardian newspaper in
London, and the German magazine Der Spiegel were given access
to the material several weeks ago. These reports are used by desk
officers in the Pentagon and troops in the field when they make
operational plans and prepare briefings on the situation in the war
zone. Most of the reports are routine, even mundane, but many add
insights, texture and context to a war that has been waged for
nearly nine years.
Readers’

Comments and
Reaction
Share your thoughts about
the classified documents
on the At War blog, which
is following the reaction to
the War Logs report.
Post a Comment | Read
Comments

Talk to the
Newsroom
Editors and reporters who
worked on these articles
will be answering
questions about the
coverage of the material.
E-Mail Your Questions to
askthetimes@nytimes.com

Over all these documents amount to a realtime history of the war reported from one
important vantage point — that of the
soldiers and officers actually doing the
fighting and reconstruction.
The Source of the Material
The documents — some 92,000 individual
reports in all — were made available to The
Times and the European news organizations
by WikiLeaks, an organization devoted to
exposing secrets of all kinds, on the
condition that the papers not report on the
data until July 25, when WikiLeaks said it
intended to post the material on the
Internet. WikiLeaks did not reveal where it
obtained the material. WikiLeaks was not
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involved in the news organizations’ research, reporting, analysis
and writing. The Times spent about a month mining the data for
disclosures and patterns, verifying and cross-checking with other
information sources, and preparing the articles that are published
today. The three news organizations agreed to publish their articles
simultaneously, but each prepared its own articles.
Classified Information
Deciding whether to publish secret information is always difficult,
and after weighing the risks and public interest, we sometimes
chose not to publish. But there are times when the information is of
significant public interest, and this is one of those times. The
documents illuminate the extraordinary difficulty of what the
United States and its allies have undertaken in a way that other
accounts have not.
Most of the incident reports are marked “secret,” a relatively low
level of classification. The Times has taken care not to publish
information that would harm national security interests. The Times
and the other news organizations agreed at the outset that we
would not disclose — either in our articles or any of our online
supplementary material — anything that was likely to put lives at
risk or jeopardize military or antiterrorist operations. We have, for
example, withheld any names of operatives in the field and
informants cited in the reports. We have avoided anything that
might compromise American or allied intelligence-gathering
methods such as communications intercepts. We have not linked to
the archives of raw material. At the request of the White House, The
Times also urged WikiLeaks to withhold any harmful material from
its Web site.
Verification
To establish confidence in the information, The Times checked a
number of the reports against incidents that had been publicly
reported or witnessed by our own journalists. Government officials
did not dispute that the information was authentic.
It is sometimes unclear whether a particular incident report is
based on firsthand observation, on the account of an intelligence
source regarded as reliable, on less trustworthy sources or on
speculation by the writer. It is also not known what may be missing
from the material, either because it is in a more restrictive category
of classification or for some other reason.
A version of this article appeared in print on July 26, 2010, on page A8 of the New York
edition.
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